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DRAFT MINUTE OF THE 

 AUDIT & RISK MANAGEMENT COMMITTEE 

 

held on Wednesday 20
th

 May 2020 at 16:00 on Microsoft Teams 

 

Present 

 

Mr Robbie Rowantree (Chair) 

Mr Andrew Kerr (Vice Chair) 

Cllr Jim McGillivray 

Ms Tessa Palmer 

Mr Donald MacBeath 

Mr Matthew Groves 

 

In attendance 

 

 

 

 

Mr Roddy Ferrier, Director of Finance and Estates 

Mrs Anne Bremner, Director of Learning, Teaching and Quality 

Mr Struan Mackie, Secretary to the Board 

External Auditors (Ernst & Young LLP) 

 

 

   Preliminaries 

    

The Audit and Risk Management Committee Chair informed Members that the meeting will be 

recorded to assist with minuting and that that there was an error on the title of agenda item 3, 

which should read ‘February’ meeting.  

 

1   Apologies 

 

   Apologies had been received for Ms Wendy Freyett. 

    

2   Declarations of Interest 

 

   Members were invited to submit a declaration of interest in any item on the agenda. No 

declarations were made, and members were reminded that a declaration could be made at any 

point throughout the meeting as appropriate.          

    

3   Minutes of the previous meeting (26
th

 February 2020) 

 

The Chair informed Committee that these minutes had been approved in draft and scrutinised at 

the Board of Management meeting in March. In lieu of any amendments or comments, a 

proposer and seconder was sought: 

 

The minute was proposed by Mr. Kerr and seconded by Ms. Palmer 
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4   Actions arising from the previous meeting. 

 

    
ARM0220/01 College Secretary to reissue the draft letter to the Board of Management for 

Committee and seek comments and approval from Members (by email). 

 

The College Secretary noted that the email was issued electronically on the 2
nd

 

of March and all responses were received on the 3
rd

 of the same.  

 

Committee agreed that the action was complete, and the action was closed. 

 
 

    

 

5   Audit Action Plan 

 

The Audit Action Plan for 2020 was presented to Committee with an overview provided by the 

Director of Learning, Teaching and Quality. The Committee was informed that a number of items 

have been progressed, although some activates have been impacted by COVID-19 priorities. 

 

Within the Risk Management Audit, point 19.1, the College Principal noted that there is currently 

no section within the corporate risk register which indicated the result of unmitigated risks. The 

Principal asked committee whether an additional section on unmitigated risks, as recommended 

by the internal auditor, would be wanted by the ARM committee and whether Committee would 

grant a reasonable timescale in order to complete these actions.  

 

The Chair noted that the current Corporate Risk Register was a well received and robust 

document and that this additional narrative was already implied by both the description of the 

risk and the description of mitigating actions. Mr Groves stated that for each piece of risk 

identified, an unmitigated narrative would be a sensible addition.   

 

The Director of Finance and Estates noted that the Risk Register was already a very substantive 

document and that a narrower focus on the ‘key risks’ to the business would be a more 

appropriate document for Committee in understanding the legacy, current and potential risks. 

 

The Chair proposed a compromise, tabling that a trial run of this additional column using two or 

three key risks could allow Committee to assess whether a wider overhaul of the register would 

be both necessary and of benefit to the ARM Committee. 

 

Action: College Principal to issue a trial Corporate Risk Register (for a limited number of key 

risks) in line with the internal auditor’s recommendations.  

 

Returning to the Audit Plan, the Director of Learning, Teaching and Quality noted that a number 

of tentative competition dates for the procurement audit required ‘firming up’. Committee were 

informed that although significant progress had been made prior to lockdown, some work does 

remain outstanding. The work that the finance team and APUC had been conducting prior to 

lockdown was highlighted to Committee as an example of good progress being cut short by the 

COVID-19 business continuity. 

 

The Committee agreed to the recommendations outlined in the Audit Action Plan. 
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6   External Audit Plan 

    

   The College’s External Auditor introduced the external audit plan and outlined that this would 

represent the fourth year of conducting external audit activity. 

 

The plan summarises the audit approach for the coming year and sets out the key risks in respect 

to the financial statements and wider scope of responsibilities. 

 

There were no change to the external auditors responsibilities in respect to the financial 

statements although changes to materiality (reduced) were outlined, linked heavily to the 

college’s financial position and the global issue of COVID-19 activity. 

 

Standard risks around income recognition, expenditure recognition and management override 

continue to be a focus. Property, plant and equipment, pension assets and in-year COVID-19 

related activities were identified as sizeable risks to the business and this was reflected in the 

audit approach. 

 

Committee were directed to the paper’s appendices: outlining the indicative audit fee that was 

anticipated to rise due to additional work likely to be undertaken in 2020/21. 

 

The Committee Chair noted that the funding structure NHC operates in (in respect to the UHI 

partnership) was a complex risk with internal partnership pressures. The Chair enquired whether 

the external auditor had an opinion on this specific risk and whether it was understood in the 

context of the wider financial position, which is heavily reliant on SFC funding. The auditors noted 

that this income stream had been a focus of audit work and it was felt that the external audit 

team well understood the unique income challenges that partnership institutions were exposed 

to. 

 

The Committee Chair tabled a question on the ongoing financial sustainability of the College and 

the issue of ‘going concern’ categorisation. The external auditor noted that they are required to 

provide an opinion on financial sustainability and specifically ‘going concern’ opinion. Following a 

number of corporate failures, regulators continue to put pressure on auditors to conduct even 

more work on going concern and to provide more challenge.  

 

The National Fraud Initiative was raised as a reoccurring item within the external auditor’s plan 

and Ernst Young were asked on whether this issue was being flagged to Committee at this time 

because of continued non-compliance. The auditor noted that the NFI exercise is a reporting 

requirement that is conducting mid-year and given that the activity had not been completed 

before the end of the financial year, the external auditor was required to follow up. The Director 

of Finance and Estates noted that submitting information has continued to be a challenge and the 

SUN account system should hopefully aid with submissions in future years. 

 

Action: Director of Finance and Estates to provide an update on NFI information submissions 

and compatibility with the new SUN finance system. 

 

The Director of Finance and Estates asked at what point does a detreating financial position in the 

public sector result in a qualified opinion on ‘going concern’, particularly given that the UHI 

partnership have advised partners to continue as normal despite the clear financial issues. The 

College Principal enquired whether the external auditors have been provided with any guidance 

(either through audit Scotland or the SFC) in respect to the very real possibility that deficit 

budgets may be required in order to maintain college operations and ensure that there would be 

no detriment to students. The external auditor informed committee that no such guidance had 

been issued on budgets from the SFC and that although the publically funded status makes it very 
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difficult to provide an opinion that would not support a going concern position, it is possible that 

such an opinion could be given this year. Although it was stressed that such a development could 

be applied to more than North Highland College alone.  

 

Committee agreed to the External Audit Plan. 

 

 

    

7&8   Corporate Risk Register & COVID-19 Risk Register 

    

   The College Principal provide Committee with context on how COVID-19 has affected the College, 

outlining the short, medium and long-term risks. 

 

As outlined at the last full Board of Management meeting in March, much of the College’s risk 

have been focussed on the transition from a campus-based model to conducting almost all 

operations online and through digital means. The College Principal noted that over the last two 

months, NHC has been able to maintain business operations and that teaching staff were 

engaging with students and progressing their learning.  

 

The mitigation of COVID-19 related risks at this time can be viewed as having been largely 

successful and in the short-risks are being managed and sets the groundwork for future work to 

come. 

 

The Director of Learning, Teaching and Quality noted that broadly students were engaging with 

the online learning platforms and maintaining communication with their tutors and lecturers. 

Pockets of students however were having significant challenges in continuing their studies and 

engagement was seen as a growing issue.  

 

The College Principal noted that the focus of planning was on the 2020/21 academic year and in 

line with guidance from the SFC, looking at this year as being a transitionary year. With the ‘new 

normal’ environment being in place. The macro-economic position was highlighted as being of 

real importance to the college sector as increased unemployment, economic uncertainty and the 

need to reskill and retrain may become central, devolved and local government priorities.  

 

Risk Area: 1 Curriculum 

 

The Principal noted that as a direct consequence of COVID-19, NHC will not meet either its’ 
recruitment targets for either FE or HE courses. A number of practical courses have been 

suspended, including the popular school link programme that attracts high-school aged students 

from across the Caithness, Sutherland and Easter Ross catchment area. The SFC have provided 

guidance that Colleges will not be penalised for missing targets due to COVID-19 but this would 

not cover any reductions that were in line with poor recruitment prior to lockdown.  

 

There is a developing risk in relation to student completion and success risks, although this is not 

unique to NHC. It is envisaged that due to COVID-19 number of students will not be able to 

complete study at the close of the 2019/20 academic year and this will result in lower attainment 

performance indicators. A plan is being developed to assist students to come back to campus in 

the 2020/21 year that will allow completion of courses out of cycle, when it is safe and feasible to 

do so. 

 

A UHI initiative to engage and recruit students had begun and NHC staff were involved in this 

process, with the focussed on informing potential students and existing learners that the 

partnership is ‘open for business’.  
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Risk Area: 2 Services 

 

The College Principal provided an update on the Colleges business service provision, noting the 

previous comments about transitioning operations away from campus delivery. Although there 

had been a degree of bedding-in and teething problems in making this transition, on a whole, 

services were performing well. 

 

Risk Area: 3 Research 

 

The College Principal updated Committee that the biggest area of risk in relation to research 

maintains the restrictions that have prohibited field and lab works, that is required extensively for 

research heavy studies. Although many students have transitioned to desktop research activities 

such as peer reviews, the need to return to field and lab working is acknowledged. 

 

 

Risk Area: 4 Finance 

 

The College Principal conveyed that this risk was an area of significant focus in recent weeks, with 

the Finance team attempting to quantify the financial impact of COVID-19. Non-SFC income has 

reduced, with commercial income dropping significantly and apprenticeship milestones (that the 

College receives Skills Development Scotland payments for) having been missed due to stay-at-

home orders. 

 

Committee was informed that the College will note be in a position to claim European social 

funding for FE delivery this year, as this funding is only applicable to additional activities beyond 

the core targets (which as previously mentioned would be missed). 

 

The net position over the four-month period to July is likely to present a £140,000 deficit, with 

over £300,000 loss of income and £160,000 in savings such as wages, furlough and reduction in 

staff expenses and travel. 

 

Risk Area: 5 Staff 

 

The Principal noted that staffing, as previously indicated, has been largely effective at 

transitioning online. Work has been undertaken to ensure that staff are conducting NHC business 

in a safe and healthy manner however it was stressed that staff now have a significant additional 

burden of work due to COVID-19. Much of the workforce have their routine responsibilities as 

well as new responsibilities at both local (NHC), regional (partnership) and in some instances 

national level. 

 

Risk Area: 6 Facilities 

 

The College Principal outlined that within facilities the suspension on construction at the Dornoch 

Burghfield site has been a sizeable capital project that has been put on pause. Although steel 

work was in the immediate locality, it is anticipated that there would be a substantial delay to the 

project and staff and students would continue to be kept away from the site.  

 

 

Committee agreed to the proposed risk positions outlined in both the Corporate Risk Register and 

the COVID-19 Risk Register. 
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9   Whistle Blowing Policy Review 

 

   The College Secretary provide Committee with an overview of the existing Public Interest 

Disclosure or whistleblowing policy and stressed that this required immediate review in order to 

bring the policy in line with governance requirements. 

 

Committee approved the policy as recommended in the paper, with review and scrutiny 

responsibilities bring designated to the ARM Committee. 

 

    

10.    Internal Audit Activity Update 

 

   The Director of Learning, Teaching and Quality presented an update to Committee on the audit 

activities scheduled to take place, highlighting the briefing paper that was circulated within the 

Committee Papers. 

 

The internal auditors have informed the college that the opportunity management audit will be 

conducted remotely, the need to have several face-to-face meetings for cyber security will require 

new dates. 

 

The Chair thanked the Director for the progress update and noted that conducting the remainder of 

the opportunity management audit remotely showed that much of the audit business could be 

transitioned online during these unprecedented times. 

 

Committee noted the report. 

    

11.   Internal Audit Procurement Update 

 

   The College Secretary informed Committee that the College was entering the final staged of their 

collaborative procurement exercise with Moray College. Although there was a degree of frustration 

with the framework itself, the next stage of the process would include working with Moray to assess 

the calibre of each bid. 

 

A kick of meeting had been proposed offline and it was decided that a digital face-to-face meeting 

with Moray’s designated procurement team would be a fruitful exercise for all concerned.  

 

Action: College Secretary to arrange a kick of meeting with representatives of Moray College to 

discuss shared priorities for internal audit. 

 

Committee noted the briefing note. 

    

12.   Freedom of Information Summary Report 

   The Board Secretary noted a decrease in FOI requests compared to the previous quarter, although 

most continue to come from union affiliated requestors. 

 

The Committee was informed that the Information Commissioner has issued conflicting advice to 

publicly funded organisations throughout the pandemic, with the proposal to increase FOI 

completion dates having been rejected in previous weeks. Although the Scottish Parliament formally 

changed the law in early May, it is expected that this decision could be reversed due to significant 

opposition and an amendment to the Coronavirus (Scotland) Act looks likely. 

 

As a result of this confusion, the College has not formally changed the timelines for responses, 
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although all requestors are being informed of the additional demands on staff at this time and the 

overarching guidance from both the Information Commissioner and Scottish Government that 

indicates that missed deadlines will not be viewed as failures to uphold statutory guidance.  

 

FOIs continue to take up significant staff resource and the trend towards ‘phased requests’, where 

multiple FOI requests are submitted one after another had occurred during this period. 

 

Committee noted the report. 
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AOCB 

 

There being no other business at this time the meeting was closed. 

 

 

 

 

 

 

 

Information recorded in College minutes are subject to release under the Freedom of Information (Scotland) Act 

2002 (FOI(S)A).  Certain exemptions apply: financial information relating to procurement items still under tender, 

legal advice from College lawyers, items related to national security.   

 

Notes taken to help record minutes are also subject to Freedom of Information requests, and should be destroyed as 

soon as minutes are approved. 

 

Status of Minutes Open   Closed   

 

An open item is one over which there would be no issues for the College in releasing the information to the public in 

response to a freedom of information request.   

 

A closed item is one that contains information that could be withheld from release to the public because an 

exemption under the Freedom of Information (Scotland) Act 2002 applies.   

 

The College may also be asked for information contained in minutes about living individuals, under the terms of the 

Data Protection Act 1988.  It is important that fact, rather than opinion, is recorded.   

 

Do the minutes contain items which may be contentious under the terms of the Data Protection Act 1988?  

Yes   No   

 

Signed by the Chair _______________________________________ 

 

Date ___________________________________________________ 



ARM0820/04 
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Actions Arising from the Meeting of the 

Audit & Risk Management Committee on 20
th

 May 2020 

 

 

Action Description Responsible Person 

ARM0520/01 College Principal to explore Corporate Risk Register to 

acknowledge unmitigated risks. 

 

A trial register is to be circulated to Committee once this 

exercise has been completed. 

 

College Principal  

ARM0520/02 Director of Finance and Estates to provide Committee 

with an update on the Colleges NFI submissions and 

compatibility with the newly integrated SUN Finance 

system. 

 

Director of Finance 

ARM0520/03 College Secretary to arrange a kick-off meeting with 

Moray College Board of Management representatives as 

part of ongoing internal audit collaboration. 

 

College Secretary 
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Internal Audit Annual Report 

Introduction 

This is the 2019/20 Annual Report by TIAA on the internal control environment at 

North Highland College. The annual internal audit report summaries the outcomes 

of the reviews we have carried out on the organisation’s framework of governance, 

risk management and control. 

Limitations on our opinion arising from Covid-19  

The delivery of the internal audit work for 2019/20 has been impacted by the global 

Covid-19 pandemic which has taken hold during this accounting period. As a result, 

we were not able to complete the review of Cyber Security.  

Notwithstanding this, we have still provided enough internal audit coverage in order 

to be able to provide an opinion based on the work carried out to date. Not 

completing the reviews highlighted above has not impacted on our overall 

assessment.   

The consequences of this unprecedented event are expected to continue into the 

new financial year and will continue to pose significant risks to all 

organisations. The impact of ongoing events on College’s control systems, 

financial sustainability or operational performance have not been assessed and 

our opinion takes no account of this. This report is designed to assist the Board in 

making its annual governance statement.  

HEAD OF INTERNAL AUDIT’S ANNUAL OPINION  

TIAA is satisfied that, for the areas reviewed during the year, North Highland 
College has reasonable and effective risk management, control and 
governance processes in place. Not having completed all of the planned 
work due to the global Covid-19 pandemic has not impacted on our overall 
assessment.  

This opinion is based solely on the matters that came to the attention of 
TIAA during the course of the internal audit reviews carried out during the 
year and is not an opinion on all elements of the risk management, control 
and governance processes or the ongoing financial viability or your ability 
to meet financial obligations which must be obtained by North Highland 
College from its various sources of assurance. 

Internal Audit Planned Coverage and Output 

The 2019/20 Annual Audit Plan approved by the Audit and Risk Management 

Committee was for 22 days of internal audit coverage in the year.  

During the year there were no further changes to the Audit Plan. 

The planned work that has been carried out against the plan and the status of work 

not completed is set out at Annex A. 

Assurance 

TIAA carried out four reviews, which were designed to ascertain the extent to which 

the internal controls in the system are adequate to ensure that activities and 

procedures are operating to achieve the College’s objectives. For each assurance 

review an assessment of the combined effectiveness of the controls in mitigating 

the key control risks was provided. Details of these are provided in Annex A and a 

summary is set out below. 

Assurance Assessments Number of Reviews Previous Year 

Substantial Assurance 2 4 

Reasonable Assurance 2 0 

Limited Assurance 0 1 

No Assurance 0 0 

The areas on which the assurance assessments have been provided can only 

provide reasonable and not absolute assurance against misstatement or loss and 

their effectiveness is reduced if the internal audit recommendations made during 

the year have not been fully implemented. 
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We made the following total number of recommendations on our audit work carried 

out in 2019/20. The numbers in brackets relate to 2018/19 recommendations. 

Urgent Important Routine 

0 (1) 3 (6) 4 (8) 

Audit Summary 

Control weaknesses: There were no areas reviewed by internal audit where it 

was assessed that the effectiveness of some of the internal control arrangements 

provided ‘limited' or 'no assurance’. 

Recommendations Made: We have analysed our findings/recommendations by 

risk area and these are summarised below. 

Risk Area Urgent Important Routine 

Directed 0 2 3 

Compliance 0 1 1 

Operational 0 0 0 

Reputational 0 0 0 

Operational Effectiveness Opportunities: One of the roles of internal audit is to 

add value and during the financial year we provided advice on opportunities to 

enhance the operational effectiveness of the areas reviewed and the number of 

these opportunities is summarised below. 

Operational 

2 

 

 

 

 

 

 

 

 

Independence and Objectivity of Internal Audit 

There were no limitations or restrictions placed on the internal audit service which 

impaired either the independence or objectivity of the service provided. 

Performance and Quality Assurance 

The following Performance Targets were used to measure the performance of 

internal audit in delivering the Annual Plan. 

Performance Measure Target Attained 

Completion of Planned Audits 100% 100% 

Audits Completed in Time Allocation 100% 100% 

Final report issued within 10 working days of 
receipt of responses 

  95% 100% 

Compliance with Public Sector Internal Audit 
Standards 

100% 100% 

Ongoing quality assurance work was carried out throughout the year and we 

continue to comply with ISO 9001:2015 standards. An independent external review 

was carried out of our compliance of the Public Sector Internal Audit Standards 

(PSIAS) in 2017 and in particular to meet the requirement of an independent 5 year 

review, the outcome confirmed full compliance with all the standards. Our work 

also complies with the IIA-UK Professional Standards.  

Release of Report 

The table below sets out the history of this Annual Report. 

Date Draft Report issued: 10th August 2020 

Date Final Report issued: 13th August 2020 
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Annexes 

Annex A 
Actual against planned Internal Audit Work 2019/20 

System Type 
Planned 

Days 
Actual 
Days 

Assurance Assessment Comments 

Credits Compliance 5 5 Substantial Final Report issued 

Student Support Funding Compliance 3 3 Substantial Final Report issued 

Education Maintenance Allowance Funding Compliance 2 2 Reasonable Final Report issued 

Opportunity Management Assurance 4 4 Reasonable Final Report issued 

Cyber Security Assurance 4 0  Cancelled due to the impact of Covid-19 

Follow Up Follow Up 1 1  Final Report issued 

Annual Planning Management 0.5 0.5   

Annual Report Management 0.5 0.5   

Management, Planning & Audit and Risk Management 

Committee Reporting/Support 
Management 2 2   

 Total Days 22 18   
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Executive Summary 
 

OVERALL ASSURANCE ASSESSMENT  OVERALL CONCLUSION 

 

 

A formal framework for Opportunity Management has not yet been devised 

but there are examples of good practice within some departments.  

Feedback received from staff was generally positive with the majority 

advising that they felt encouraged to share and discuss new ideas and 

opportunities.  

There do however remain some negative perceptions which may not 

reflect the actual approach. Communication of clear messages is 

required to promote an understanding and positive culture in respect of 

opportunity management.  

An Opportunity Register should be of benefit to the College.  

Evaluation processes including a lessons learned log have not yet been 

implemented.  
 

   

SCOPE  ACTION POINTS 

The review examined the controls in place over the management of ideas and 

opportunities put forward by staff and included: policies and procedures covering 

this area; arrangements to ensure staff are encouraged to come forward with new 

ideas/opportunities; arrangements for staff to put forward proposals for new 

ideas/opportunities; arrangements to ensure proposals are given due consideration 

including costing and resource issues; decision making process with regard to 

which ideas/opportunities are progressed; arrangements to ensure plans are drawn 

up to progress proposals and that progress against these is carefully monitored; 

the success of otherwise of proposals is evaluated and lessons learned are 

maintained to inform future ideas/opportunities; and reporting arrangements. 

 

Urgent Important Routine Operational 

0 2 3 2 

 



   

 

            
      PRIORITY GRADINGS      

1 URGENT 
Fundamental control issue on which 
action should be taken immediately. 

 2 IMPORTANT 
Control issue on which action should 
be taken at the earliest opportunity. 

 3 ROUTINE 
Control issue on which action should 
be taken. 
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Management Action Plan - Priority 1, 2 and 3 Recommendations 
 

Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

1 Directed There is currently no overarching or 

College wide procedures or framework 

for opportunity management. Whilst a 

stringent one size fits all approach may 

not work effectively across the College, 

there are basic principles to be applied 

including clear stages. The College 

should benefit from a stage by stage 

roadmap to guide staff on the clear 

considerations and approval 

requirements.  

A formal framework for Opportunity 

Management be devised including 

clear reporting lines, mechanisms 

for staff to share ideas and pro-

forma to facilitate key 

considerations such as market 

research and resource 

requirements.  

2 Recommendation accepted – 

framework to be devised. 

31/03/21 Principal 

2 Directed A common perception received in 

feedback was that due to a lack of funds 

any new opportunities would be rejected 

on the basis that they were not 

affordable. This has contributed to a "why 

bother" attitude for some. These 

perceptions are thought to not be a true 

reflection of approach and key messages 

need to be communicated to staff to 

address possible misconceptions.  

Senior management set the tone at 

the top in respect of Opportunity 

Management with the 

communication of key messages 

and willingness to consider all 

ideas and opportunities. 

Communications in respect of the 

role all staff have in opportunity 

management are also required. 

2 Recommendation accepted – 

Directors to discuss in first instance 

with all teams and at key 

management groups (CLG, SSG 

and JOG).  Agree any further 

communication strategy required. 

30/11/20 PRG 
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Rec. Risk Area Finding Recommendation Priority Management 

Comments 

Implementation 

Timetable 

(dd/mm/yy) 

Responsible 

Officer 

(Job Title) 

3 Directed Opportunity needs to be embedded 

within operations if it is to be successful. 

Opportunity Management should be as 

prevalent as Risk Management and, as 

such, should be aligned with the 

College's strategy. An opportunity 

register is a key mechanism for providing 

the framework recommended above. 

Opportunity Registers be devised 

and utilised at operational and 

strategic levels.  

3 Recommendation accepted – PRG 

to review which registers will be 

maintained and template to be 

used. 

31/03/21 PRG 

4 Directed One key part of the process that has not 

been established is feedback. Comments 

were received from staff that a lack of 

feedback and unexplained "no" has been 

demoralising with some stating they are 

no longer likely to discuss new ideas and 

opportunities. There needs to be an 

understanding of the reason behind no 

and feedback mechanisms should be 

included within agreed opportunity 

management processes. 

Feedback mechanisms be 

integrated into the opportunity 

management framework with 

explanations given to staff when 

ideas are rejected. Staff should be 

encouraged to bring forward future 

ideas/opportunities with lessons 

learned from rejected submissions.  

3 Recommendation accepted – PRG 

to agree feedback mechanisms and 

how this is communicated to staff. 

31/03/21 PRG 

5 Directed There are evaluation processes in 

operation in respect of courses. However 

there is no formalised evaluation in 

respect of opportunity management and 

new ideas and opportunities that have 

been progressed. Lessons learned can 

be a valuable source of information and 

should be recognised as such. 

Evaluation processes including 

lessons learned log be 

incorporated into the Opportunity 

Management framework.  

3 Recommendation accepted – 

reference recommendation 1 

above. 

31/03/21 PRG 

 



   

 

   

ADVISORY NOTE 

Operational Effectiveness Matters need to be considered as part of management review of procedures. 
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Operational Effectiveness Matters 
 

Ref Risk Area Item Management 

Comments 

1 Directed The College to consider introducing workshops as dedicated time to focus on 

new and existing opportunities as part of a collaborative approach across the 

College.  

PRG will consider the suggestion and identify if this can be embedded within 

current meeting structures. 

2 Directed The CRM system be rolled out to be used across the College. This has already been considered and the college has now implemented this. 
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Detailed Findings 
 

Introduction 

1. This review was carried out in June 2020 as part of the planned internal audit work for 2019/20. As a result of restrictions imposed in response to the COVID-19 

pandemic, this review was carried out remotely and where possible, evidence was obtained electronically to support the findings within the report. Based on the 

work carried out an overall assessment of the overall adequacy of the arrangements to mitigate the key control risk areas is provided in the Executive Summary. 

Materiality 

2. The funding position within the Further Education sector is challenging and Colleges are required to innovate and generate additional income through various 

opportunities. Effective opportunity management is essential to achieve sustainability.  

Key Findings & Action Points 

3. The key control and operational practice findings that need to be addressed in order to strengthen the control environment are set out in the Management and 

Operational Effectiveness Action Plans. Recommendations for improvements should be assessed for their full impact before they are implemented. 

Scope and Limitations of the Review 

4. The review examined the controls in place over the management of ideas and opportunities put forward by staff and included: 

 Policies and procedures covering this area; 

 Arrangements to ensure staff are encouraged to come forward with new ideas/opportunities; 

 Arrangements for staff to put forward proposals for new ideas/opportunities; 

 Arrangements to ensure proposals are given due consideration including costing and resource issues; 

 Decision making process with regard to which ideas/opportunities are progressed; 

 Arrangements to ensure plans are drawn up to progress proposals and that progress against these is carefully monitored; 

 The success of otherwise of proposals is evaluated and lessons learned are maintained to inform future ideas/opportunities; and 

 Reporting arrangements. 

5. The definition of the type of review, the limitations and the responsibilities of management in regard to this review are set out in the Annual Plan. 
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Disclaimer 

6. The matters raised in this report are only those that came to the attention of the auditor during the course of the internal audit review and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that might be made. This report has been prepared solely for management's use 

and must not be recited or referred to in whole or in part to third parties without our prior written consent. No responsibility to any third party is accepted as the 

report has not been prepared, and is not intended, for any other purpose. TIAA neither owes nor accepts any duty of care to any other party who may receive this 

report and specifically disclaims any liability for loss, damage or expense of whatsoever nature, which is caused by their reliance on our report. 

Risk Area Assurance Assessments 

7. The definitions of the assurance assessments are: 

Substantial Assurance There is a robust system of internal controls operating effectively to ensure that risks are managed and process objectives achieved. 

Reasonable Assurance 
The system of internal controls is generally adequate and operating effectively but some improvements are required to ensure that risks are 

managed and process objectives achieved.  

Limited Assurance 
The system of internal controls is generally inadequate or not operating effectively and significant improvements are required to ensure that risks are 

managed and process objectives achieved.  

No Assurance There is a fundamental breakdown or absence of core internal controls requiring immediate action. 

Acknowledgement 

8. We would like to thank staff for their co-operation and assistance during the course of our work. 

Release of Report 

9. The table below sets out the history of this report. 

Date draft report issued: 8
th

 July 2020  

Date management responses received: 11
th

 August 2020  

Date final report issued: 12
th

 August 2020  
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10. The following matters were identified in reviewing the Key Risk Control Objective: 

Directed Risk: Failure to direct the process through approved policy & procedures. 

10.1 The Senior Management Team lead on opportunity management, but all staff have a responsibility to share new ideas and identify opportunities.  

10.2 North Highland College's Strategic Plan 2018-2020 sets out core values such as openness and collaboration which are fundamental requirements for 

effective opportunity management.  

10.3 There are some policies and procedures in place which are department or task specific. For example, procedures define the curriculum approval process 

and departments such as the Environmental Research Institute (ERI) have pro-forma documentation for Expressions of Interest.  

10.4 However, there is currently no overarching or College wide procedures or framework for opportunity management. As part of this review, a questionnaire 

was issued to all staff and 58 responses were received. 37 either agreed or strongly agreed that they were aware of the routes and mechanisms in place to 

raise new ideas and opportunities. However, the majority of comments noted that this would be discussed with their line manager but there was a lack of 

clarity about steps beyond this action. Eleven neither agreed nor disagreed with the statement and 10 either disagreed or strongly disagreed. Most of the 

21 not in agreement stated that they were not aware of any formal arrangements, which is the case. 

10.5 Whilst a stringent one size fits all approach may not work effectively across the College, there are basic principles to be applied including clear stages. The 

College should benefit from a stage by stage roadmap to guide staff on the clear considerations and approval requirements. Existing examples such as 

those adopted within ERI may be used as a start. In defining a clear framework for opportunity management, this will also help communicate to staff the 

importance of this practice and wider scope of opportunities and wider roles. The framework must find a balance between nurturing new ideas and 

maintaining control. There were some comments received that considered the curriculum process to be too laborious and time consuming. The College 

needs to avoid a position where bureaucracy hinders creativity and idea generation. A condensed form to give initial consideration to an idea or opportunity 

before investing more time on it may be a possible solution. 

Recommendation: 1 A formal framework for Opportunity Management be devised including clear reporting lines, mechanisms for staff 

to share ideas and pro-forma to facilitate key considerations such as market research and resource requirements.  

Priority: 2 

10.6 The questionnaires were treated anonymously however the auditor did observe a low level of response from support staff. This may be indicative of a lack 

of understanding of roles and responsibilities in respect of opportunity management which could be seen as something particular to curriculum and ERI.  

10.7 Graphs detailing the results of the questionnaire are provided within Appendix A.  
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10.8 The questionnaire and meetings held with several members of staff obtained varied feedback. Whilst the overall questionnaire results show positivity, there 

were several in disagreement with some negative comments. A common perception was that due to a lack of funds any new opportunities would be 

rejected on the basis that they were not affordable. This has contributed to a "why bother" attitude for some. One individual suggested that the old adage of 

"speculate to accumulate" is not adopted by the College. In speaking to senior managers, it was found that they were keen to hear new ideas and would 

not reject a proposal solely on cost. There are examples of investment within the College in recent years. The College will, of course, have to be prudent in 

such investments relating to new opportunities and do the research which provides assurance of a return on that investment.  

10.9 These perceptions are thought to not be a true reflection of approach and key messages need to be communicated to staff to address possible 

misconceptions. The College needs to drive a positive culture which fosters creativity and empowers people to take new ideas forward if opportunity 

management is to operate effectively. Whilst budgets are tight, any financial struggle should encourage entrepreneurship rather than block ideas. This is 

particularly the case in the current climate as Covid-19 should encourage out-of-the-box thinking. It also needs to be considered that opportunities do not 

always have to be financial related which was often the focus of feedback received as part of this audit. The scope of opportunity management includes 

non-financial matters and may be, for example, efficiencies in processes, matters that improve staff work-life balance, improved student experience or 

environmental impact.  

Recommendation: 2 Senior management set the tone at the top in respect of Opportunity Management with the communication of key 

messages and willingness to consider all ideas and opportunities. Communications in respect of the role all staff 

have in opportunity management are also required. Priority: 2 

10.10 The majority of staff felt encouraged to come forward with new ideas/opportunities. 41 either agreed or strongly agreed with this statement. 13 neither 

agreed nor disagreed and 4 either disagreed or strongly disagreed. 

10.11 In most cases there are mechanisms in place to put new ideas forward for specific purposes. For example, forms are in use within the Environmental 

Research Institute (ERI) and there are also examples within the Engineering, Technology and Energy Centre (ETEC). There are also structured 

procedures in respect of curriculum development. For other matters such approaches are informal, initiated by discussions with line managers. The vast 

majority of respondents to the questionnaire advised that they were likely to share ideas/opportunities with their line manager and/or colleagues. Those 

who disagreed (4) suggested this was due to management styles or a dismissive experience.  

10.12 Opportunity needs to be embedded within operations if it is to be successful. Opportunity Management should be as prevalent as Risk Management and, 

as such, should be aligned with the College's strategy. An opportunity register is a key mechanism for providing the framework recommended above. This 

would help the College to identify and prioritise opportunities and ideas to be pursued in order to realise maximum benefit. This would also help address 

the perception that the College is significantly risk averse. A template for an Opportunity Register was provided by the ETC but this has not yet been 

populated. This would be appropriate for rolling out to other departments as a departmental approach with escalation to a strategic opportunity register. 

Recommendation: 3 Opportunity Registers be devised and utilised at operational and strategic levels.  

Priority: 3 
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10.13 Several comments received from the questionnaire highlighted a lack of available time as the biggest constraint to opportunity management. The College 

may wish to consider providing dedicated time for opportunity management in a workshop environment to foster idea generation and collaboration. There 

have been recent good examples of providing dedicated time in recent lean working reviews. Curriculum reviews provide another example of dedicated 

time. 

Operational 

Effectiveness Matter: 1 

The College to consider introducing workshops as dedicated time to focus on new and existing opportunities as 

part of a collaborative approach across the College.  

10.14 A Customer Relationship Management (CRM) system was recently introduced and utilised by the Business Development Unit. However, whilst this is used 

in isolation, it cannot be fully used effectively. This needs to be rolled out for all contacts and communications with partners to be recorded and tracked. 

Operational 

Effectiveness Matter: 2 

The CRM system be rolled out to be used across the College. 

10.15 The pro-forma documentation currently in use does give due consideration to aspects such as costing and resource issues as well as market research 

where applicable. Tight budgets do require a high level of scrutiny in this respect and all staff interviewed confirmed that it was a key consideration. 

10.16 The decision making process with regard to which ideas/opportunities are progressed depends on the scale and nature of the opportunity. In most cases 

these are considered and approved by senior management. Clear processes are in place for strands such as curriculum development.  

10.17 One key part of the process that has not been established is feedback. Comments were received from staff that a lack of feedback and unexplained "no" 

has been demoralising with some stating they are no longer likely to discuss new ideas and opportunities. There needs to be an understanding of the 

reason behind no and feedback mechanisms should be included within agreed opportunity management processes. 

Recommendation: 4 Feedback mechanisms be integrated into the opportunity management framework with explanations given to staff 

when ideas are rejected. Staff should be encouraged to bring forward future ideas/opportunities with lessons 

learned from rejected submissions.  Priority: 3 

10.18 There are evaluation processes in operation in respect of courses. However, there is no formalised evaluation in respect of opportunity management and 

new ideas and opportunities that have been progressed. Lessons learned can be a valuable source of information and should be recognised as such. The 

ETEC has introduced a Quality Occurrence Report (QOR) template and register and this could be rolled out to other departments. The College needs to 

communicate the value of lessons and have a mechanism for capturing and sharing these like the QOR or lessons learned log. 

Recommendation: 5 Evaluation processes including lessons learned log be incorporated into the Opportunity Management framework.  

Priority: 3 



   
 

  

 

   

North Highland College 
Assurance Review of Opportunity Management 

Page 10 

 

10.19 There are individual reporting arrangements in operation for each area including ERI, BDU, ETEC and Curriculum. The recommendation for an opportunity 

register will provide holistic and organisation-wide approach and monitoring system. 

Compliance Risk: Failure to comply with approved policy and procedure leads to potential losses. 

10.20 A review of supporting documentation provided relating to existing processes confirmed that examples demonstrated adequate consideration of costing 

and resourcing issues.  

10.21 The supporting documentation also demonstrated some level of market research in respect of demand in applicable cases.  

10.22 Evidence was provided of progress monitoring and reporting for individual areas such as reports for the BDU, ERI, ETEC and curriculum reviews.  

 

--------------- 
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Appendix A 

Results of the staff questionnaire are as follows: 
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Executive Summary 

Introduction 

1. This follow up review by TIAA established the management action that has been taken in respect of the priority 1 and 2 recommendations arising from the internal 

audit reviews listed below at North Highland College. The review was completed remotely in August 2020 
 

Review Year 

EU GDPR 2017/18 

Procurement 2018/19 

Key Findings & Action Points 

2. The follow up review considered whether the management action taken addresses the control issues that gave rise to the recommendations. The implementation of 

these recommendations can only provide reasonable and not absolute assurance against misstatement or loss. From the work carried out the following evaluations 

of the progress of the management actions taken to date have been identified. 

 

Evaluation Number of Recommendations 

Implemented 6 

Outstanding 3 

Considered but not Implemented - 

Not Implemented 1 

3. With regard to EU GDPR it was found that only one recommendation now remains outstanding. The majority of recommendations relating to procurement have now 

been fully implemented, with one not being carried out as the College did not accept the recommendation. Two procurement recommendations still remain 

outstanding. 
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Scope and Limitations of the Review  

4. The review considered the progress made in implementing the recommendations made in the previous internal audit reports and established the extent to which 

management has taken the necessary actions to address the control issues that gave rise to the internal audit recommendations. 

5. The responsibility for a sound system of internal controls rests with management and work performed by internal audit should not be relied upon to identify all 

strengths and weaknesses that may exist. Neither should internal audit work be relied upon to identify all circumstances of fraud or irregularity, should there be any, 

although the audit procedures have been designed so that any material irregularity has a reasonable probability of discovery. Even sound systems of internal control 

may not be proof against collusive fraud. 

6. For the purposes of this review reliance was placed on management to provide internal audit with full access to staff and to accounting records and transactions and 

to ensure the authenticity of these documents. 

Release of Report 

7. The table below sets out the history of this report. 

Date draft report issued: 10th August 2020 

Date management responses rec’d: 12th August 2020 

Date final report issued: 13th August 2020 
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Executive Summary 

Follow Up 

8. Management representations were obtained on the action taken to address the recommendations and limited testing has been carried out to confirm these 

management representations. The following matters were identified in considering the recommendations that have not been fully implemented: 

9. EU GDPR 

Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation The College to ensure that a full information audit is undertaken with the outcome that details of all personal information held by the 

College is documented. 

Previous Update All departments have been tasked with compiling a data map which identifies all personal information held by the College. Every data 

process must have relevant information recorded in a template document including lawful basis for processing, consent, sensitive data, 

etc. This is being worked through at the moment but has still to be progressed to completion. 

Responsible Officer/s All Managers and 

Team Leaders 

Original 

implementation date 

31/10/2018 Revised 

implementation date(s) 

31/12/2019 

Latest Update The Assistant Director of Corporate Services advised that the methodology and process have been put in place. Review of the template 

confirmed that this was appropriate however the audit has not yet been fully completed. Training has been provided to staff and key 

staff members were identified to complete this task. However it was advised that the staff member providing GDPR support to teams 

has left the College. The completion of the audit has been delayed as a result of the impact of the Covid-19 outbreak. 

New implementation 

date 

TBC Status Outstanding Recommendation remains outstanding. 

 

Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation The College to ensure that for all data processing undertaken the legal basis for processing this data is known and documented. 

Previous Update This is being undertaken in conjunction with the data mapping exercises which is currently ongoing. 

Responsible Officer/s All Managers and 

Team Leaders 

Original 

implementation date 

31/12/2018 Revised 

implementation date(s) 

31/12/2019 

Latest Update It was confirmed that the legal basis for processing data is now included in the new GDPR data map template and will subsequently be 

documented as part of the data map. This will be taken forward in conjunction with the data mapping recommendation above.  

New implementation 

date 

N/A Status Implemented Recommendation has been implemented in guidance. 
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Audit title EU GDPR Audit year 2017/18 Priority 2 

Recommendation The College to establish how a consistent approach can be taken to ensure it will meet the tighter consent requirements imposed by 

GDPR including the need to record all consent given and no longer relying on inferred consent by silence. 

Previous Update Consent requirements are being identified and addressed as part of the data mapping exercise is ongoing. The consents required 

primarily relate to marketing work where the arrangements for tighter consent requirements have been addressed. 

Responsible Officer/s All Managers and 

Team Leaders 

Original 

implementation date 

31/12/2018 Revised 

implementation date(s) 

31/12/2019 

Latest Update Privacy policies have been updated and reviewed by the Data Protection Officer (DPO). It was advised that significant work has been 

carried out with Marketing in respect of student information and obtaining explicit consent. Documenting explicit consent is included in 

the GDPR data map template provided. This will be taken forward in conjunction with the data mapping recommendation above. 

New implementation 

date 

N/A Status Implemented Recommendation has been implemented. 

 
10. Procurement 
 

Audit title Procurement Audit year 2018/19 Priority 1 

Recommendation It be ensured that regulated procurement thresholds are adhered to in all cases. 

Initial management 

response 

Recommendation accepted.  Background and justification for the course of action relative to this specific case to be provided to the 

Principal and reported to Audit and Risk Management Committee.  The college will implement controls to ensure that where exceptional 

circumstances arise that these are identified and reported to the college’s Planning and Resources Group (PRG) prior to any 

procurement taking place. 

Responsible Officer/s Director of Estates 

and Corporate 

Services 

Original 

implementation date 

30/11/2019 Revised 

implementation date(s) 

N/A 

Latest Update Discussions with staff found that there had been no further cases such as that identified in the original audit and subsequently no cases 

of non-compliance. The College’s procurement policy and procedures are compliant with appropriate procurement thresholds and 

implementation of these procedures is subsequently adequate.  

New implementation 

date 

N/A Status Implemented Recommendation has been implemented in guidance. 
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Audit title Procurement Audit year 2018/19 Priority 2 

Recommendation The Procurement Strategy be reviewed and approved as planned and arrangements for regular review be implemented. 

Initial management 

response 

Recommendation accepted.  The revised strategy is in the process of being developed by APUC and is awaited by the college’s PRG 

for approval. 

Responsible Officer/s APUC UHI 

Collaborative Supply 

Chain Manager and 

Director of Estates 

and Corporate 

Services 

Original 

implementation date 

30/11/2019 Revised 

implementation date(s) 

N/A 

Latest Update It was confirmed that an appropriate Procurement Strategy was reviewed and approved by the Finance and General Purposes 

Committee.  

New implementation 

date 

N/A Status Implemented Recommendation has been fully implemented. 

 

 

Audit title Procurement Audit year 2018/19 Priority 2 

Recommendation As per procedures, procurement exercises above the value of £25k be referred to the APUC Supply Chain Manager. 

Initial management 

response 

Recommendation accepted.  An evaluation of the non-compliant transactions to be reported to the Planning and Resources Group.  

The college will evaluate its current procurement procedures relevant to risk and identify what, if any, additional measures need to be 

incorporated to minimise the risk of non-compliance with its procedures 

Responsible Officer/s Finance Manager/ 

Director of Estates 

and Corporate 

Services 

Original 

implementation date 

31/12/2019 Revised 

implementation date(s) 

N/A 

Latest Update A step by step guide to procurement has been documented by the College and includes the appropriate approach and referral to the 

APUC Supply Chain Manager. One contract exceeding the £25k threshold was identified. This related to an Electrical Lighting tender 

valued at £26k. It was confirmed in this case that this was procured by the APUC Supply Chain Manager. 

New implementation 

date 

N/A Status Implemented Recommendation has been fully implemented. 
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Audit title Procurement Audit year 2018/19 Priority 2 

Recommendation A consistent and clear evaluation methodology be adopted. 

Initial management 

response 

Recommendation not accepted.  The college notes the concerns expressed by the auditor; however we do not accept that the 

methodology used by the college is flawed based on our evaluation – see paper from external consultant.  It is the college’s view that 

it already has a consistent, clear and effective evaluation methodology in place. 

Responsible Officer/s N/A Original 

implementation date 

N/A Revised implementation 

date(s) 

N/A 

Latest Update This recommendation was not accepted. No further action required. 

New implementation 

date 

N/A Status Not Implemented This recommendation has not been implemented 

 

Audit title Procurement Audit year 2018/19 Priority 2 

Recommendation Contract Capture Forms be completed in all relevant cases and provided to Finance. 

Initial management 

response 

Recommendation accepted.  The college will review the matter and a report will be provided to PRG so that the extent of the issue and 

associated risk can be understood and what, if any, action needed to address the matter is identified. 

Responsible Officer/s Finance Manager Original 

implementation date 

30/11/2019 Revised 

implementation date(s) 

N/A 

Latest Update The Finance Manager confirmed that Contract Capture Forms are not being received in some cases. The approach was agreed in 

January 2020 and staff training had been planned but has been postponed due to Covid-19.  

New implementation 

date 

TBC Status Outstanding Recommendation remains outstanding. 
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Audit title Procurement Audit year 2018/19 Priority 2 

Recommendation Quotes be attached to relevant purchase orders over a value of £3,000 in compliance with procedures. 

Initial management 

response 

Recommendation accepted.  The college will review the matter and a report will be provided to PRG so that the extent of the issue and 

associated risk can be understood and what, if any, action needed to address the matter is identified. 

Responsible Officer/s Finance Manager Original 

implementation date 

30/11/2019 Revised 

implementation date(s) 

N/A 

Latest Update The College reviewed how many purchase orders over £3,000 did not have relevant quotes attached. It was agreed that checks will be 

carried out and signed off by Managers when purchasing to ensure that quotes are attached. The Director of Finance also checks 

before approving. Non-compliance is being monitored by Finance staff and addressed directly with staff members.  

New implementation 

date 

TBC Status Implemented Recommendation has been fully implemented. 

 

Audit title Procurement Audit year 2018/19 Priority 2 

Recommendation Single Source Justification Forms be completed and authorised, where appropriate prior to progressing with any procurement. 

Initial management 

response 

Recommendation accepted.  The single source justification form and process is under review by the UHI Strategic Procurement Team.  

Once finalised, staff will be informed of the changes. 

Responsible Officer/s APUC Supply Chain 

Manager/ 

Finance Manager 

Original 

implementation date 

31/12/2019 Revised 

implementation date(s) 

N/A 

Latest Update It was advised that the College is awaiting a revised form from APUC. Guidance including a flowchart for staff has been provided and 

it was advised that these should be implemented for the new academic session.  

New implementation 

date 

30/09/2020 Status Outstanding Recommendation remains outstanding. 

 

--------------- 
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1. Introduction  

Background 
Wylie & Bisset LLP were appointed as Internal Auditors by the Board of Management with effect from 1 August 2020 for a period of 2 years  

until 31 July 2022 with the option to extend for 2 further 12-month periods.  
  

Internal Audit 
In accordance with North Highland College ("the College") Financial Memorandum with the Scott ish Funding Council("the Council") the 
Board of Management is required to secure the provision of an effective Internal Audit  Service (IAS).  The prime responsibility of the IAS is to 
provide the Board of Management, the Principal and other Senior Management of the College, with an objective assessment of the 

adequacy and effectiveness of management's internal control systems. 
   
The IAS objectively examines, evaluates and reports on the adequacy of internal control thus contribut ing to the economic, efficient and 
effective use of resources and to the reduction of the potential risks faced by the College.  Also, the operation and conduct of the IAS must 
comply with the guidelines set down by the Chartered Inst itute of Internal Auditors and Public Sector Internal Audit Standards. 

 

Terms of Reference – Internal Audit 
The provision of the IAS by Wylie & Bisset LLP is covered by the letter of engagement dated 4 August 2020.  

 

Formal Approval 
This plan will be presented to the Audit & Risk Management Committee of the College on 19 August 2020. 
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2. Approach 

The Audit Needs Assessment (“ANA”) has been produced based on the following: 
 

 Review of the College’s Risk Register;  

 Review of previous Internal Audit reports and plans; 

 Meeting with the College’s: 
 Principal; 

 Director of Learning, Teaching & Quality; 

 Member of the College’s Audit & Risk Management Committee; and 

 Secretary to the Board of Management. 

 Undertaking an Assurance Mapping exercise; 

 The identification of all areas of work by system and sub-system; 

 The grouping of systems for audit purposes; 

 The identification of key controls and associated risks for each system and sub-system; 

 The determination of the internal audit resource required to meet the identified audit needs. 
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 Understanding the 
     organisational 

context 

 Designing the audit 
plan 

  Evaluating the risk 
management process 

Communicating and 
agreeing the plan 

   
 Reviewing and  

revising the plan 

 

Internal Audit 

Planning 
Process 

Below is a diagram which details our planning process: 



Revisiting the ANA  

The ANA will be reviewed continuously throughout our appointment, and will take account of the results of audit work, the dev elopment of 
new systems and any other risk factors identified. 

Any proposed changes to the ANA will be presented to the Audit & Risk Management Committee for discussion and approval.  

Core Audit Team 
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Name Role Email Address 

Graham Gillespie 
 
 
 

Partner graham.gillespie@wyliebisset.com  

Scott McCready 
 
 
 

Manager scott.mccready@wyliebisset.com 

Damian Gray 
 
 
 

Audit Senior damian.gray@wyliebisset.com 

 
 
 
 

Tom Wilinski 
 
 

IT Auditor tom.wilinski@wyliebisset.com 

2. Approach (cont’d)  
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Audit Area 

 
High level indicative summary scope 

Total 
Number 
Of Days 

Student 
Recruitment & 
Retention 

The purpose of this assignment is to review of the College's arrangements for student recruitment, retention 
and attainment to ensure that the College have the appropriate controls and systems in place and to 
ensure that the process is as efficient as possible. We will review the arrangements in place to ensure that the 
targets are in place to monitor the performance of the College. 
 

4 

Health & Safety: 
Covid-19 

The purpose of this assignment is to review the health & safety arrangements init iated by the College to 
ensure the safety of returning staff and students following the outbreak of Covid-19. Our review will look to 
provide assurance that the College has taken all possible steps and are compliant with guidelines set out by 
the Scott ish Government. 
 

3 

Staff Wellbeing & 
Mental Health 

We will review the processes the College put in place to improve and monitor staff wellbeing and mental 
health. Our review will consider how staff are motivated and the methods adopted by the College to 
increase overall staff moral. This will take part icular focus on the support from Senior Management during the 
COVID-19 pandemic. We will also assess the support offered by the College for staffs mental health 
throughout the pandemic and communication with staff members. 

 
 

4 

3. Operational Plan 2020/21 
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Audit Area 

 

High level indicative summary scope 

Total 

Number 
Of Days 

SSF Audit  Mandatory review of the Student Support Funds Returns.  2 

EMA Audit  Mandatory review of the Education Maintenance Allowance Returns.  1 

Credits Audit  Mandatory review of the Credits Return. 2 

Follow Up Review  A review will be undertaken to follow up on prior year audit  recommendations to ensure 
that these have been fully implemented by the College. 

2 

3. Operational Plan 2020/21 



Assignment Plans 

A detailed assignment plan will be prepared for each audit  undertaken, setting out the scope and objectives of the work, allocating 
resources and establishing target dates for the completion of the work. Each assignment plan will be agreed and signed off by an 
appropriate sponsor from the College. 

Key Dates 
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Visit Audit Areas Key College Personnel Provisional Date for 
Visit 

Date of Issue of 
Draft Report 

Provisional Date for 
Reporting to the Audit 
& Risk Management 
Committee 

Visit  1 EMA Audit  
SSF Audit  
Credits  Audit  
 

Director of Learning, Teaching 
& Quality 

7 September 2020 18 September 
2020 

25 November 2020 

Visit  2 Health & Safety: Covid-19 
Follow Up Review 

Director of Learning, Teaching 
& Quality 
 

5 January 2021 22 January 2021 24 February 2021 

Visit  3 Staff Wellbeing & Mental 
Health 
Student Recruitment & 
Retention 

Director of Learning, Teaching 
& Quality 
 

29 March 2021 16 April 2021 19 May 2021 

3. Operational Plan (cont’d) 



The report ing arrangements for internal audit have been discussed and agreed with the Audit & Risk Management Committee.  The 
following reports will be produced by internal audit . 

 

 An Audit Needs Assessment; 

 A report for the internal audit assignments undertaken each year; 

 An annual report on IAS's activities. 

 

For each recommendation a target date for remedial action will be set taking into the account the degree of priority associat ed with the 
recommendation. 

The draft report for each assignment will be discussed with the auditees and the factual accuracy agreed prior to issue of the report in its 
final form. 

The auditees will be required to respond to the recommendations stat ing their proposed action and nominating the person responsible for 
each action point. 
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4. Reporting 
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Operating Plan (No. Of days) 

System Audit Area 2020/21 2021/22 2022/23 

Financial Systems Budgeting & Financial Controls 4 

Non Financial 
Systems 

Mult i-Campus Operations 4 

Student Recruitment & Retention 4 

Health & Safety: Covid 19 3 

Staff Wellbeing & Mental Health 4 

Staff Recruitment & CPD 4 

IT  Cyber Security 4 

Governance Governance  3 

Risk Management 3 

Mandatory Credits Audit  2 2 2 

SSF Audit  2 2 2 

EMA Audit  1 1 1 

Required Follow Up Review 2 2 2 

Audit Management 4 4 4 

Total Days 22 22 22 

1 August 2020 to 31 July 2023 

Appendix A – Summary of Internal Audit Input 
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For each recommendation we make we assign a grading either as High, Medium or Low priority depending upon the 
degree of risk assessed as out lined below: 

 

Appendix B – Grading Structure  

For each area of review we provide a level of assurance in accordance with the following classification: 

 Assurance Classification 

Strong Controls sat isfactory, no major weaknesses found, some minor recommendations identified 

Substantial Controls largely sat isfactory although some weaknesses identified, recommendations for 
improvement made 

Weak Controls unsatisfactory and major systems weaknesses identified that require to be addressed 
immediately 

No No or very limited controls in place leaving the system open to significant error or abuse, 
recommendations made require to be implemented immediately 

Grading Risk Classification 

High High Risk Major weakness that we consider needs to be brought to the attention of the 
Audit & Risk Management Committee and addressed by senior management of 
the College as a matter of urgency 

Medium Medium Risk Significant issue or weakness which should be addressed by the College as soon as 
possible 

Low Low Risk Minor issue or weakness reported where management may wish to consider our 
recommendation 
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Performance Indicator Target 

Internal audit days completed in line with agreed t imetable and days allocation 100% 

Draft scopes provided no later than 10 working days before the internal audit start date 100% 

Draft reports issued within 10 working days of exit  meeting 100% 

Management provide responses to draft reports within 15 days of receipt of draft reports 100% 

Final reports issued within 5 days of receipt of management responses 100% 

Recommendations accepted by management  100% 

Draft annual internal audit report to be provided by 31 August each year 100% 

Attendance at Audit & Risk Management Committee meetings by a senior member of staff 100% 

Suitably experienced staff used on all assignments 100% 

Appendix C – Key Performance Indicators 
  

Analysis of Performance Indicators 
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Appendix D – Assurance Map – Corporate Risk Register 
 

Risk Area Risk Residual 
Risk 

Internal Audit 
Assurance 

Other Assurance 

Curriculum  The College will refresh and grow its provision by continually 
improving established courses and introducing new 
programmes in response to the needs of our students and 
stakeholders. 
 

10  Student 
Recruitment & 
Retention Review 

 Regular reports from the 
Director of Learning, 
Teaching & Quality 

 Curriculum staff 
engagement with key 

sector bodies 
 Part icipation in 

Highland Council Liaison 
Planning Group 

 Networking with 

regional/national 
t raining partners 

Finances To improve our financial standing by securing new sources of 
income, making best use of our resources and by managing 
risk effectively. 

10  Budgeting & 
Financial Controls 
Review  

 Regular reports from the 
Directors of Finnace & 
Corporate 
Services/Business 
Development 

 Membership of UHI 
Partnership Council and 
UHI Funding Working 
Group 

 Membership UHI 

Finance Directors 
Practit ioner Group 
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Appendix D – Assurance Map – Corporate Risk Register 
 

Risk Area Risk Residual 
Risk 

Internal Audit 
Assurance 

Other Assurance 

Staff Failure to attract, retain and develop a workforce committed 
to our values and the achievement of our mission. 

7  Staff Wellbeing & 
Mental Health 

 Staffing policies and 
procedures 

 College Reward & 
Recognit ion Scheme 

 Staff Development 

Programme 
 Staff Appraisals 
 College representation 

on Colleges Scotland 
Strategic Forum 

Staff Consultat ions 

Services The quality and reputation of our student services will 
help make us the student dest ination of choice. 

6  Student 
Recruitment & 
Retention Review 

 Regular reports from the 
Director of Learning, 
Teaching & Quality 

 Service & Support Team 
Operational Plans 

 NHC Learner Council 
Meetings 

 Membership of UHI 
Regional Communit ies 
of Practice/Single Policy 

Working Groups 
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Appendix D – Assurance Map – Corporate Risk Register 
 

Risk Area Risk Residual 
Risk 

Internal Audit 
Assurance 

Other Assurance 

Research Our Research will be sustainable, widely recognised and will 
focus on meeting the key targets of the University of the 
Highlands & Islands. 
 

6  Student 
Recruitment & 
Retention Review 

 

 ERI Strategic Planning 
Process 

 UHI Research 
Excellence Strategy and 
Research Committee 

 Engagement with UHI 
Innovation Platforms 

 Staff Appraisals 

Facilit ies  We aim to provide safe and secure Facilit ies which will fully 
support our students and staff in achieving their goals. 

5  Cyber Security 
Review 

 Health & Safety: 
Covid-19 Review 

 Mult i-Campus 

Operations Review 

 UHI Partnership Estates 
Strategy 

 NHC Estates Strategy & 
Campus Development 
Plans 

 NHC Carbon 
Management Plan 

 NHC Health & Safety 
Committee and NHC 
Fire Safety Committee 

 UHI/College Library & 
Information Services 
Strategy 

 UHI Data Security Policy 
and IT Security Group 

membership 
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Board of Management 

Title: 

 

FOI Summary Report  June 2020 – August 2020 

Meeting and date: 

 

Audit and Risk Management Committee  

Author: 

 

Struan Mackie 

Link to Strategic Plan: 

 

No      

 

Resource implications: No      

 

Risk assessment: No      

If yes, please specify: 

Financial: 

Operational: 

Organisational: 

Equality and Diversity 

Issues: 

None Identified 

Status – Confidential / Non 

Confidential 

Non-confidential 

Freedom of Information 

Can this paper be included 

in “open” business 

Yes  

If a paper should not be included within “open” business, please highlight below the reason. 

 

Its disclosure would substantially 

prejudice a programme of research 

(S27) 
☐ 

Its disclosure would substantially 

prejudice the effective conduct of public 

affairs (S30) 
☐ 

Its disclosure would substantially 

prejudice the commercial interests of 

any person or organisation (S33) 
☐ 

Its disclosure would constitute a breach 

of confidence actionable in court (S36) ☐ 

Its disclosure would constitute a breach 

of the Data Protection Act (S38) ☐ 
Other (Please give further details) 

 

 
☐ 

For how long must the paper be withheld? 

(Express as either the time which needs to pass 

or a condition which needs to be met.) 
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Recommendation(s) 

1. The Committee note the Freedom of Information Summary  

 

Purpose of report 

To provide a summary of the Freedom of Information requests received between June and August 

2020. This report will be provided at each meeting, with a breakdown of requests by subject area 

namely staff, student, estate or financial. 

 

Current Situation – 12
th

 August 2020 

Members will note that despite The Coronavirus (Scotland) Bill being passed in March 2020, the 

Scottish Government have not brought into force emergency legislation extending the 20-working 

day limit on Freedom of Information requests. The Information Commissioner has stressed that non-

compliance in light of prolonged home-working and staff being unavailable due to COVID related 

illness is permissible but that normal procedures should be followed wherever possible. 

 

Freedom of Information Request Summary Report 

 

Number of Requests Requests Responded 

to on Time 

Requests not 

Responded to on Time 

Requests still Pending 

response 

3 1 2 0 

 

 

Nature of Requests 

Staff   

Instances  One 

   

Student   

Instances  One 

   

Estate   

Instances  One 

   

Finance   

Instances  Nil 
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Board of Management 

Title: 

 

Audit Action Plan V2.23 

Meeting and date: 

 

Audit and Risk Management Committee 19/8/2020 

Author: 

 

Anne Bremner, Director of Learning, Teaching and Quality 

Link to Strategic Plan: 

 

Yes      Aim 4 

 

Resource implications: No     

 

Risk assessment: Yes    If the action plan is not completed in a timely manner there is a 

risk to the organisation through the lack of systematic internal controls. 

 

If yes, please specify: 

Financial: 

Operational: 

Organisational: 

Equality and Diversity 

Issues: 

No 

Status – Confidential / Non 

Confidential 

Non-confidential 

Freedom of Information 

Can this paper be included 

in “open” business 

Yes  

If a paper should not be included within “open” business, please highlight below the reason. 

 

Its disclosure would substantially 

prejudice a programme of research 

(S27) 
☐ 

Its disclosure would substantially 

prejudice the effective conduct of public 

affairs (S30) 
☐ 

Its disclosure would substantially 

prejudice the commercial interests of 

any person or organisation (S33) 
☐ 

Its disclosure would constitute a breach 

of confidence actionable in court (S36) ☐ 

Its disclosure would constitute a breach 

of the Data Protection Act (S38) ☐ 
Other (Please give further details) 

 

 
☐ 

For how long must the paper be withheld? 

(Express as either the time which needs to pass 

or a condition which needs to be met.) 
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Recommendation(s) 

The committee is asked to monitor version V2.23 (amended August 2020) and approve the 

following:- 

a) Actions 18/6 GDPR Rec 10, 19/01 Risk Management Rec 4, 19/02 Procurement Recs 

1,3, 4 and 8 are now complete and should be removed from the audit action plan.   

b) Revised completion dates are set as follows:- 

 18/6 GDPR Rec 6 is revised to 30th June 2021 

 19/01 Risk Management Rec 1 is revised to 30
th

 June 2021 

 19/02 Procurement Recs 2, 5, 7 and 9 are revised to 30th June 2021 

 

It is still to be noted that college teams are prioritising time to provide continuity of service 

due to the Covid 19 pandemic and lockdown.  This work will resume in the future as soon as 

teams/individuals are in a position to do so.      

 

Purpose of report 

To provide committee members with monitoring information regarding progress in 

implementing internal audit actions.  Incorporating all actions from audits into one 

document enables a simplified tracking system to be put in place and allow monitoring by 

the A&RM Committee. 

 

Background 

A&RM Committee agreed that a rolling action plan for internal and external audits be 

established and presented to each meeting of A&RM Committee.   

 

Current Situation 

Members of the Executive Team and other managers responsible for individual actions have 

been consulted and have agreed dates for actions to be completed.  These are noted within 

the audit action plan presented to A&RM committee for monitoring purposes.   
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V2.23 August 2020 

Internal Audit Action Plan 

 

 

 

 

 

 

Internal Audit Action Plan V2.23 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Date of Issue:  May 2020 

Revision Number: Draft V2.23 

Date of presentation to A&RM 

Committee:  

19/08/2020 

Responsibility for Review: DLTQ 

Date of Last Review:  May 2020 

Audit Action Plan to be reviewed prior to all Audit and Risk 

Management Committee Meetings and changes presented 

to the committee. 
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V2.23 August 2020 

Internal Audit Action Plan 

Key to recommendations: 

This colour key descriptor relates to the importance of the action to be undertaken as defined by the Audit & Risk 

Management Committee 

High  Major weakness that A&RM 
Committee consider needs to 
be addressed by the Executive 
Group of the College as a 
matter of urgency 
 

Med. 
 

Significant issue or weakness 
that A&RM Committee 
consider needs be addressed 
by the Executive Group of the 
College as soon as possible 

Low Minor issue or weakness 
reported by the internal auditors 
which A&RM Committee 
consider should be addressed 
by the Executive Group of the 
College.   
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Internal Audit Action Plan 

 

 

Ref: 18/06 Title: ICT Review of EU General Data Protection Regulation Date: April 2018 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 6 
 
The College to ensure that a full 
information audit is undertaken 
with the outcome that details of 
all personal information held by 
the College is documented. 
 

 
 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 
Recommendation accepted.  This is 
underway with most sections in the process 
of compiling their information audit. 

 
All managers 
and team 
leaders 
 

 
Revised to 
30

th
 April 

2019 as of 
A&RM 27/2/19 
 
Revised to 31

st
 

December 
2019 as of 
A&RM 22/5/19 
 
 

Progress on Implementation Recommend 
Complete Y/N 

 
August 2018  
This work is underway with most sections in the process of compiling their information audits. 
 
November 2018 
Work is continuing in this area.   
 
February 2019 
Data Protection Assistant is working with Team Leaders to help with auditing the information processes undertaken. Process 
underway.  Suggest Revised Completion date of 30

th
 April 2019.   

 
May 2019 
This recommendation is now linked with recommendation 7 and 10 and will be completed in line with them. Suggest Revised 
Completion date of December 2019.   
 
August 2019 

 
 

N 
 
 

N  
 
 

N 
 
 
 

N 
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V2.23 August 2020 

Internal Audit Action Plan 

Work is continuing in this area 
February 2020 
Work is continuing in this area. 
 
May 2020 
Work was continuing in this area but is now on hold due to teams having to prioritise COVID 19 business continuity planning. 
 
August 2020 
The methodology and process are in place. A review of the template at the follow up audit confirmed that this was appropriate 
however the audit itself is not yet fully completed by all teams. Training has been provided to staff and key staff members were 
identified to complete this task. The member of staff providing GDPR support to teams has now left the College. The completion 
of the audit has been delayed as a result of the impact of the Covid-19 outbreak. 
 

N 
 

N 
 
 

N 
 
 
 
 
 

N 
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Internal Audit Action Plan 

 

Ref: 18/06 Title: ICT Review of EU General Data Protection Regulation Date: April 2018 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 10 
 
The College to ensure that for all 
data processing undertaken the 
legal basis for processing this 
data is known and documented. 
 
 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 
Recommendation accepted.  This is already 
In progress.  The critical areas (students) 
have been completed with further less 
critical areas being addressed as the 
information audit progresses. 

 
All managers 
and team 
leaders 
 

 
Revised to 
December 
2019 as of 
A&RM 27/2/19 

Progress on Implementation Recommend 
Complete Y/N 

 
August 2018  
This is already In progress.  The critical areas (students) have been completed with further less critical areas being addressed as 
the information audit progresses.   
 
November 2018  
The Data Protection Officer has proposed a partnership approach and developed a template to demonstrate this activity.  This 
work will commence in coming weeks with the appointment of the new Data Protection Assistant.   
 
February 2019 
Data Protection Assistant is guiding Team Leader’s on this through the completion of the Article 30 register. Suggest Revised 
Completion date of December 2019. 
 
May 2019 
Ongoing. Auditors satisfied with the proposed completion date as this will be a significant task within GDPR. 
 
August 2019 

 
 
 

 N 
 
 
 

N 
 
 

N 
 
 
 

N 
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Internal Audit Action Plan 

Updated Committee in May that this recommendation is linked with Recommendation 6 and will be completed in parallel.    
February 2020 
Work is continuing in this area. 
 
May 2020 
Work was continuing in this area but is now on hold due to teams having to prioritise COVID 19 business continuity planning. 
 
August 2020 
It was confirmed that the legal basis for processing data is now included in the new GDPR data map template and will 
subsequently be documented as part of the data map. This will be taken forward in conjunction with the data mapping 
recommendation above. Recommendation has been implemented in the guidance and at follow up audit, internal auditors 
deemed this complete. Recommend complete. 
 

N 
 

N 
 
 

N 
 
 
 
 
 

Y 
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Internal Audit Action Plan 

 

Ref: 19/01 Title: Risk Management Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 1 
 
Whilst the Risk Register provides 
a brief overview of how risks are 
managed within the College, this 
should be set out more formally 
and in more detail within a Risk 
Management Policy.   
 
A Risk Management Policy be 
documented and approved by the 
Board of Management. 
 
 
 

 
Internal Audit 
Recommendation: Low 
TIAA – 3 Routine 

 
Recommendation accepted.  A risk 
management policy will be developed and 
submitted to the Board of Management for 
approval. 

 
Principal 

 
30/4/2020 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
In progress 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
No further progress to report. 
 

 
 

N 
 
 

N 
 
 

N 
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Internal Audit Action Plan 

 

 

 

Ref: 19/01 Title: Risk Management Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 4 
 
Although the risk register sets out the 
cause of the risk it has not stated the 
effect/consequence. 
 
It be ensured that both the cause and 
effect of risks are considered and 
documented so that risks are clearly 
defined and fully understood 

 
Internal Audit 
Recommendation: Low 
TIAA – 3 Routine 

 
Recommendation accepted.  Principal will 
review how the college currently defines 
risks and consequences. 

 
Principal 

 
30/04/20 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
In progress 
 
May 2020 
The Principal has reviewed the risk register and how it currently defines risk and consequences.  View of A&RM committee to be 
sought at A&RM meeting on 20/5/20. 
 
August 2020 
Committee were satisfied with how the college currently defines risks and consequences so no further action required – need to 
check minute.  Recommend complete. 
 

 
 

N 
 
 
 

N 
 
 

Y 
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Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 3 
 
It be ensured that regulated 
procurement thresholds are 
adhered to in all cases. 
 
One case was identified where 
architectural services valued at 
almost £90k were procured via 
quick quote. As this value 
exceeds the £50k threshold, this 
should have been treated as a 
regulated procurement and 
therefore subject to an open 
tender exercise. 
 
 

 
Internal Audit 
Recommendation: High 
TIAA – 1 Urgent 

 
Recommendation accepted.  Background 
and justification for the course of action 
relative to this specific case to be provided 
to the Principal and reported to Audit and 
Risk Management Committee.  The college 
will implement controls to ensure that where 
exceptional circumstances arise that these 
are identified and reported to the college’s 
Planning and Resources Group (PRG) prior 
to any procurement taking place. 

 
Director of 
Finance and 
Corporate 
Services  

 

30/11/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
A meeting with the Principal, Director of Finance and Corporate Services, the Finance Manager, Director of Learning, Teaching 
and Quality and the APUC Supply Chain Manager took place on 20/1/2020 to review all the procurement internal audit actions.  
Background and justification for the course of action relative to this specific case has been provided to the Principal and will be 
reported to Audit and Risk Management Committee on 26/2/2020. The college is going to consider a process for sign off of 
exceptional circumstances. In progress. 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
At the recent follow up audit, discussions with staff found that there had been no further cases such as that identified in the 
original audit and subsequently no cases of non-compliance. The internal auditor deemed the College’s procurement policy and 
procedures are compliant with appropriate procurement thresholds and implementation of these procedures is subsequently 
deemed adequate. Recommend complete. 
 

 
 

N 
 
 
 
 
 
 

N 
 
 
 
 

Y 
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Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 1 
 
The Procurement Strategy be 
reviewed and approved as 
planned and arrangements for 
regular review be implemented. 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 
Recommendation accepted.  The revised 
strategy is in the process of being 
developed by APUC and is awaited by the 
college’s PRG for approval. 

 
APUC UHI 
Collaborative 
Supply Chain 
Manager and 
Director of 
Estates and 
Corporate 
Services 

 
30/11/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
A draft procurement strategy has been reviewed by PRG.  PRG have requested some changes from APUC, prior to approval.  In 
progress 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
The follow up audit confirmed that an appropriate Procurement Strategy has now been reviewed and approved by the Finance 
and General Purposes Committee. Recommend complete 
 
 

 
 

N 
 
 
 

N 
 
 
 

Y 
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Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 4 
 
As per procedures, procurement 
exercises above the value of 
£25k be referred to the APUC 
Supply Chain Manager. 
 
There are several examples of 
procurement exercises that were 
above the value of £25k which 
were not referred to the APUC 
Supply Chain Manager. 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 
Recommendation accepted.  An evaluation 
of the non-compliant transactions to be 
reported to the Planning and Resources 
Group.  The college will evaluate its current 
procurement procedures relevant to risk 
and identify what, if any, additional 
measures need to be incorporated to 
minimise the risk of non-compliance with its 
procedures 

 

Finance 

Manager/ 

Director of 
Finance and 
Corporate 
Services 

 
31/12/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
A report on non-compliant transactions has been provided at the meeting on 20/1/2020 referred to above.  The college has 
agreed to review and update its step by step guide on procurement to ensure that it makes clear that any service > £25K should 
be referred to the APUC shared service manager.  This will include clarity around thresholds above £25K for consultancy services 
and the requirement to notify SFC.  Also, staff development for staff responsible for procurement at all levels to be arranged (also 
relevant to Recs 1, 7,8,9, and 5).  Further work to be done to identify areas of current and future risk in relation to the contracts 
shown as currently non-complaint.   In progress. 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
The follow up audit found that a step by step guide to procurement has been documented by the College and includes the 
appropriate approach and referral to the APUC Supply Chain Manager. One contract exceeding the £25k threshold was identified. 
This related to an Electrical Lighting tender valued at £26k. It was confirmed in this case that this was procured by the APUC 
Supply Chain Manager. Recommend complete. 

 
 

N 
 
 
 
 
 
 
 

N 
 
 
 
 
 

Y 
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Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 7 
 
Contract Capture Forms be 
completed in all relevant cases 
and provided to Finance. 
 
The Hunter database and 
contract register are only effective 
for monitoring contracts if all 
information is stored on the 
database. 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 
Recommendation accepted.  The college 
will review the matter and a report will be 
provided to PRG so that the extent of the 
issue and associated risk can be 
understood and what, if any, action needed 
to address the matter is identified. 

 
Finance 
Manager 

 
30/11/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
A report was provided to the meeting on 20/1/2020.   Contracts over £50K should be on contract register but college financial regs 
specify it should be over £25K for contract management purposes.  A revised proposal for use of Hunter system for contract 
management to be worked up.  Staff development for staff responsible for procurement at all levels to be arranged once this is 
agreed.  In progress 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
No further progress to report. 
 

 
 

N 
 
 
 
 
 

N 
 
 

N 
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Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 8 
 

Quotes be attached to relevant 

purchase orders over a value of 

£3,000 in compliance with 

procedures. 

 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 

Recommendation accepted.  The college 

will review the matter and a report will be 

provided to PRG so that the extent of the 

issue and associated risk can be 

understood and what, if any, action needed 

to address the matter is identified. 

 

 
Finance 
Manager 

 
30/11/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
A report was provided to the meeting on 20/1/2020.  Staff development for staff responsible for procurement at all levels to be 
arranged. In progress. 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
At follow up audit, it was confirmed that the College reviewed how many purchase orders over £3,000 did not have relevant 
quotes attached. Checks are to be carried out and signed off by Managers when purchasing to ensure that quotes are attached. 
The Director of Finance also checks before approving. Non-compliance is being monitored by Finance staff and addressed 
directly with staff members. Recommend complete. 
 
 

 
 

N 
 
 
 

N 
 
 
 
 
 

Y 
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Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 9 
 
Single Source Justification Forms 
be completed and authorised, 
where appropriate prior to 
progressing with any 
procurement. 

 
Internal Audit 
Recommendation: Medium 
TIAA – 2 Important 

 
Recommendation accepted.  The single 
source justification form and process is 
under review by the UHI Strategic 
Procurement Team.  Once finalised, staff 
will be informed of the changes. 

APUC Supply 

Chain 

Manager/ 

Finance 
Manager 

31/12/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
The form is in the process of being updated and rebranded as Non-compliant action and is expected at the end of Feb.  The form 
will come with revised guidelines and process for approval.  Staff development on procurement will also cover this topic.  In 
progress. 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
The College is awaiting a revised form from APUC. Guidance including a flowchart for staff has been provided and these will be 
implemented for the new academic session. 
 

 
 

N 
 
 
 
 

N 
 
 
 

N 
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V2.23 August 2020 

Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 2 
 
Financial Regulations be updated to 
include details of authorisation levels 
for Promoted Lecturers. 

 
Internal Audit 
Recommendation: Low 
TIAA – 3 Routine 

 
Recommendation accepted.  An appendix will be 
added to the financial regulations detailing any 
revised authorisation levels for staff until such 
time as the next full review of the financial 
regulations takes place. 

 
Finance 
Manager 

 
30/11/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
It has been agreed (at the meeting on 20/1/2020) to review all sign off levels in the financial regulations, not just those for 
Curriculum leaders.  In progress. 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
No further progress to report 
 

 
 

N 
 
 
 

N 
 
 

N 
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V2.23 August 2020 

Internal Audit Action Plan 

 

Ref: 19/02 Title: Procurement Date: Oct 2019 
Audit Comment Recommendation Management Response Responsible 

Manager 
Due Date 

Recommendation 5 
 
Tender documentation be stored 
centrally on a shared drive or 
SharePoint. 

 
Internal Audit 
Recommendation: Low 
TIAA – 3 Routine 

 
The college will review current practice, 
consider options available and the 
associated risks involved.  If a feasible 
solution is available, then the 
recommendation will be accepted. 

Finance 

Manager/ 

Director of 
Finance and 
Corporate 
Services 

 
30/11/19 

Progress on Implementation Recommend 
Complete Y/N 

 
February 2020 
It was agreed at the meeting on 20/1/2020 to set up a shared area for tender documents and to create standardised templates for 
APUC files, file naming conventions etc.  In progress. 
 
May 2020 
Work on hold due to prioritisation of COVID 19 business continuity planning. 
 
August 2020 
No further progress to report. 
 

 
 

N 
 
 
 

N 
 
 

N 
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Notes: 

 This document will be presented in its entirety to the Audit and Risk Management 
Committee at each of its meetings.  

 All pages showing change will be highlighted at each meeting of the Audit and Risk 
Management Committee. 

 Each Board committee with review the status of all risks owned by that committee 

 The Board of Management will be advised on current risk status in the reports from 
each committee meeting.   

 This document and the associated risk factors are residual risks once mitigating 
factors have been taken into consideration. 

 
 
 
 
 
 
 
 



  ARM0820/10 

3 
 

1 Introduction 

 
The Risk Register has been split into ‘Risk Areas’ based on the structure and contents of 
the NHC Strategic plan for 2018-20. Eash areas has been assigned to a  BOM Committee 
for the purposes of monitoring and review, as set out below.    
 
There is no ‘Risk Cluster’ specifically identified for the Audit and Risk Management 
Committee as the overall management of Risks are within this Committee’s Terms of 
Reference. 
 
At a strategic level, six risk areas are identified and the register has been formatted to 
clearly show firstly the allocation of risks areas to each committee and then the detail of the 
elements contained within each Risk, the mitigation measures applicable and proposed 
improvement actions. The template also indicates the likely direction in movement of the 
risk factor. 
 

Our Strategic Aim is : Board Committee 

 Risk Area 1: Curriculum. 

 

The College will refresh and grow its provision by 
continually improving established courses and introducing 
new programmes in response to the needs of our students 
and stakeholders 
 

 
 LT&R 

Risk Area 2 : Services 

  

The quality and reputation of our student services will 

help make us the student destination of choice 

 

LT&R 

 Risk Area 3 : Research. 

 

Our Research will be sustainable, widely recognised and 
will focus on meeting the key targets of the University of the 
Highlands & Islands 
 

 
 

LT&R 

 Risk Area 4: Finances. 

 

To improve our financial standing by securing new sources of 

income, making best use of our resources and by managing risk 

effectively 

 

 

 
F&GP 

 Risk Area 5 : Staff. 
 
Failure to attract, retain and develop a workforce                
committed to our values and the achievement of our 
mission. 

 
 

 HR 

 Risk Area 6 : Facilities. 
 
We aim to provide safe and secure Facilities which will fully 
support our students and staff in achieving their goals 

 
 

 F&GP 
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The rankings shown on the risk register range from one (1) to five (5) against each criteria 
of likelihood and impact  
 

 Low High 

Likelihood 1 5 

Impact 1 5 

Risk Factor/Residual Risk = Likelihood x Impact 

 
   
 
The risk factor will be classified as High, Medium or Low Risk 
 

(H) High 16 – 25  

   

(M) Medium 9 – 15  

   

(L) Low   1 – 8  
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2 Scoring 
 
Likelihood: 
 

5- Highly likely:  
 
4- Probable:  
  
3- Occasional:  
  
2- Remote:  
  
1- Unlikely:   

 
Impact 
 

5- Catastrophic: Catastrophic and unrecoverable damage to college   
    infrastructure /reputation/staff or student relations 

 
4- Critical:  Major damage or impact 
 
3- Serious:  Serious damage or impact 
 
2- Marginal:  Minor impact or outcome 
 
1- Negligible:  Minor, little consequence 

 
 
   
    5 
 
 

 
 
    4 
 
 
 
    3 
 
 
 
    2 
 
 
 
    1 
 
 
    
              1  2                3          4            5     

5 10 15 20 25 

4 8 12 16 20 

3 6 

 

9 
12 15 

2 4 6 8 10 

1 2 3 4 5 
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North Highland College Risk Register  2018/2019 
  

Board Committee 
 
Learning Teaching & 
Research (LTR) 

Risk Area: 1 Curriculum. 
The College will refresh and grow its provision by continually 
improving established courses and introducing new programmes 
in response to the needs of our students and stakeholders. 
 

Risk Owner(s): Director of Learning & Teaching  Likelihood of change in 
residual risk:  
1 very likely to fall,  5 likely 
to remain the same, 10 
very likely to rise 
1-4 Green likely to fall 
6-10 Red likely to rise 

5      

 
 
 

5      

4      4      

3      3      

2      2      

1      1      

0 1 2 3 4 5 0 1 2 3 4 5 

                                           

Un-mitigated Position                                Mitigated Position 

10 

Elements of risk: Failure to; 

1.1 Utilise modern and innovative practices to grow and provide high QUALITY and ACCESSIBLE 
learning opportunities. 
1.2 Work with EMPLOYERS, partners and other stakeholders to ensure our courses meet 
economic needs locally and where appropriate regionally, nationally and internationally. 
1.3 Work with partners to create NEW OPPORTUNITIES for students from other geographical 
areas. 
1.4 Robustly review our curriculum using student feedback and established metrics to keep it 
relevant, of a high quality and financially SUSTAINABLE. 
1.5 Communicate our VALUES to staff and students. 
1.6 Meet the expectations of FUNDING agencies. 
1.7 APPOINT and RETAIN high quality staff. 
1.8 MAINTAIN or IMPROVE the College’s position on published Regional and National KPIs. 

Existing controls or other actions to manage risk: 

 DLT regular reports and updates to LT&R Committee. 

 Assistant Directors of L&T Group (ADG) meetings and curriculum planning, monitoring & review 
activities. 

 Principal/DLT/AD participation in UHI regional curriculum planning fora; PC, PPF, SMCT, 
Tertiary Working Groups, Quality Forum. 

 Principal/Director participation on key Stakeholder groups; NHC Learner Council, DSG, CNSRP, 
Chamber of Commerce, DSRL liaison group, Highland/Caithness/Sutherland CPPs, DYW 
Regional Board 

 Curriculum staff industry engagement with key sector bodies. 

 Participation in Highland Council Schools liaison group planning. 

 Networking with regional/national training partners; PGA, NSS, SGA, NHS, etc. 

Existing information or procedures indicating how well risk is being managed: 

 SFC published College Performance Indicators and associated benchmarking with sector. 

 UHI and NHC annual and in-year student recruitment reports. 

 UHI National Student Survey, Red Button reporting/benchmarking, SFC SSES and NHC student 
surveys and quality assurance/enhancement processes. 

 Regional Outcome Agreement (ROA) targets, objectives and performance monitoring 



  ARM0820/10 

7 
 

 

  

Actions planned to reduce or remove the 
impact or likelihood of the risk 

Who When 
 

Completed (5) 

Annual curriculum monitoring & review Dir LTQ 2019/20 
ongoing 

Focussed CR 
events 

completed 
during May2020. 

Membership of Caithness & Sutherland DYW 
Regional Board 

Principal Ongoing to Sep 
20. (Extension 

likely) 

 . 

Engagement in Highland Council Regional 
school/college link programme 

Dir LTQ + Schools 
Liaison Lead. 

2019/20 
ongoing 

  Application 
process for 

2020/21 has 
continued as 
normal, with 
close liaison 
with HC and 

individual 
schools .     

Stakeholder liaison/working groups (CNSRP, 
DSRL, DYW, NHS etc) 

Principal + Dir BD + 
Dir LTQ 

2019/20 
ongoing 

 

NHSH liaison 
group meetings 

suspended. 
DSRL liaison 

meetings 
conducted 

virtually  

NHC Representation on key UHI Partnership 
planning fora; PC, PPF, single policy working 
groups. 

Principal + Dir LTQ 2019/20 
ongoing 

New Tertiary 
Reference 

Group (TRG) 
established . 

Senior staff support to local HISA 
representatives and Learner Council 
operations. 

Principal +Dir LTQ + 
Q&LE Co-ordinator 

2019/20 
ongoing   

NHC 
Partnership 

Forum 
established. 

HISA Support 
Officer 

appointed 

Implementation of National Bargaining 
agreements for pay, terms and conditions for 
academic staff. 

Principal + HR 
Manager + Dir LTQ 

2019/20 
ongoing. 

 Next annual 
pay settlement 

due from 1st 
Sept 2020.    

Annual course review discussions and action 
planning with Course Teams 

ADG Aug 2020 Now done 
through the 
Curriculum 

Leaders Group 
(CLG) 
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North Highland College Risk Register  2018/2019 
 

Board Committee 
 
Learning Teaching & 
Research (LTR) 

Risk Area 2 : Services 
  
The quality and reputation of our student services will 
help make us the student destination of choice. 
 

Risk Owner(s): Directors of L&T and E&I  Likelihood of change in 
residual risk:  
1 very likely to fall,  5 likely 
to remain the same, 10 
very likely to rise 
1-4 Green likely to fall 
6-10 Red likely to rise 

5      

 
 
 

5      

4      4      

3      3      

2      2      

1      1      

0 1 2 3 4 5 0 1 2 3 4 5 

                               

Un-mitigated Position                   Mitigated Position 

6  

Elements of risk: Failure to; 

  

2.1 Meet the NEEDS of our students during all stages of the learner journey. 
2.2 Work continuously with our students and stakeholders to make improvements in the 
QUALITY of the corporate life of the College and the overall student experience. 
2.3 Adopt modern business practices and work collaboratively with our Regional 
partners to ensure our services are EFFICIENT and sustainable. 
2.4 Communicate our VALUES to staff and students. 
2.5 Meet the expectations of our FUNDING agencies. 
2.6 APPOINT and RETAIN high quality staff. 
2.7 Ensure our decision-making on developing Services is COHERENT and well-informed 

 

Existing controls or other actions to manage risk: 
 

 DLTQ/DBDregular reports and updates to LT&R Committee. 

 Service and support team operational plans. 

 Student Services Group (SSG) meetings and monitoring & review activities. 

 Joint meetings of CDG and SSG managers in JOG forum. 

 Service Managers participation at NHC Learner Council meetings  

 Service Managers membership of UHI regional communities of practice/single policy working 
groups, 

 NHC LEAN systems initiative and staff development programme.. 
 

Existing information or procedures indicating how well risk is being managed: 

 SFC published College Performance Indicators and associated benchmarking with sector. 

 UHI and NHC annual and in-year student recruitment & admissions reports 

 Monitoring of KPIs in Operational plans. 

 UHI National Student Survey, Red Button reporting/benchmarking, SFC SSES and NHC student 
surveys and quality assurance/enhancement processes. 

 Regional Outcome Agreement (ROA) targets, objectives and performance monitoring. 
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Actions planned to reduce or remove 
the impact or likelihood of the risk 

Who When 
 

Completed (1) 

Annual service monitoring & reviews and 
operational planning.   
  
   
  

SSG 2019/20 ongoing    LEAN evaluation 
of the FE Bursary 

Processing system 
completed in Jan20 

Engagement by service managers + staff  
in arrangements for Highland Council 
Regional school/college link programme 

Dir LTQ + Schools 
Liaison Lead  

2019/20 ongoing   

Service managers and staff supporting 
local DYW event planning and operations 

Dir LTQ + Dir BD 2019/20 ongoing  

Service managers and staff involvement in 
UHI single policy environment working 
groups. 

Principal+ Dir LTQ From Jan 18 
onwards 

New single policies 
implemented for 

Student Funding & 
Contextualised 

Admissions. 

Service managers and staff involvement in 
NHC Learner Council operations 

Dir LTQ + Q&LE Co-
ordinator 

2019-20 ongoing. 
 

New NHC 
Partnership Forum 

arrangements 
implemented.  

Implementation of National Bargaining 
outcomes for pay and job evaluation for 
support staff. 

Principal+ HR 
Manager 

2019 – 2020 
ongoing 

Indications of 
progress being 

made with National 
JE exercise. 
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North Highland College Risk Register  2018/2019 
  

Board Committee 
 
Learning Teaching & 
Research (LTR) 

Risk Area 3 : Research. 

 

Our Research will be sustainable, widely recognised and will focus on 
meeting the key targets of the University of the Highlands & Islands. 
 

Risk Owner(s): Director of the ERI.  Likelihood of change in 
residual risk:  
1 very likely to fall,  5 likely 
to remain the same, 10 
very likely to rise 
1-4 Green likely to fall 
6-10 Red likely to rise 

5      

 
 
 

5      

4      4      

3      3      

2      2      

1      1      

0 1 2 3 4 5 0 1 2 3 4 5 

                               

Un-mitigated Position                   Mitigated Position 

6  

Elements of risk: 

 

3.1 Failure to deliver EXCELLENCE in our environmental research. 

3.2 Failure to promote environmental research locally, nationally and internationally through 

a tailored programme of OUTREACH activities. 

3.3 Failure to increase the COMMERCIALISATION of our research and knowledge transfer 

activities. 

3.4 Failure to enhance our student experiences through RESEARCH-INFORMED TEACHING 

3.5 Failure to operate in a FINACIALLY SUSTAINABLE manner pre and post BREXIT 

 

Existing controls or other actions to manage risk: 

 ERI Strategic planning process and plan and submitted to L,T+R Committee (R1,2,3,4,5) 

 ERI Proposal Pipeline updated and submitted to F+GP Committee (R5) 

 UHI Research Excellence Strategy and Research Committee (R1) 

 Engagement with UHI Innovation Platforms (R3) 

 Staff Appraisals (R1,2,3,4,5) 

 UHI REF Managers Group (R1) 
 

Existing information or procedures indicating how well risk is being managed: 

 ERI Strategic Planning Document (R1,2,3,4,5) 

 ERI Proposal Pipeline (R5) 

 UHI REF status review and REF results (R1) 

 HR Staff Appraisal process monitoring (R1,2,3,4,5) 

 UHI Research Strategy 2015 – 20 (R1 

 ERI REF log (R1) 

 PURE Research Database (R1) 
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Actions planned to reduce or remove the 
impact or likelihood of the risk 

Who When 
 

Completed () 

ERI Proposal Pipeline:  updated quarterly & 
submitted to F+GP Committee (R5) 

Director, ERI (or 
delegate), NHC 

Director of Finance 

Ongoing 
 

 

ERI Strategic planning – plan reviewed and 
revised  (R1,2,3,4,5) + submitted to L,T+R 
Committee 

Director, ERI,  
ERI Theme leaders 

Annually 
(April – May) 

 

Brexit – a. optimise EU funding opportunities 
prior to ‘Brexit’ b. watching-brief on post Brexit 
engagement with EU programmes (R5) 
 

UHI Dir. European & 
International 

Development, ERI 
Director,  

All ERI Staff 
 

Ongoing  

Ensure staff appraisal process is effective and 
employed (R1,2,3,4,5) 

 ERI line managers; 
All staff  

Appraisals May, 
Mid-term reviews 

November 

 

Apply for module leaderships in relevant 
subject areas as available, and ensure R-T 
embedded in delivery of modules secured (R4) 

ERI  Learning and 
Teaching leader, All 

Research Active 
Staff 

Opportunistic / 
ongoing 

 

Engagement with UHI Faculty Board (Science, 
Health and Engineering) and relevant UHI 
Subject Network Committees (R4) 

ERI  Learning and 
Teaching leader 

Ongoing  

Engagement with UHI  University Innovation 
Fund in priority areas (Water Quality, Energy; 
(R3) 

ERI Director, 
ERI theme leaders 

Ongoing to 
September 2018 

(and review) 

SCF support 
confirmed. 

Intellectual Property Policy embedded (R3) NHC Director of 
Enterprise and 

Innovation; NHC HR 
Manager 

September 2018 Completed. 

Recognition and application of requisite 
(sector-relevant) terms and conditions for  
research active staff (R1,4,5) 

HR Manager, 
Director ERI, 
Principal NHC 

2018-19  
(REF timelines) 

 

REF co-ordinator identified with membership 
of UHI Research Committee (R1) 

REF co-ordinator, 
 

Ongoing to 2020 Timeline of 
REF 

assessment 
extended by 4 

months. 

ERI REF log and PURE research database 
updated (R1) 

REF co-ordinator, 
All research active 

staff 

Quarterly, 
ongoing 
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North Highland College Risk Register  2018/2019 
  

Board Committee 
 
Finance & General 
Purposes (F&GP) 

Risk Area: 4 Finances. 

 

To improve our financial standing by securing new sources of income, 

making best use of our resources and by managing risk effectively 

 

Risk Owner(s): Director of Learning & Teaching  Likelihood of change in 
residual risk:  
1 very likely to fall,  5 likely 
to remain the same, 10 
very likely to rise 
1-4 Green likely to fall 
6-10 Red likely to rise 

5      

 
 
 

5      

4      4      

3      3      

2      2      

1      1      

0 1 2 3 4 5 0 1 2 3 4 5 

                               

Un-mitigated Position                   Mitigated Position 

10 

Elements of risk: Failure to; 

   

4.1 Work with our stakeholders to reduce our dependency on SFC core funding by 
increasing income from ALTERNATIVE sources. 
4.2 Play an active role in the development of distributed UHI SHARED SERVICES which 
deliver on improved user experience, operational coherence and financial efficiency. 
4.3 Secure the funding necessary to support our contributions to the H&I Regional 
Outcome Agreement (ROA). 
4.4 Plan for the loss of ESIF and other European funds resulting from the BREXIT 
decision. 
4.5 Secure the RURALITY & REMOTENESS funding necessary to sustain our distributed 
campus operations. 
4.6 Secure financial support for key projects from the Scottish Colleges Foundation 
(SCF). 
4.7 Influence, control and manage increased staff pay costs arising from NATIONAL 
BARGAINING. 
4.8 Achieve student recruitment TARGETS.  
4.9 React QUICKLY to new business opportunities. 
NEW 4.10 Ensure the new Joint Finance Service (NHC/IC) continues to meet the needs of 
NHC. 

Existing controls or other actions to manage risk: 

 Directors of Finance & Corp Services/Business Development regular reports and updates to 
F&GP Committee. 

 Regular monitoring of the College’s financial position by Planning & Resources Group (PRG). 

 Principal’s membership of UHI Partnership Council (PC) and UHI Funding Working Group. 

 Director of Finance & Corp Services membership of UHI Finance Directors Practitioner Group.   

 Principal/Director participation on key Stakeholder groups; NHC Learner Council, DSG, CNSRP, 
Chamber of Commerce, DSRL liaison group, Highland/Caithness/Sutherland CPPs, DYW 
Regional Board 

 Curriculum staff industry engagement with key sector bodies. 

 Participation in Highland Council Schools liaison group planning. 
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 Significant   

  

 Networking with regional/national training partners; PGA, NSS, SGA, NHS, etc. 

Existing information or procedures indicating how well risk is being managed: 

 SFC published College Performance Indicators and associated benchmarking with sector. 

 UHI and NHC annual and in-year student recruitment reports. 

 UHI National Student Survey, Red Button reporting/benchmarking, SFC SSES and NHC student 
surveys and quality assurance/enhancement processes. 

 Regional Outcome Agreement (ROA) targets, objectives and performance monitoring. 
 

Actions planned to reduce or remove the 
impact or likelihood of the risk 

Who When 
 

Completed (7) 

Implementation of NHC Marketing Plan 
2019/20 

Dir  BD 2019/20 
ongoing 

  

   New UHI 
Recruitment & 
Engagement 

strategy delivering 
improvement in 

UHI applications. 

Stakeholder liaison/working groups (CNSRP, 
DSRL, DYW, NHS etc) 

Principal + Dir BD 
Dir LTQ 

2019/20 
ongoing 

Continuing via 
virtual meetings. 

Staff involvement in UHI single service 
development planning and implementation. 

Principal In accordance 
with PA 

requirements 

  Joint Finance 
Director 

appointed.    

Regular financial monitoring reports to PRG Dir F&CS 2019/20 
ongoing 

Focus on Covid 
19 impacts + 

budget setting for 
20/21 

Financial modelling of National Bargaining pay 
awards 

Dir F&CS + ADCS 2019/20 
ongoing 

 UNISON pay 
claim for 20/21 

being modelled by 
CS 

Planning and monitoring of student recruitment 
against FE and HE Targets 

Dir LTQ 2019/20 
ongoing 

Reports on 
2019/20 intake to 

LTR & BoM 

Participation by NHC staff in UHI Assembly 
Board workstreams 

NHC senior staff 2019/20  Initial 
recommendations 
from RAM review 
approved by PC. 
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North Highland College Risk Register  2017/2018  Board Committee 
 
Human Resources (HR) 

Risk Area 5 : Staff. 
 
Failure to attract, retain and develop a workforce                
committed to our values and the achievement of our mission. 
 

Risk Owner(s): Principal + HR Manager  Likelihood of change in 
residual risk:  
1 very likely to fall,  5 likely 
to remain the same, 10 
very likely to rise 
1-4 Green likely to fall 
6-10 Red likely to rise 

5      

 
 
 

5      

4      4      

3      3      

2      2      

1      1      

0 1 2 3 4 5 0 1 2 3 4 5 
                                 Un-mitigated Position                   Mitigated 
Position 

7 

Elements of risk: Failure to; 

5.1 Be INNOVATIVE in our recruitment practices to attract new talent into the College and 
the North Highland area. 
5.2 INVEST in the retention of our staff by providing a challenging and supportive 
working environment. 
5.3 EMPOWER our staff to be creative and enterprising in their work practices. 
5.4 Enable our staff to DEVELOP professionally in meeting the needs of a modern tertiary 
education sector through effective and comprehensive staff appraisal and performance 
management arrangements. 
5.5 Support staff in their aspirations to become FUTURE leaders. 
5.6 ENGAGE and consult effectively with staff in our decision making. 
5.7 Secure EFFECTIVE industrial relations nationally and locally. 
5.8 COMPLY with relevant statutory regulations. 
5.9 Communicate our VALUES to our staff. 
5.10 Maintain an effective COMMUNICATIONS strategy. 
5.11 Plan and prepare for the absence of KEY POST HOLDERS. 

Existing controls or other actions to manage risk: 

 

 Staffing policies and processes monitored by senior managers and HR office staff. 

 Annual staffing reviews completed as part of the College Budget Management and Curriculum 
Review processes. 

 Annual staff performance appraisals featuring objective setting and reviews. 

 College Reward & Recognition scheme 

 College staff development programme and related activities, eg staff conferences. 

 Consultation with managers and through them with their teams at team meetings. 

 Formal feedback from HISA Representatives and the Learner Council. 

 Principal’s all-staff updates. 

 College representation on Colleges Scotland strategic fora including the College Principals 
Group and Employers Association. 

 Operation and development of the college’s local formal liaison arrangements with Trade 
Unions.  
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Existing information or procedures indicating how well risk is being managed: 

 HR Manager’s reports to PRG and HR Committee. 

 Staff and student surveys. 

 Board remuneration committee papers. 

 Monitoring of operational plans. 
 Feedback from teams through their managers to ADG, SSG and PRG. 

 Informal and formal feedback through students, course team reports and steering groups. 

 

Actions planned to reduce or remove the 
impact or likelihood of the risk 

Who When 
 

Completed (11) 

Revision of NHC Appraisal policy & procedure  AD Corp 
Services 

Sept 2019 Revised policy to be 
approved for 

implementation in 20/21 

Colleges Scotland Employers Association 
membership and representation  

Principal + AD 
Corp Services 

2019/20 
ongoing 

 

  Appointment of new NHC Principal BoM Chair  From Oct  
2020  

In progress 

Design & implementation of new NHC Exec 
Development programme 

Principal + 
PRG 

From Jan 2020 Limited progress. 

Review of future Support Staff needs & 
deployment 

PRG + Support 
managers 

Jan 2020 
onwards 

 Being reviewed in line 
with UHI PB actions on 

Staffing (recs 7-9) 
NHC LEAN systems 
evaluation exercises 

commenced in Jan 20.    

Support and advice to Support Staff 
participating in the National JE scheme 
exercise 

Principal + AD 
Corp Services 

Ongoing to 
scheme 

completion 
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North Highland College Risk Register  2018/2019 
  

Board Committee 
 
Finance & General 
Purposes Committee 
(F&GP). 

Risk Area 6 : Facilities. 
We aim to provide safe and secure Facilities which will fully 
support our students and staff in achieving their goals. 

Risk Owner(s): Director of Finance and Corporate Services  Likelihood of change in 
residual risk:  
1 very likely to fall,  5 likely 
to remain the same, 10 
very likely to rise 
1-4 Green likely to fall 
6-10 Red likely to rise 

5      

 
 
 

5      

4      4      

3      3      

2      2      

1      1      

0 1 2 3 4 5 0 1 2 3 4 5 

                               

Un-mitigated Position                   Mitigated Position 

5  

Elements of risk: Failure to; 

  
6.1 Provide a high-quality MODERN estate fit for 21st century learning, teaching and 
research. 
6.2 Provide an accessible, secure, safe and sustainable Estate which is COMPLANT with 
relevant statutory regulations. 
6.3 Maintain an accurate and up-to-date ASSET REGISTER. 
6.4 Ensure our ICT equipment is up-to-date and fit-for-purpose. 
6.5 Ensure institutional, personal and sensitive DATA and/or SERVICES are not 
disrupted, corrupted, lost, stolen or misused through the actions of internal/external 
individuals or agencies. 
6.6 Secure sufficient funds to cover the capital MAINTENANCE needs of the College. 
6.7 Ensure the college is GDPR compliant 

Existing controls or other actions to manage risk: 

 UHI Partnership Estates Strategy 

 NHC Estates Strategy & campus development plans. 

 NHC Carbon Management plan. 

 NHC Health & Safety Committee and Fire Safety Committee planning, monitoring & review.. 

 Appointment of specialist Facilities/H&S management support personnel. 

 UHI/College Library & Information Services Strategy. 

 UHI Data Security Policy and IT Security Group membership. 

 UHI /NHC ICT Acceptable Use policy 

 NHC Leaner Council; action plans. 

 NHC ICT Users Group 

Existing information or procedures indicating how well risk is being managed: 

 UHI Estates prioritisation reports and listings. 

 Reports to stakeholders on campus development planning. 

 Directors’ reports to PRG and F&GP committee. 

 SFC Estates condition surveys. 

 Internal Audit reports to A&RM committee. 

 Leaner Council updates. 

 NHC Budget monitoring. 
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Actions planned to reduce or remove the 
impact or likelihood of the risk 

Who When 
 

Completed (3) 

Implementation of Internal Audit action plan to 
help ensure compliance with GDPR legislative 
requirements. 

PRG To be completed 
by 1st Apr 20. 

 Revised 
completion 

date 31st July 
2020. 

Learner Council involvement in Estates 
development planning 

Dir LTQ and Q&LE 
Co-ordinator 

Ongoing 2019/20  

NHC ICT Support staff engagement in UHI 
data security and management training. 

Dir BD (now ADCS). Ongoing 2019/20 Cyber 
Essentials 

accreditation 
achieved 

NHC Dornoch campus development plan 
implementation 

PRG + Project 
Board 

Projected 
completion Sept 

2020 

 Revised 
completion 

date Jan 2021. 

NHC Thurso campus development plan 
implementation 

PRG TBC 
(Funding 

permitting) 

 Being re-
calibrated as 
part of NHC 

Estates review 
exercise. 

Backlog Maintenance funding used to address 
priority requirements 

Dir F&CS Ongoing as per 
funding 

allocations 

 Increase in 
SFC Backlog 
Maintenance 

funding 
allocation for 

20/21.  
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North Highland College Covid-19 Risk Register 2020  

Risk Area: 1 Curriculum. 

The College will refresh and grow its provision by continually improving established courses and introducing new programmes in 

response to the needs of our students and stakeholders. 

Risk Owner(s): Director of Learning & Teaching  

 

Element of 
Risk  
 

Specific Risk 
 

Mitigations 
 

Likelihood 
 

Impact Score Comments 

Meet the 
expectations 
of FUNDING 
agencies 
 

a) Failure to meet FE credit target 
and maximise HE FTEs due to 
reduction/suspension of Equine 
Flexi-learn provision and other 
anticipated activity 
 

Where possible, CLs to lead opportunities to 

generate planned credits.   

Director of BD working with CL and Equine 

Flexi Course Team to evaluate options for on-

line delivery. 

Director of F&CS including this in the NHC 

register of Covid-19 business impacts (as 

required by SFC). 

School Link Lead to consider feasibility of 

school link inductions for 2020/21 in June with 

local authority contacts 

5 2 10 19/20  FE & 
HEC targets 
not met. 
  
 

 b) Failure to meet requirements of 
Education Scotland and SFC re ROA 
measures and quality monitoring 
activities 

Some FAQs provided by SFC but further 
advice/guidance awaited 
 

5 1 5   College 
complying 
with SFC/Ed 
Scot guidance 
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Utilise 
modern and 
innovative 
practices to 
grow and 
provide high 
QUALITY and 
ACCESSIBLE 
learning 
opportunities 
 

c) Inability to provide adjustments 
to learning and teaching for remote 
study particularly some practical 
subjects e.g. welding 

  

Course teams complete course audit to 
identify gaps/challenges for remote delivery 
and consider alternative delivery options e.g. 
VLE, video. 
  
NHC IT to provide staff with access to 
laptops and/or resources to support 
development and delivery of remote L&T  
  
UHI to provide sharing of current 
Brightspace FE materials across UHI partner 
staff; awarding bodies providing free access 
to resources 
  
Staff access to resources/webinars provided 
by EDU to develop skills in remote L&T 
delivery and use of VLE 

 

4 4 16 High risk for 
some 
programmes 
 
Plans for 
RTW taking 
account of 
practical skills 
development 
priorities. 
 

 d)  Failure of students to engage with 
staff or ability to access reliable IT to 
support their learning 
 

Issue college laptops to students for 
completion of course work 
 
Maintenance of regular contact between 
teaching and support staff with all students 
from teaching staff with students, particularly 
vulnerable students (see also support 
services) 
 
UHI LIS advice on working from home and 
access to IT helpdesk for staff and students  
Maintenance of regular contact between 
teaching and support staff with all students 
from teaching staff with students, particularly 
vulnerable students (see also support 
services)  

UHI LIS advice on working from home and 
access to IT helpdesk for staff and students 

 

3 4 12 High risk for 
some 
students 
 
All staff and 
students 
equipped for 
home 
working/study. 
 
Student 
engagement 
patchy on 
some FE 
courses  
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Maintain or 
improve the 
college's 
position on 
published 
regional and 
national PIs 
 

e) Failure to complete delivery and 
assessment of college programmes 
 

Colleges Scotland, SDS and SQA working 
group to develop guidance to sector to 
support alternative assessment models, 
grading and resulting of students/UHI  
develop alternative assessment for degree 
programmes 
  
Course teams complete course audit to 
identify gaps/challenges for remote 
assessment; plan and implement alternative 
assessment arrangements where possible. 
  
Support for learning team to devise and 
implement alternative learning and pastoral 
support arrangements for students 

 

3 4 12  Alternative 
assessment 
regulations 
now being 
implemented. 
 
Student 
support being 
provided 
remotely by 
SfL Team. 
 

 f) Failure of students to complete and 
pass individual programmes and 
progress to further study or 
employment 
 

Course teams to carry out audit of individual 
student progress and identify gaps in 
achievement;   
  
Course teams to consider, and document, 
alternative candidate evidence for the 
relevant qualification to assess, for each 
student whether learning outcomes have 
been met. 
  
Course teams to plan alternative 
arrangements for learning, teaching and 
assessment when conditions allow where 
students are unable to demonstrate 
achievement of outcomes as a direct 
consequence of the college closure. 
  
Registry and teaching to staff to follow 
revised awarding body guidance to enter 
and result students 

 

3 4 12  UHI 
Progression 
guidance 
devised and 
being 
implemented. 
 
Significant 
reductions in 
some FE 
course 
achievement 
rates 
anticipated. 
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Risk Area 2 : Services 

  
The quality and reputation of our student services will help make us the student destination of choice. 
 
Risk Owner(s): Directors of L&T and BD 
 

Element of 
Risk  
 

Specific Risk 
 

Mitigations 
 

Likelihood 
 

Impact Score Comments 

Meeting the 
needs of our 
students during 
all stages of 
the learner 
journey 
 

a) Reduced recruitment for 
2020/21 due to e.g.  student 
inability to complete 
programmes, reduced 
marketing events, confusion 
with entry requirement, 
potential for poor learning 
experience 

Development of UHI/NHC communications 
strategy for current and potential new 
students e.g. websites, social media, keep 
warm comms 
  
Developing alternative marketing events 
using available technology e.g. virtual open 
days 

 

3 4 12 New UHI 

20/21 

Recruitment 

& 

Engagement 

strategy 

devised and 

implemented. 

 b) Inability to provide range of 
student support services 
remotely including overseeing 
student welfare, the 
processing of student 
funding/payment of 
fees/student support 
 

New arrangements to provide counselling 
and mental health support for students 
studying remotely in place.  
Promotion of arrangements to contact 
student services via established 
communication channels, e.g. social media, 
college/UHI website, FAQs  
Development of alternative arrangements for 
processing of student applications, including 
remote interview e.g. telephone, Skype  
Remote services set up for processing 
student funding and FAQs on college 
website 

2 4 8  No major 
problems 
reported. 
 



        ARM0820/11 

6 
 

Revised arrangements to provide student 
learning and pastoral support remotely  
Quality team supporting staff in 
implementing alternative arrangements for 
key quality processes and revised awarding 
body guidance  
Free access to premium library resources 
opened up 

 

 c) Failure to plan for new 
student cohort resulting in poor 
student experience in 2020/21 
 

Development of online induction materials 
Develop and implement revised admissions 
process for student applications and 
progression 

 

3 4 8 New Virtual 

open-day 

arrangements 

being 

implemented. 

 d) Failure to maintain the full 

range of college services when 

operating remotely 

 All support service teams to develop and implement 

BC plans for remote working which will be monitored 

by the College’s EMT. 

2 3 6 No major 

problems 

reported. 
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Risk Area 3 : Research. 
 

Our Research will be sustainable, widely recognised and will focus on meeting the key targets of the University of the Highlands & 
Islands. 
 
Risk Owner(s): Director of the ERI. 

Element of Risk  
 

Specific Risk 
 

Mitigations 
 

Likelihood 
 

Impact Score Comments 

Increase the 

COMMERCIALISATI

ON of our research 

and knowledge 

transfer activities. 

 

Failure to maintain 
research, teaching 
and commercial 
incomes at levels that 
support current ERI 
activity, including 
PhDs 
 

• Contribute to UHI-wide research Risk-
Assessment process with VP Research and 
Impact 

• Contact funding bodies to ensure common 
understanding of any expected changes in 
delivery, timescales or payment schedules as a 
result of COVID -19, allowing ERI to align 
resources accordingly (with NHC Finance and 
UHI Grants and Contracts) 

• Ensure all invoices and project claims are 
processed and submitted to funding bodies 
(including INTERREG projects) on time/ to 
budget 

• Where possible, adapt research, project and 
teaching activity to on- line/ virtual delivery to 
maintain output, allowing planned income to be 
drawn according to payment schedules (with 
project Partners) 

• Enhanced promotion online teaching/ courses to 
ensure current level of teaching income is 
secured (with NHC and UHI Marketing Teams) 

3  5 15  
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• Support commercial client needs as far as 
possible through regular contact, and by 
realigning staff resource to address backlog of 
analyses/ restore predicted income level when 
labs reopen (with Commercial Clients) 

• Review planned external costs, defer or reduce 
appropriately where doing so would have 
positive impact on overall budget 

Deliver 

EXCELLENCE in 

our environmental 

research 

Failure to progress or 
complete PhD 
programmes  
 

• Adaptation of supervisory arrangements and 
periods of registration (project / student specific; 
with external Supervisors and funders) 

• Where possible, adaptation or refocussing of 
programmes of research (project / student 
specific; with external Supervisors and funders) 

• Clear documentation of impacts in Progress 
reports (with RDC and GradSchool) 

• Fieldwork contingency planning (e.g. flexibility in 
schedules, analysis of existing datasets, re-
ordering project where possible or potentially re-
focusing project). 

• Engagement with UHI GradSchool on mitigation 
strategies (with GradSchool) 

• Enhanced online activity e.g. conferences via 
online platforms, online training etc). 

3 4 12 Maybe no 

change on 

overall 

score but 

individual 

impact is 

high 

 Ability to undertake 
lab and field work 
(including subsequent 
risks to research 
outputs and REF; 
PhD progression and 
income generation) 
 

• Where possible, re-schedule or re-profile activity 
(with Funders, Collaborators, Partners)  

• Monitor and record impacts, and explore 
adaptation (with UHI, Funders and reported to 
funder via UHI, options for extensions are 
explored 

• Where possible, redeploy staff (e.g. data entry, 
written work) and encourage upskilling (online 
learning) 

5 5   25 Risk here is 

increasing   
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• Encourage staff to take up unused annual leave 
now to be able to resume field/lab activities 
when possible  

• Where activity is reliant on appointment or 
recruitment, seek postponement or extensions 
as appropriate  

• Mitigation / adaptation to minimise financial risks 
- see Specific Risk 1.  

• Mitigation / adaption to PhD activity, supervisory 
and training arrangements – see Specific Risk 2. 

 

 Impact on travel and 
mobility (including 
staff and student 
mobility e.g. 
ERASMUS; 
conferences and 
training; project 
partner meetings; staff 
and student 
recruitment etc) 

• Monitor and, where possible, adapt to 
Government (UK and Scottish) and intuitional 
(UHI and NHC) guidance and advice 

• Suspension of new, and adaptation of current 
mobility activity ensuring welfare of students is 
to the fore (with external Partners) 

• Where possible, reschedule travel, or use VC 
platforms to maintain activity 

• Record and report unrecoverable expenditure 
(with NHC finance) 

• See also Specific Risks 1-3 above 

4  3 12   Impact/ risk 

reducing.  

Enhance our student 
experiences through 
RESEARCH-
INFORMED 
TEACHING 
 
(Impact on the ERI’s 
ability to teach) 

Students do not 

complete the 

necessary 

assessments to allow 

progression to the 

next level. As a result 

students may have to 

repeat a year 

(financial 

implications). 

• Various strategies in place to allow all students 
to receive any remaining teaching and complete 
assessments or alternative assessments.   

3 4 12  
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 Final students do not 

complete the 

necessary 

assessments 

(especially their 

dissertations) to allow 

graduation. As a 

result, students may 

have to repeat part of 

a year (financial 

implications). 

• With respect to the dissertation, at the moment, 
we are hoping that the students who have not 
completed their laboratory or field work will be 
able to complete this over the summer for 
submission to the resit board in August.  If, in 
time (say the end of April), this does not look 
feasible then alternative projects (not requiring 
fieldwork or laboratory work) would need to be 
defined for these students. 

3 3 9  

 Students disengage 

from the 

college/university 

completely and do not 

return. Our 

undergraduate 

programmes contain a 

significant practical 

element which 

students will miss.   

We find it difficult to 

hang onto students at 

the best of times, so 

this may well become 

an issue. 

• Keep in touch with students. Keep them 
updated. Reassure students. 

3 3 9  

 Fail to recruit new 

students next year. 

• With potential students directly experiencing a 
completely new way of life it is likely they may 
look on the world with new eyes. This could go 
either way. Making sure we ae out there with our 
message is the best we can do.  

4 4 16  
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 Increased competition 

for online students. 

• Many organisations (or at least parts of 
organisations) have not fully embraced online 
technology for teaching.  In the current situation 
many organisations have managed to move 
their teaching online very quickly.  They now 
realise that this isn’t rocket science and will 
likely maintain and develop this further even 
after current restrictions. We will need to stay 
ahead of the game, or at least make a case that 
we are, in areas where this is important.  

4 4 16  



        ARM0820/11 

12 
 

Risk Area: 4 Finances. 
 

To improve our financial standing by securing new sources of income, making best use of our resources and by managing risk effectively 

 

Risk Owner(s): Director of Finance and Corporate Services 

 

 

Element of Risk  
 

Specific Risk 
 

Mitigations 
 

Likelihood 
 

Impact Score Comments 

Work with our 
stakeholders to reduce our 
dependency on SFC core 
funding by increasing 
income from 
ALTERNATIVE sources. 
 

Failure to maintain 
commercial income 
levels 
 

Dir BD early engagement with SDS, staff, 
students/apprentices and  employers 
 
Maintain strong communications with all above 
 
Support staff engaged in online and virtual 
deliveries 

5 5 25 Reduction in 

commercial 

income £38k. 

Reduction in 

Apprenticeship 

income >£80k. 

 Failure to attract 
financial support for 
key projects 
 

Work with funding agents and others to assess 
ongoing funding opportunities 
 
Maintain update knowledge on government 
plans for funds 

5 2 10  

Achieve student 
recruitment TARGETS 
(financial implications). 
 

Failure to meet FE 
credit target and 
maximise HE FTEs 
due to 
reduction/suspension 
of p/t provision and 
other anticipated 
activity 

  

Where possible, CLs to lead opportunities to 
generate planned credits.   
Director of BD working with CL and Equine Flexi 

Course Team to evaluate options for on-line 

delivery. 

5 2 10 See comments 

in Section 1 

Curriculum. 
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Director of F&CS including this in the NHC 

register of Covid-19 business impacts (as 

required by SFC). 

School Link Lead to consider feasibility of 

school link inductions for 2020/21 in June with 

local authority contacts 

Secure the funding 
necessary to support our 
contributions to the H&I 
Regional Outcome 
Agreement (ROA) /   

Failure to maintain 

the cash flows 

required to cover 

operational costs. 

Director of F&CS to monitor position and liaise 

with RSB/SFC on anticipated needs. 

4 5 20 Estimated total 

loss of income 

£300k, net 

£143k 

additional 

deficit this a/y. 
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Risk Area 5 : Staff. 
 
Failure to attract, retain and develop a workforce committed to our values and the achievement of our mission. 
 

Risk Owner(s): Principal + HR Manager 
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Element of Risk  
 

Specific Risk 
 

Mitigations 
 

Likelihood 
 

Impact Score Comments 

Health and Safety - 
Working from Home 
– Employee 
Effectiveness 

Motivation waning due to 

isolation and communications 

issues. 

Line Managers to maintain effective keeping 

in touch arrangements and provide direction 

for workloads.  HR to tap into National trends 

and mitigations.   

2 3 6 K.I.T. 

measures 

implemented. 

 Time Management (children, 

lack of routine). 

Full mitigation unlikely.  Communications to 

provide support in managing expectations for 

employee circumstances.  LMs to provide 

feedback to EMT to enable EMT/PRG to 

determine appropriate future actions. 

3 3 9 LMs asked to 

be flexible. 

 Some issues 

noted in Staff 

survey. 

 Maintaining reasonable levels 

of workload 

LMs to monitor and provide feedback to 

EMT/PRG to determine appropriate future 

actions. 

3 2 6 Ongoing  

matter of 

concern. 

Health and Safety - 
Working from Home 
– Physical Wellbeing 

 

DSE and other ergonomic 

factors becoming harmful the 

longer the homeworking lasts 

LMs to monitor and report to HR all issues as 

early as possible. 

 

HR to monitor and assess whether 

interventions are essential.  Decisions on 

essential (travel/transportation of equipment) 

can be made to reflect the circumstances.  If 

no justification, employee can be placed on 

SPLWP. 

2 3 6  Matter 

covered in 

Staff survey. 
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Health and Safety - 
Working from Home 
– Employee 
Wellbeing 

Isolation, anxiety, stress, 

illness 

LM to ensure strong keeping in touch 

arrangements implemented.  College to 

provide adequate information to all staff to 

minimise isolation and linked issues, eg – 

access to counselling (BWW). 

3 3 9 Guidance 

repeatedly 

given to staff 

on this. 

Payroll Issues Technological or other issues 

prevent HR/Finance staff from 

implementing accurate 

payroll.  Likewise. Employees 

unable to follow established 

business processes to ensure 

their pay is accurate. 

Both teams have tested out business 
continuity procedures.  Technology and 
processes both being successfully managed 
from home.  March payroll implemented with 
no unforeseen problems.  In exceptional 
circumstances, other options are available 
 

o Identifying a space in College where 
technology is more reliable – providing 
lockdown processes are relaxed. 

o Paying “facsimile payments” to all 
employees (based upon previous 
month) and resolving issues by 
reporting/exception. 

2 5 10 No major 

issues 

reported. 

Communication with 

staff 

Remote working reduces the 
amount and quality of face to 
face 
communications.  Important 
instructions and messages 
can be ignored/overlooked. 

LMs to ensure communications channels 

remain effective and that they take personal 

responsibility to reinforce management 

decisions and messages. 

3 3 9 No major 

issues 

reported. 

Direct Risk from 

COVID 19 

High volumes of staff are 

affected seriously enough by 

the virus to preclude them 

from working at key times. 

BC Plans and national policies (lockdown) 
already in place.  No early evidence that 
these are not working effectively for the 
College employee group. 

2 4 8  Very limited 

exposure 

reported to 

date. 
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Risk Area 6 

Facilities. 

We aim to provide safe and secure Facilities which will fully support our students and staff in achieving their goals. 

Risk Owner(s): Director of Finance and Corporate Services  
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Element of Risk  
 

Specific Risk 
 

Mitigations 
 

Likelihood 
 

Impact Score Comments 

Ensure our ICT 
equipment is up-to-date 
and fit-for-purpose. 
 

IT Hardware failures - college laptops 

(home use) 

Ensure staff are briefed on best 

practice whilst using IT 

equipment at home (no backup 

solution as no more laptops 

available) 

3 5 10   Significant 

procurement of 

new 

equipment 

completed  

 UHI data networks and wider internet-

based systems lack capacity and 

resilience to withstand very high 

increases in usage locally, regionally & 

nationally. 

Increased monitoring by UHI LIS 

with actions to increase 

capacities where appropriate and 

possible.   

Guidance to staff on reducing 

band-with usage when on VC 

and other data rich applications. 

3 5 15 Specific 

actions taken 

(eg VPNs) to 

address 

particular 

problems 

which have 

arisen. 

Ensure the college is 

GDPR compliant 

GDPR considerations for data 
distributed or held off site/printed or on 
own laptops  
 

DP impact assessments needed 
  - Housekeeping guidance to be 
issued to all. PRG to discuss and 
agree a set of actions for all staff 
 

3 5 15 On going. 

Ensure institutional, 
personal and sensitive 
DATA and/or SERVICES 
are not disrupted, 
corrupted, lost, stolen or 
misused through the 

Increased Cyber security threats during 

period of disruption to normal business 

operations. (eg Malware, Phishing, 

email scams etc) 

Increased security and 

monitoring of UHI network 

systems by UHI LIS. 

3 5 15 Increase in 

email scam 

traffic noted. 

 



        ARM0820/11 

19 
 

 

actions of 
internal/external 
individuals or agencies. 
 

Increased guidance to staff on 

secure use of ICT based data 

and resources  

Staff guidance 

issued. No 

major 

problems to 

date. 

Provide an accessible, 
secure, safe and 
sustainable Estate which 
is COMPLIANT with 
relevant statutory 
regulations. 
 

Failure to carry out safety-related 

maintenance (legionella testing, PAT, 

wiring checks) 

Failure to ensure staff and contractors 

on site follow social distancing rules, 

Failure to oversee the welfare of 

students using UHI accommodation. 

Make decision subject to latest 

Govt and UHI direction re staff on 

site Water checks 

Check re lone working and legal 

requirements for PAT testing and 

electrics 

Fire safety guidance to be issued 

to staff on site. 

Implement UHI Covid-19 

residency policy requirements 

and student support services. 

4 4 16 On-going. 

No major 

issues to 

report to date. 

Provide a high-quality 
MODERN estate fit for 
21st century learning, 
teaching and research. 
 

Delay to Burghfield campus project site 

works. 

Close monitoring of Govt 

guidelines construction sites 

operations. 

Regular communications 

between Project Team and Main 

Contractor. 

Contingency planning with 

curriculum leaders for 20/21 

Dornoch campus provision. 

5 4 20 Site 

construction 

work 

suspended. 

Significant 

delays to 

project 

completion 

expected. 


