
Audit and Risk Management
Committee
Wed 24 November 2021, 17:00 - 18:00

Microsoft Teams

Agenda

1. Apologies for absence

2. Declarations of interest

Members are invited to declare an interest, either financial or non-financial, in any item on the agenda.  Members are reminded
that they may make such a declaration at any time during the meeting.

3. Minutes of the Previous Meeting of the Committee

There is circulated report ARM1121/03 comprising the minutes of the Meeting of the Audit and Risk Management Committee
held on 18th August 2021.

The Committee is invited to approve the draft minutes. 

 3. ARM-Min 18.8.21.pdf (7 pages)

4. Action Sheet

There is circulated report ARM1121/04 comprising the Action Sheet following the meeting of the Committee on 18th August,
2021.

The Committee is invited to note the progress on the outstanding actions

 4. ARM Actions.pdf (1 pages)

5. Internal Audit Action Tracker

Roddy Ferrier

There is circulated report ARM1121/05 by the Director of Finance and Audit on outstanding Internal Audit Actions

The Committee is invited to note the position.

 5.1 ARM IntActionTracker .pdf (6 pages)
 5.2 ARM. NHC-ARM_Audit-Action-Plan_ V2.27.pdf (18 pages)

6. Internal Audit - Cyber Security

Roddy Ferrier

There is circulated report ARM1121/06 by the Director of Finance and Audit inviting the Committee to reconsider including
Cyber Security as a piece of work for Internal Audit at present.

It is recommended that the Committee reconsider Internal Audit priorities after the UHI IT Director and Inverness IT Manager
have addressed the Audit Committee on the Cyber Incident. 

 6. ARM CyberSecurityAudit Committee 1 (003).pdf (2 pages)
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7. Internal Audits

Roddy Ferrier

There is circulated report ARM1121/07 by the Director of Finance and Audit presenting to the Committee Internal Audit Reports
on Credits; Student Funding; and Educational Maintenance Allowance. The Committee is reminded that under current sector
governance, these three areas require to be audited annually. 

The Committee is invited to note the terms of the Internal Audit Reports. 

 7. ARM - Internal Audits .pdf (2 pages)
 7.1 ARM Credits Audit.pdf (19 pages)
 7.2ARM Credits Signed Certificate.pdf (1 pages)
 7.3 ARM Student Support Funds Audit.pdf (11 pages)
 7.4 Ed MaintAllow Audit.pdf (9 pages)
 7.5 ARM Ed MaintAllow SgdCert.pdf (1 pages)

8. External Audit Action Tracker

Debbie Murray/ Roddy Ferrier

There is circulated report ARM1121/08 comprising the External Audit Action Tracker. 

The Committee is invited to note the progress on the outstanding External Audit actions

 8. ARM-ExternalAuditActionTracker.pdf (6 pages)

9. Risk Register

Debbie Murray

There is circulated report ARM1121/09 by the Principal comprising the Risk Register. 

The Committee is invited to consider and approve the Corporate Risk position. 

 9. ARM NHC_Risk-Register_.pdf (1 pages)

10. Risk Management Policy

Debbie Murray

There is circulated report ARM1121/10 by the principal providing the Committee with a newly developed Risk Management
Policy aligned to support the UHI single policy environment, and including the risk appetite statement.  

The Committee is invited to approve the new Risk Management Policy

 10 ARM RMP Nov 2021.pdf (2 pages)
 10.1 ARM NHC Risk Management Policy 2021.pdf (7 pages)

11. Freedom of Information Request Report

Fiona Sinclair

The Committee is invited to note that there are currently no outstanding Freedom of Information requests, and that three
requests have been received and have received responses following the last meeting of the Committee.

The Committee is invited to note the position. 

12. Private meeting with External Auditors

The members of the Audit and Risk Management Committee are invited to meet in private with the representatives of the
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External and Internal Auditors without any members of the Executive Group being present.  The Executive Group are
respectively asked to leave the meeting at this time. 

13. Response to External Auditor Enquiry dated 13 August 2021

Roddy Ferrier

There is circulated report ARM1121/13 comprising annual letter of enquiry from Stephen Reid, Audit Partner on behalf of Ernst
& Young LLP, external auditors, requesting details of management processes and arrangements.  Responses on behalf of the
Committee Chair have been noted on the letter. 

The Committee is invited to note and approve the responses provided by the Chair of the Audit and Risk Management
Committee on behalf of the College.

 13. ARM ResponseChairExtAudit.pdf (6 pages)
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FINAL COPY DRAFT MINUTES OF THE 
MEETING OF THE AUDIT & RISK MANAGEMENT COMMITTEE

held on Wednesday 18th August, 2021 at 16:00 over Microsoft Teams

Present Mrs Shona MacDougall – Chair 
Mr David Beaton – Vice Chair 
Mr Jim McGillivray
Mr Ian MacEachern 
Ms Anna McInnes 
Mr Ken Wong (co-opted member)  

In attendance Ms Debbie Murray, Interim Principal 
Mr Roddy Ferrier, Director of Finance and Estates
Mrs Anne Bremner, Director of Learning, Teaching and Quality
Mrs Fiona Sinclair, Secretary to the Board
Mr Scott McCready of Internal Auditors, Wylie & Bisset LLP

1 Welcome and Apologies

Mrs MacDougall welcomed members to the first meeting following her appointment as Committee 
Chair.  Apologies for absence were intimated on behalf of Rob Jones of External Auditors, EY.  

2 Declarations of Interest

Members were invited to submit a declaration of interest in any item on the agenda.  Members 
were reminded that a declaration could be made at any point throughout the meeting as 
appropriate.  No declarations of interest were made.       

3 Minutes of the previous meeting – 18th May, 2021

There were circulated for approval draft Minutes (Report ARM/0821/03) of the Meeting of the 
Audit and Risk Management Committee held on 18th May, 2021.  The minutes were held as read 
and were approved on the motion of the Chair seconded by Mr McGillivray.  
  

4 Actions arising from the previous meeting.

There had been circulated a note of the outstanding actions (Report ARM0821/04) from the 
Meeting held on 18th May.  The Committee noted the following outcomes: 
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REPORT REF ACTION & RESPONSIBLE PERSON STATUS
ARM/0520/
01

Corporate Risk Register - The Principal is 
to explore the Corporate Risk Register to 
acknowledge unmitigated risks, with a trial 
register to be circulated to Committee 
when this exercise is complete. It was 
agreed to leave this action in place 
meantime   - Principal

Completed – the draft corporate 
risk register had been circulated 
to the Committee at Item 10 of 
the agenda.

ARM0521/06 Internal Audit reports – 
1. Board Secretary to refer the report on 
Staff Wellbeing and Mental Health to HR 
Manager for discussion at HR Committee; 
2. Director of Learning, Teaching and 
Quality to add the outstanding actions to 
the internal audit action tracker

Completed

Completed

Matter arising from the Minutes of the 18th May Meeting - the Director of Learning, Teaching and 
Quality reported in relation to the Follow-up Section at Item 7 of the Minutes of the May meeting 
of the Committee, and the concern previously expressed by Committee, that she had asked Wylie 
and Bisset for some benchmarking on Follow-up figures from other Wylie and Bisset client colleges.  
Mr McCready explained that he had compared the percentages of fully implemented and partially 
implemented recommendations with three other Scottish Colleges from the Wylie and Bisset client 
base.  

Decision:- The Committee (a) noted that although only limited conclusions could be drawn from 
the Benchmarking exercise, given the variety of recommendations made in audit reports, it 
appeared that NHC was on a broadly similar footing to other colleges in terms of the numbers of 
recommendations noted as fully and partially implemented in Follow-up audit reports; and (b) 
noted that the Executive team continue to focus on completing the partially completed audit 
recommendations.  

5 Annual Internal Audit Report 2020-21
There had been circulated report (ARM0821/05) providing the Committee with the statutory 
annual internal audit information that is required to be submitted to the Scottish Funding Council.  

Mr McCready referred to his report and explained that Wylie and Bisset had concluded that North 
Highland College had in place adequate and effective risk management, control and governance 
processes to manage its achievement of the College’s objectives at the time of their audit work, 
stating that in their opinion, the College has proper arrangements to promote and secure value for 
money.

In response to a question from members Mr McCready advised that the fact that Follow-up audits 
concluded that there were outstanding actions from previous audit reports in 2019 did not give 
cause for concern when in each case, implementation of the audit recommendations is in progress.  
He said that had there been cases when no action had been taken there may have been cause for 
concern but he is comfortable that implementation is ongoing and will be achieved.  

In response to a question as to why there had been three deferrals on completion of a 
recommendation in relation to contract capture forms, the Director of Learning, Teaching and 
Quality explained that the apparent delay arose due to challenges arising from setting up the 
Shared Finance Service arrangement between NHC and Inverness College, followed by the Covid-
19 situation and the cyber incident.  The Director of Finance explained that savings in excess of 
£100,000 had arisen from the Shared Service arrangement, although a satisfactory staffing 
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structure was not yet in place.  There had also been significant difficulties in relation to information 
management, and making staff confident using new document management systems following on 
from the cyber incident 

Decision:  The Committee (a) approved the annual audit report for 2020/21 from internal 
auditors, Wylie and Bisset, noting that the UHI Internal Auditor had confirmed that the wording 
of the assurance statements in the annual report was satisfactory; (b) noted the importance of 
statutory audits and commended the work of the support teams whose work led to some of the 
audit reports having no recommendations; and (c) noted that in future the Executive Team will 
take care to fix realistic timescales for implementing audit actions and recommendations.
                                                                                                                         

6 Internal Audit Plan 2021/22
There had been circulated report (ARM0821/06) providing the Audit and Risk Management 
Committee with information to enable an informed decision to be made on internal audit activity 
for the year 2021/22.  

It was noted that in addition to the statutory audits to be covered in 2021/22, additional suggested 
areas for 2021/22 for consideration are Cyber security;  Budgetary and Financial Reporting; and    
Fraud, Theft and Bribery.  These three areas had been recommended by the Executive Team.  

The Director of Finance and Estates cautioned that he had started work preparing the main budget 
in February 2021 just before the cyber incident.  He expressed concern that he had been required 
to rush much of the budgetary work into a short space of time following the recovery of certain 
documents after the cyber incident in order to produce a budget on time.     

The Principal explained that although the UHI Learning and Information Systems Team have some 
responsibility for bringing IT services to NHC, the services within the NHC buildings are wholly 
operated by NHC.  Accordingly, there is a lot for NHC to gain from a cyber security audit.  

In conclusion, the Director of Learning, Teaching and Quality explained that audit services are 
procured for 22 days per year, and that it is open to the Committee to procure additional days at a 
fixed daily rate if members wished to add items to the plan.  Furthermore, there was a degree of 
flexibility within the plan and if a review has not been started, any particular audit can be postponed 
and replaced in the current year’s plan by another audit.  

Decision: - Noting the flexibility in the Audit Plan, and the possibility of procuring additional days 
of audit services, the Committee approved the draft annual internal audit plan, and agreed the 
suggested areas for internal auditors to cover in the year 2021/22, in addition to the statutory 
audits, as Cyber security, Budgetary and Financial Reporting,    and    Fraud, Theft and Bribery.    
 

7 Internal Audit Action Plan V2.27
There had been circulated report (ARM0821/07) by the Director of Learning, Teaching and Quality 
providing committee members with monitoring information on the implementation of internal 
audit actions.  

The Director of Learning, Teaching and Quality explained that the report is a monitoring document 
introduced for the Committee a few years ago in a format agreed with the Committee.  Any 
recommendations in audit reports are given a Red, Amber or Green rating, equating to High, 
Medium or Low, and are included in the Audit Action Plan until such time as the actions are 
completed.  If the Committee don’t agree with the RAG rating they can change it, and rating levels 
may be amended as circumstances change too.  Internal audit reports all receive a management 
response, and implementation dates are negotiated with the internal auditors.  
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During discussion, the Committee welcomed the internal audit tracker, welcomed the fact that the 
RAG rating for each recommendation can be discussed and varied, noted the impact of covid on 
timescales, and sought assurances that the timescales in the Action Plan are reasonable and 
achievable.  

In response to a question on the GDPR action being amber rather than red, the Director of Learning, 
Teaching and Quality explained that no personal data had been lost in the cyber incident, and there 
has been a huge reduction in paper records retained, all documents now being stored on a cloud 
based system with file maps being created.  

Decision:- The Committee approved the Internal Audit Action Plan V2.27, noted the assurances 
that the timescales given are reasonable and achievable, and approved the following revised 
completion dates as outlined in the report:
19/02 Procurement Rec 7 is revised to 31/12/21
19/01 Risk Management Rec 1 is revised to 30/11/21
20/01 Opportunity Management Recs 1, 2, 3, 4 and 5 are revised to 30/11/21. 

8 External Audit Action Tracker 
There had been circulated report (ARM0821/08) comprising the External Audit Action Tracker for 
consideration by the Committee.  by the Director of Learning, Teaching and quality providing 
Committee members with three internal audit reports completed as part of the Internal Audit Plan

The Committee Chair enquired about two outstanding actions from 2019, as follows:
(a) The College should undertake an exercise to fully update its assessment of compliance with 

the Code of Good Governance for Scotland’s Colleges drawing on best practice and support 
from UHI and partner colleges - Grade 2.  The Committee noted that the Principal and the  
Director of Learning, Teaching and Quality were shortly to meet with the Board Secretary 
to discuss the assessment document initially prepared by the Board Secretary with a view 
to completing the assessment of compliance before the next meeting of the Committee.

(b) The College should seek to finalise its implementation of recommendations around its 
previous assessment of Board effectiveness as soon as possible - Grade 1.  The Committee 
agreed that the Board Secretary would bring the action plan from the 2021 Effectiveness 
Review to the next meeting of the Committee. 

Action – 1. the Principal and the  Director of Learning, Teaching and Quality were shortly to meet 
with the Board Secretary to discuss the assessment document initially prepared by the Board 
Secretary with a view to completing the assessment of compliance before the next meeting of 
the Committee; 2. the Board Secretary would bring the action plan from the 2021 Effectiveness 
Review to the next meeting of the Committee. 
 

9 Freedom of Information Requests 
There had been circulated report (ARM0821/08) by the Secretary to the Board providing details of 
the time taken to respond to Freedom of Information requests during the period from April 2021.  
The Committee noted that all requests on the report had received timeous responses and that there 
were currently no outstanding Freedom of Information requests.    

10 Risk Register
There had been circulated report (ARM0821/10) by the Principal providing the Committee with 
monitoring information on all College risks identified in the Risk Register and providing the 
Committee with the new draft risk and opportunities register which will run alongside the current 
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risk register until such time as the new strategic plan is endorsed by the Board of Management.  
The Committee noted the current risk register, noting that no current risks had changed over the 
summer months.  

In relation to the new Risk and Opportunities register, the Principal explained that this followed the 
UHI partnership template, and had been compiled by the Principal in conjunction with the Senior 
Management Team.  Each element in the Risk and Opportunities Register had been categorised in 
the same way as in the new strategic plan, with a view to having a strategic risk register. Each risk 
had not yet been assigned an owner, although indicative scores and actions had been agreed.  It 
was noted that each area of the College, both academic and professional, would have its own 3-5 
year business (or operational) plan including operational risks.

The Principal requested feedback from the Committee members on the governance, style and 
format of the new document.  The Committee agreed that members would consider the draft risk 
and opportunities register and provide comments to the Board Secretary on style and format of the 
document by 25th August, following which the Committee Chair and Vice Chair would consider the 
comments and report back to the Principal.  

In response to a question from a member, the Principal agreed that the requirement at C.11 of the 
Code of Good Governance in relation to setting the risk appetite of the College, and requirement 
for a risk management policy would be picked up when the assessment of compliance with the 
Code is completed.  Mr MacEachern promised to send the Principal a form of words in relation to 
risk appetite for consideration by the Committee.    

Action – Committee members to consider the draft risk and opportunities register and provide 
comments to the Board Secretary on style and format of the document by 25th August, following 
which the Committee Chair and Vice Chair will consider the comments and report back to the 
Principal.  

11 Any other business  
Items of additional business were reported as follows: 

(a) Use of acronyms - In response to a request from new members it was agreed that the use 
of acronyms would be reduced in reports and that an acronym key would be a useful aid 
for new members 

(b) Director of Learning, Teaching and Quality – Mrs Bremner reported that this would be her 
last meeting of the Audit and Risk Management Committee as the Director of Finance is 
shortly to assume responsibility for Audit matters. 

(c) Review of papers – the Board Secretary said that she would welcome comments on the 
Committee papers and the meeting organisation should any member wish to make such 
comments.  

  There being no other business the meeting closed at 5.41 pm
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REPORT REF ACTION & RESPONSIBLE PERSON STATUS
ARM0821/04 Actions arising from Minutes - Executive 

team should continue to focus on 
completing the partially completed audit 
recommendations.  Executive Group

ARM0821/05 Annual Internal Audit Report - Executive 
team should continue to focus on 
completing the partially completed audit 
recommendations.  Executive Group

ARM0821/07 Annual Internal Audit Action Plan - 
approved the following revised completion 
dates as outlined in the report:
19/02 Procurement Rec 7 is revised to 
31/12/21
19/01 Risk Management Rec 1 is revised to 
30/11/21
20/01 Opportunity Management Recs 1, 2, 
3, 4 and 5 are revised to 30/11/21. 
Executive Group

ARM08221/10 Risk Register – Committee members to 
consider the draft risk and opportunities 
register and provide comments to the 
Board Secretary on style and format of the 
document by 25th August, following which 
the Committee Chair and Vice Chair will 
consider the comments and report back to 
the Principal.  

COMPLETED.  
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Information recorded in College minutes are subject to release under the Freedom of Information (Scotland) Act 2002 
(FOI(S)A).  Certain exemptions apply: financial information relating to procurement items still under tender, legal 
advice from College lawyers, items related to national security.  

Notes taken to help record minutes are also subject to Freedom of Information requests, and should be destroyed as 
soon as minutes are approved.

Status of Minutes Open  Closed  

An open item is one over which there would be no issues for the College in releasing the information to the public in 
response to a freedom of information request.  

A closed item is one that contains information that could be withheld from release to the public because an exemption 
under the Freedom of Information (Scotland) Act 2002 applies.  

The College may also be asked for information contained in minutes about living individuals, under the terms of the 
Data Protection Act 1988.  It is important that fact, rather than opinion, is recorded.  

Do the minutes contain items which may be contentious under the terms of the Data Protection Act 1988?
Yes  No  

Signed by the Chair _______________________________________

Date ___________________________________________________
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ACTION SHEET  
FOR CONSIDERATION BY

AUDIT AND RISK MANAGEMENT COMMITTEE – 24TH NOVEMBER, 2021

4
some

REPORT REF ACTION & RESPONSIBLE PERSON STATUS
ARM0821/07 Annual Internal Audit Action Plan - 

approved the following revised completion 
dates as outlined in the report:
19/02 Procurement Rec 7 is revised to 
31/12/21
19/01 Risk Management Rec 1 is revised to 
30/11/21
20/01 Opportunity Management Recs 1, 2, 
3, 4 and 5 are revised to 30/11/21. 
Executive Group

Will be discussed at Committee 
meeting on 24th November 
following updates from Principal 
and Director of Finance and Audit 

ARM0821/08 External Audit Action Tracker – 1. Principal 
and the  Director of Learning, Teaching and 
Quality were shortly to meet with the 
Board Secretary to discuss the assessment 
document initially prepared by the Board 
Secretary with a view to completing the 
assessment of compliance before the next 
meeting of the Committee; 2. the Board 
Secretary would bring the action plan from 
the 2021 Effectiveness Review to the next 
meeting of the Committee. 

1. COMPLETED – assessment 
completed in September 
2021

2. COMPLETED – updated 
document available for 
members to read on 
Governance Section of 
Admincontrol

ARM08221/10 Risk Register – Committee members to 
consider the draft risk and opportunities 
register and provide comments to the 
Board Secretary on style and format of the 
document by 25th August, following which 
the Committee Chair and Vice Chair will 
consider the comments and report back to 
the Principal.  Committee members, 
Principal

COMPLETED.  Risk Register now 
circulated and approved by Board. 

5
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Audit Committee

Title: Internal Audit Action Tracker

Meeting and date: 24 November 2021 

Author: Roderick M Ferrier, Director of Finance and Audit  

Link to Strategic Plan: Yes – monitors operational finance that links to strategic


Resource implications: Yes
If yes, please specify:

 Use of Internal Audit
Risk assessment: Yes If yes, please specify:

Financial: Yes
Operational: Yes
Organisational: Yes

Equality and Diversity 
Issues:

N/A

Status – Confidential / Non 
Confidential

Non-Confidential

Freedom of Information
Can this paper be included 
in “open” business

Yes 

If a paper should not be included within “open” business, please highlight below the reason.

Its disclosure would substantially 
prejudice a programme of research 
(S27)

☐
Its disclosure would substantially 
prejudice the effective conduct of public 
affairs (S30)

☐

Its disclosure would substantially 
prejudice the commercial interests of 
any person or organisation (S33)

☐
Its disclosure would constitute a breach 
of confidence actionable in court (S36) ☐

Its disclosure would constitute a breach 
of the Data Protection Act (S38) ☐

Other (Please give further details)
☐

For how long must the paper be withheld? 
(Express as either the time which needs to pass 
or a condition which needs to be met.)
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Executive Summary
I note Ref 19.02 two Recommendations on either me or the College’s Finance Manager. I would like 
to progress these but see the accompanying narrative.

The Finance Manager was appointed Shared Finance Manager in late December 2020. Both she and I 
have tried to progress restructuring the Shared Finance Team, but there have been a number of issues 
that has meant progress had been far slower than I would like. There have been various discussions 
with HR. Only now are we due to meet staff to advise of our proposals. 

Also, the Cyber Incident hit which has meant:

 Two payrolls now being hosted externally in the Cloud. This has included meeting Data 
Protection officer and data sharing agreements.

 Sun Accounts (Main Accounting Ledger) being hosted externally in the Cloud including again 
meeting Data Protection officer and data sharing agreements. The main ledger did not 
perform well when hosted externally. Finance efficiency took a real hit. 

 Following discussion with UHI IT Director and some senior IT staff the Sun Accounts ledger 
was brought back in-house. Its performance has been better since then.

 We have also had an upgrade of Inverness Payroll system – led by internal project Manager 
and latterly Finance Manager.

 In November we were advised that North Highland Payroll provider had been subjected to a 
Cyber Incident. Thankfully security has not been compromised, and we are still able to use 
their database. However, this has made us think of bringing back the hosting internally. 

All the above has sucked up time.

I still do not think at a Board level there is any appreciation of what it has been like working post Cyber. 
I had no access to ledgers for six weeks post Incident, getting others to access some reports for me, 
and at a senior level we ended up on the back-foot having lost weeks of time for the budget process. 
I blitzed North Highland’s whole budget process myself including staff budgets in about 1 week 
because of time pressures. Inverness is larger and takes more time; it was more advanced in progress 
compared to North Highland when the Cyber Incident hit. Once annual leave was taken post budget 
approval, we were into the year end accounts. 

The College’s Finance Manager manages the front lines (this is too much which is why we have been 
trying to get the restructure pushed). She also has large input into year-end and budget. She has had 
a lot of plate spinning and her time has been excessive. Both of us are tired. Inverness – this has been 
improved a lot, but there is still work to be done. In sum, the jobs for both of us are challenging 
enough, but Cyber Incident has had an effect and put us more on the back foot. I have been more 
concerned about paying staff, paying invoices, and have sound financial information, and if that has 
meant other parts of my job have suffered, then so be it. 

Appendix 1 give a bit of background to what has been going on regarding Finance Systems and their 
performance. 

Appendix 1

From: John Maher <John.Maher@uhi.ac.uk> 
Sent: 02 September 2021 17:08
To: Roddy Ferrier <Roddy.Ferrier@uhi.ac.uk>; Jem Taylor <Jem.Taylor@uhi.ac.uk>; Niall 
McArthur <niall.mcarthur@uhi.ac.uk>
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Cc: Martin Robinson <Martin.Robinson.ic@uhi.ac.uk>; John N Mackenzie 
<John.N.MacKenzie.ic@uhi.ac.uk>; Gillian Hossack <Gillian.Hossack@uhi.ac.uk>
Subject: RE: IT

Hi Roddy

I am more than happy to sit down to see how we can progress these issues and get to a point 
where you have a workable solution. My diary is open and I am happy for someone to schedule 
a meeting with me at a time that is suitable for all. 

“I am sending this email at a time convenient to me. I do not, however, expect you to 
respond just now. Please wait until it is convenient for you." 

Cheers 

John

From: Roddy Ferrier <Roddy.Ferrier@uhi.ac.uk> 
Sent: 02 September 2021 16:58
To: John Maher <John.Maher@uhi.ac.uk>; Jem Taylor <Jem.Taylor@uhi.ac.uk>; Niall 
McArthur <niall.mcarthur@uhi.ac.uk>
Cc: Martin Robinson <Martin.Robinson.ic@uhi.ac.uk>; John N Mackenzie 
<John.N.MacKenzie.ic@uhi.ac.uk>; Gillian Hossack <Gillian.Hossack@uhi.ac.uk>
Subject: IT

John – Gillian and I are working on two year-ends, so the next 6 weeks are going to be fairly 
demanding. 

Up till the Cyber Incident we had a reasonable system (not perfect) but at a top-level had access 
and reporting that was sound enough.

With the Cyber Incident the Accounting ledgers were then hosted by Kick the software 
provider. It was more footery, and had issues, and in discussion with Inverness IT we have 
brought it back in house.

However, there are still problems – I do find it is taking me longer with work and the way I 
can access data, review spreadsheets, copy and paste data, and other basic functions is just 
much more inefficient than before.

In discussion with Gillian, she asked John to put down some of the technical stuff, and also 
some things from her perspective. See below

Can I ask that Sun Accounts for Inverness College and North Highland College begins to rise 
in terms of prioritising from a top-level perspective? The speed of SUN and updating 
Sharepoint documents are key issues that need progressed and improved ASAP. 

Can I ask if Gillian and I could meet up with not just the Inverness IT side but you and Jem to 
see if we can discuss issues and how we can seek improvement? 

Many thanks

Roddy 
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From: Gillian Hossack <Gillian.Hossack@uhi.ac.uk> 
Sent: 01 September 2021 20:39
To: Roddy Ferrier <Roddy.Ferrier@uhi.ac.uk>
Subject: FW: Evidence for Roddy to take to UHI

Hi Roddy

Please see John’s comments below about SUN and the Technical Issues the Finance Team are 
dealing with.

From our operational side of things, everything is really slow, it is taking the team a lot longer 
to be able to do their daily tasks.  The system often freezes on staff and they need to reboot 
and/or contact John for help.  There’s also the Sharepoint issue where we are finding files are 
taking too long to sync/save and be available for other staff to use. I’m really concerned with 
how we will manage to produce a set of accounts in the next few weeks for NHC.

I would appreciate if you can escalate this at UHI to see if there are any resolutions. I am so 
grateful to John and wouldn’t be able to function as a team without his constant support.

Kind Regards      

Gillian

Gillian Hossack

Finance Manager

Shared Finance Service 

 

From: John N Mackenzie <John.N.MacKenzie.ic@uhi.ac.uk> 
Sent: 01 September 2021 20:27
To: Gillian Hossack <Gillian.Hossack@uhi.ac.uk>
Cc: Martin Robinson <Martin.Robinson.ic@uhi.ac.uk>
Subject: RE: Evidence for Roddy to take to UHI

Hi Gillian

I’ll try and keep it brief 😂

The finance system is made up of several applications and an add in for excel, these 
applications are designed to be installed and run on “desktop” computers by that I mean a 
windows computer or laptop. They also have a servers which they need the network to connect 
too.

When covid came along, we still ran the applications on computers and connected to the servers 
by “extending” the network in to peoples homes using a VPN (A downside of that being 
performance is very dependent on the performance of peoples home internet connections) Also 
the VPN we used then does not meet the security requirement we have now.

Many of the reports / files that were output from the syste were stored on files servers that 
could be easily accessed via Windows files explorer.

4/6 12/99
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We were in the process of moving to SharePoint when the cyber incident took place, but at 
that time we could still access SharePoint libraires via windows file explorer for easy access.

After the cyber incident, our entire infrastructure has changed to a model where we are cloud 
focused with less resources in our own datacentres (and less to attack).

The method we chose to bring back services in a way that could be accessed from home that 
met our security requirements is “Remote Desktop Services” – RDS.
This basically means we install the applications that we would have installed on laptops / 
computer, we now install on a server and then staff effectively connect to this remote computer 
(as if they had a really long monitor, keyboard and mouse cable)
The benefits (in theory) of this are the performance of application should be good as the 
application server is right next to (in terms of the network for speed) the other servers it needs 
to work. It also meets our security requirements as it is tied in to our identity system which 
require things like Multi factor authentication when used off site (at home)

The negative user experience we have been seeing is made up of several things rather than 
one big thing.

 Applications are run In a web browser which is a different experience from having an 
application installed on a desktop and is fairly restrictive in terms of screen “real estate” 
and interaction with the applications in the web browser is not as friendly (Sometimes 
needs full screen mode, harder to switch between application, it requires extra steps 
when using multiple monitors)

 Application performance is much slower than we would expect (This is still being 
investigated ) however as the application server is shared this could be a problem as all 
user contend for resources  (When the applications are installed on a laptop or computer 
they only consume resources on that computer) – There could be a bottleneck on the 
system that connects the Web interface to the applications.

 There is no “Windows Desktop” so the experience is different, and some standard 
windows operations cannot be performed (Task manager, or checking the system tray) 
some of these operations can be done by ICT staff on the applications server but this is 
an administrative overhead on ICT staff

 Accessing SharePoint libraries is not straightforward (It needs a web browser run on 
the application server to move files in and out of SharePoint) – For finance we have 
been able to get OneDrive and SharePoint syncing (Automatically making the files 
available on computers while storing them in SharePoint) so the staff do not need to 
use the web browser to move files in and out, however this has highlighted some other 
issues with the files synchronising to SharePoint libraries. Again, troubleshooting is 
made harder as users cannot see their OneDrive “sync” status as they are not running 
the application from a “Windows Desktop”

There may be other issues too that I’m not yet aware of. (This wasn’t very brief after all)

Thank you

John

From: Gillian Hossack <Gillian.Hossack@uhi.ac.uk> 
Sent: 01 September 2021 15:37

5/6 13/99
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To: John N Mackenzie <John.N.MacKenzie.ic@uhi.ac.uk>
Subject: Evidence for Roddy to take to UHI

Hi John

I’ve just had a quick chat with Roddy and he is also experiencing issues with working with 
SUN and our files etc so is more than happy to speak to Niall, John and Jem.

Would you be able to give me a quick paragraph of the issues from a technical point of view 
and then I can add in from the operational side and send to Roddy?

Many thanks

Gillian

Gillian Hossack

Finance Manager

Shared Finance Service 

North Highland College UHI, Ormlie Road, Thurso, Caithness, KW14 7EE

Inverness College UHI, 1 Inverness Campus, Inverness, IV2 5NA
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V2.27 November 2021

Internal Audit Action Plan

Internal Audit Action Tracker V2.27

Date of Issue: November 2021
Revision Number: Draft V2.27
Date of presentation to A&RM 
Committee: 

24/11/21

Responsibility for Review: DLTQ
Date of Last Review: August 2021
Internal Audit Action Tracker to be reviewed prior to all 
Audit and Risk Management Committee Meetings and 
changes presented to the committee.
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V2.27 November 2021

Internal Audit Action Plan

Key to recommendations:
This colour key descriptor relates to the importance of the action to be undertaken as defined by the Audit & Risk 
Management Committee

High Major weakness that A&RM 
Committee consider needs to 
be addressed by the Executive 
Group of the College as a 
matter of urgency

Med. Significant issue or weakness 
that A&RM Committee 
consider needs be addressed 
by the Executive Group of the 
College as soon as possible

Low Minor issue or weakness 
reported by the internal auditors 
which A&RM Committee 
consider should be addressed 
by the Executive Group of the 
College.  

2/18 16/99
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Internal Audit Action Plan

Ref: 18/06 Title: ICT Review of EU General Data Protection Regulation Date: April 2018
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 6

The College to ensure that a full 
information audit is undertaken 
with the outcome that details of 
all personal information held by 
the College is documented.

Internal Audit 
Recommendation: Medium
TIAA – 2 Important

Recommendation accepted.  This is 
underway with most sections in the process 
of compiling their information audit.

All managers 
and team 
leaders

Revised to 
30th April
2019 as of 
A&RM 27/2/19

Revised to 31st 
December 
2019 as of 
A&RM 22/5/19

Revised to 30th 
June 
2021 as of 
A&RM 18/8/20

Revised to 31st 
December 
2021 as of 
A&RM 19/5/21

Progress on Implementation Recommend 
Complete Y/N

August 2018 
This work is underway with most sections in the process of compiling their information audits.

November 2018
Work is continuing in this area.  

February 2019
Data Protection Assistant is working with Team Leaders to help with auditing the information processes undertaken. Process 
underway.  Suggest Revised Completion date of 30th April 2019.  

N

N 

N
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Internal Audit Action Plan

May 2019
This recommendation is now linked with recommendation 7 and 10 and will be completed in line with them. Suggest Revised 
Completion date of December 2019.  

August 2019
Work is continuing in this area
February 2020
Work is continuing in this area.

May 2020
Work was continuing in this area but is now on hold due to teams having to prioritise COVID 19 business continuity planning.

August 2020
The methodology and process are in place. A review of the template at the follow up audit confirmed that this was appropriate 
however the audit itself is not yet fully completed by all teams. Training has been provided to staff and key staff members were 
identified to complete this task. The member of staff providing GDPR support to teams has now left the College. The completion 
of the audit has been delayed as a result of the impact of the Covid-19 outbreak.

November 2020
Work is continuing in teams to complete this task.  

February 2021
Work is continuing in teams to complete this task.

May 2021
Work is continuing on this task.  The cyber incident has provided an opportunity to progress university led changes to information 
and records management which will assist with data protection compliance e,g, disposal of records as per document retention 
schedule.  Teams are restoring files to a new Sharepoint structure with clearly defined access rights.  This recommendation is 
now subsumed in this data recovery project, which will take some time to complete as resource allows and staff are trained in the 
new systems.  Recommend further extension of completion date as per cover paper.  

August 2021
Work is continuing as Teams migrate to Sharepoint.

N

N

N

N

N

N

N

N

N
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Internal Audit Action Plan

Ref: 19/01 Title: Risk Management Date: Oct 2019
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 1

Whilst the Risk Register provides 
a brief overview of how risks are 
managed within the College, this 
should be set out more formally 
and in more detail within a Risk 
Management Policy.  

A Risk Management Policy be 
documented and approved by the 
Board of Management.

Internal Audit 
Recommendation: Low
TIAA – 3 Routine

Recommendation accepted.  A risk 
management policy will be developed and 
submitted to the Board of Management for 
approval.

Principal 30/4/2020

Revised to 30th 
June 
2021 as of 
A&RM 18/8/20

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

February 2020
In progress

May 2020
Work on hold due to prioritisation of COVID 19 business continuity planning.

August 2020
No further progress to report.

November 2020
A review of the format of the risk register and development of policy will be carried out once the new strategic plan is finalised.

February 2021
Waiting for strategic plan to be completed before progressing.

May 2021

N

N

N

N

N
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Internal Audit Action Plan

Initial work has been undertaken on the development of a new college strategic plan.  The college is waiting for the new strategic 
plan to be completed before completing the recommendation relating to risk management due to the linkages between both 
documents.  Recommend further extension of completion date as per cover paper.  

August 2021
The draft strategic plan, revised following feedback from the Strategic Planning Day, is now being circulated to staff and key 
stakeholders for consultation, prior to being finally approved by the BOM.  Further work has been completed on a new risk and 
opportunities register based on the new draft strategic plan.  Work has focussed on these 2 documents over the summer.  The 
risk management policy will be prepared on completion of these other priorities.   Recommend further extension of completion 
date as per cover paper.  

October 2021
New strategic plan and risk register now approved by the Board of Management.  Risk Management Policy being 
presented to Audit and Risk Management Committee in November 2021

N

N

Y

6/18 20/99
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Internal Audit Action Plan

Ref: 19/02 Title: Procurement Date: Oct 2019
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 7

Contract Capture Forms be 
completed in all relevant cases 
and provided to Finance.

The Hunter database and 
contract register are only effective 
for monitoring contracts if all 
information is stored on the 
database.

Internal Audit 
Recommendation: Medium
TIAA – 2 Important

Recommendation accepted.  The college 
will review the matter and a report will be 
provided to PRG so that the extent of the 
issue and associated risk can be understood 
and what, if any, action needed to address 
the matter is identified.

Finance 
Manager

30/11/19

Revised to 30th 
June 
2021 as of 
A&RM 18/8/20

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

February 2020
A report was provided to the meeting on 20/1/2020.   Contracts over £50K should be on contract register but college financial regs 
specify it should be over £25K for contract management purposes.  A revised proposal for use of Hunter system for contract 
management to be worked up.  Staff development for staff responsible for procurement at all levels to be arranged once this is 
agreed.  In progress

May 2020
Work on hold due to prioritisation of COVID 19 business continuity planning.

August 2020
No further progress to report.

November 2020
A revised approach was agreed in January 2020 and staff training had been planned but has been postponed due to Covid-19.

N

N

N

N

7/18 21/99
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Internal Audit Action Plan

February 2021
College procurement is being reviewed as part of the shared service with Inverness College UHI and it is planned that one of the 
Inverness procurement staff will take over the management of the Hunter database.  

May 2021
No further progress to report other than work is progressing to develop the shared Finance service between Inverness and North 
Highland College UHI. Recommend further extension of completion date as per cover paper.  

August 2021
No further progress to report other than work is progressing to develop the shared Finance service between Inverness and North 
Highland College UHI. This has taken longer than anticipated.  Recommend further extension of completion date as per cover 
paper.  

N

N

N

8/18 22/99
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Internal Audit Action Plan

Ref: 19/02 Title: Procurement Date: Oct 2019
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 5

Tender documentation be stored 
centrally on a shared drive or 
SharePoint.

Internal Audit 
Recommendation: Low
TIAA – 3 Routine

The college will review current practice, 
consider options available and the 
associated risks involved.  If a feasible 
solution is available, then the 
recommendation will be accepted.

Finance 
Manager/
Director of 
Finance and 
Corporate 
Services

30/11/19

Revised to 30th 
June 
2021 as of 
A&RM 18/8/20

Revised to 31st 
December 
2021 as of 
A&RM 19/5/21

Progress on Implementation Recommend 
Complete Y/N

February 2020
It was agreed at the meeting on 20/1/2020 to set up a shared area for tender documents and to create standardised templates for 
APUC files, file naming conventions etc.  In progress.

May 2020
Work on hold due to prioritisation of COVID 19 business continuity planning.

August 2020
No further progress to report.

November 2020
It is hoped that this will be implemented as part of a UHI approach to move away from shared drives and make more use of the 
web-based SharePoint system. 

February 2021 
No further update to report.

N

N

N

N

N
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V2.27 November 2021

Internal Audit Action Plan

May 2021
This is being subsumed in the Sharepoint records management project for Finance, brought forward because of the cyber 
incident.  In progress.  Recommend further extension of completion date as per cover paper.  

August 2021
In progress, however delayed due to merging of Finance teams at Inverness and North Highland College UHI.

N

N

10/18 24/99
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V2.27 November 2021

Internal Audit Action Plan

Ref: 20/01 Title: Opportunity Management Date: August 2020
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 1

A formal framework for 
Opportunity Management be 
devised including clear reporting 
lines, mechanisms for staff to 
share ideas and pro-forma to 
facilitate key considerations such 
as market research and resource 
requirements.

Internal Audit 
Recommendation: Medium
TIAA – 2 Important

Recommendation accepted – framework to 
be devised.

Principal 31/03/21

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

November 2020
This is going to be progressed by the Planning and Resources Group as part of monthly strategic meetings as a standing item in 
conjunction with the risk register.

February 2021
No further progress to report.

May 2021
Work is currently being progressed by the Planning and Resource Group (PRG) on the development of a revised risk and 
opportunity register for the college. A risk register workshop has recently taken place with follow up work due to be completed mid 
May for presentation to the Board.  Recommend further extension of completion date as per cover paper.  

August 2021
The draft strategic plan, revised following feedback from the Strategic Planning Day, is now being circulated to staff and key 
stakeholders for consultation.  Further work has been completed on a new risk and opportunities register based on the new draft 

N

N

N
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V2.27 November 2021

Internal Audit Action Plan

strategic plan.  Work has focussed on these 2 documents over the summer.  The opportunity management framework will be 
developed on completion of these other priorities.   Recommend further extension of completion date as per cover paper.  

October 2021
An opportunity engagement process with expression of interest forms and scoring matrix has been devised and 
approved by the College Executive Team subject to - the forms being updated to an MS Form which can be completed 
and stored electronically. We will not be launching this until 2022  given everything staff are dealing with at present and 
additional changes with the Executive team. – e.g. retirement of Director of Learning and Teaching. Will be discussing 
with staff through the Operational Planning cycle from November 2021. 

N

Y

12/18 26/99
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Internal Audit Action Plan

Ref: 20/01 Title: Opportunity Management Date: August 2020
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 2

Senior management set the tone 
at the top in respect of 
Opportunity Management with the 
communication of key messages 
and willingness to consider all 
ideas and opportunities. 
Communications in respect of the 
role all staff have in opportunity 
management are also required.

Internal Audit 
Recommendation: Medium
TIAA – 2 Important

Recommendation accepted – Directors to 
discuss in first instance with all teams and at 
key management groups (CLG, SSG and 
JOG).  Agree any further communication 
strategy required.

PRG 30/11/20

(Revised to 
30th April as 
per A&RM 
24/2/21)

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

November 2020
No progress to report.  Delayed until PRG team agree strategy and process.  

February 2021
No further progress to report.

May 2021
Communication will take place once the new opportunity management framework is in place.  Recommend further extension of 
completion date as per cover paper.  

August 2021
The draft strategic plan, revised following feedback from the Strategic Planning Day, is now being circulated to staff and key 
stakeholders for consultation.  Further work has been completed on a new risk and opportunities register based on the new draft 
strategic plan.  Work has focussed on these 2 documents over the summer.  Communications will take place once the new 
opportunity management framework is in place.     Recommend further extension of completion date as per cover paper.  

N

N

N

N
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Internal Audit Action Plan

October 2021
Suggest this is complete see first recommendation. Launching 2022 as above 

Y

Ref: 20/01 Title: Opportunity Management Date: August 2020
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 3

Opportunity Registers be devised 
and utilized at operational and 
strategic levels.

Internal Audit 
Recommendation: Low
TIAA – 3 Routine

Recommendation accepted – PRG to review 
which registers will be maintained and 
template to be used

PRG 31/03/21
Revised to 
30/4/21 as per  
A&RM 
24/11/20

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

November 2020
This is going to be progressed by the Planning and Resources Group as part of monthly strategic meetings as a standing item in 
conjunction with the risk register

February 2021
No further progress to report.

May 2021

N

N
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Work is currently being progressed by the Planning and Resource Group (PRG) on the development of a revised risk and 
opportunity register for the college. A risk register workshop has recently taken place with follow up work due to be completed mid 
May for presentation to the Board.  Recommend further extension of completion date as per cover paper.  

August 2021
The draft strategic plan, revised following feedback from the Strategic Planning Day, is now being circulated to staff and key 
stakeholders for consultation.  Further work has been completed on a new strategic risk and opportunities register based on the 
new draft strategic plan, which will be presented to committee in due course.  It is still to be decided how operational registers will 
operate.  Recommend further extension of completion date as per cover paper.  

October 2021
As above this is complete – will be utilised at operational level 

N

N

Ref: 20/01 Title: Opportunity Management Date: August 2020
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 4

Feedback mechanisms be 
integrated into the opportunity 
management framework with 
explanations given to staff when 
ideas are rejected. Staff should 
be encouraged to bring forward 
future ideas/opportunities with 
lessons learned from rejected 
submissions

Internal Audit 
Recommendation: Low
TIAA – 3 Routine

Recommendation accepted – PRG to agree 
feedback mechanisms and how this is 
communicated to staff.

PRG 31/03/21

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

November 2020
This is going to be progressed by the Planning and Resources Group as part of monthly strategic meetings as a standing item in 
conjunction with the risk register. N

15/18 29/99
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February 2021
No further progress to report.

May 2021
Work is in progress on developing the new opportunity management framework which will incorporate feedback mechanisms. 
Recommend further extension of completion date as per cover paper.  

August 2021
The draft strategic plan, revised following feedback from the Strategic Planning Day, is now being circulated to staff and key 
stakeholders for consultation.  Further work has been completed on a new risk and opportunities register based on the new draft 
strategic plan.  Work has focussed on these 2 documents over the summer.  Feedback mechanisms will be incorporated into the 
opportunity management framework.   Recommend further extension of completion date as per cover paper.  

October 2021
Suggest complete see above recommendation 1 – 4 

N

N

N

Y

Ref: 20/01 Title: Opportunity Management Date: August 2020
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 5

Evaluation processes including 
lessons learned log be 
incorporated into the Opportunity 
Management framework.

Internal Audit 
Recommendation: Low
TIAA – 3 Routine

Recommendation accepted – reference 
recommendation 1 above

PRG 31/03/21

Revised to 31st 
July 2021 as 
of A&RM 
19/5/21

Progress on Implementation Recommend 
Complete Y/N

November 2020

16/18 30/99
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This is going to be progressed by the Planning and Resources Group as part of monthly strategic meetings as a standing item in 
conjunction with the risk register

February 2021
No further progress to report.

May 2021
Work is in progress on developing the new opportunity management framework which will incorporate evaluation processes. 
Recommend further extension of completion date as per cover paper.  

August 2021
The draft strategic plan, revised following feedback from the Strategic Planning Day, is now being circulated to staff and key 
stakeholders for consultation.  Further work has been completed on a new risk and opportunities register based on the new draft 
strategic plan.  Work has focussed on these 2 documents over the summer.  Evaluation processes will be incorporated into the 
opportunity management framework.   Recommend further extension of completion date as per cover paper.  

October 2021
Complete see above 

N

N

N

N

Y

Ref: 21/01 Title: Staff Wellbeing & Mental Health Date: June 2021
Audit Comment Recommendation Management Response Responsible 

Manager
Due Date

Recommendation 1

We recommend that the College 
consider promoting their 
wellbeing services, such as the 
staff counselling service, in a 
different format to ensure that all 
staff are actively being given 
access to relevant information. 
This may include a voluntary 
Teams session to discuss what 
options are available to staff. This 
will help to promote the services 
further and ensure that staff 
receive the support they may 
need.

Internal Audit 
Recommendation: Low
TIAA – 3 Routine

Recommendation accepted: The college 
will consider and adopt a range of methods 
to better promote the counselling service on 
a regular basis, including e.g., Myday and 
Flash Friday

HR Manager 31st August 
2021

17/18 31/99
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Progress on Implementation Recommend 
Complete Y/N

August 2021
Wellbeing services have been promoted again via the Flash Friday newsletter.  The HR team are in the process of setting up a 
wellbeing area with resources for staff on the HR Sharepoint site.  Consideration is also being given to use of Myday.  

October 2021
Considered complete as an audit action but promotion of services to support wellbeing ongoing and actions being taken 
updated through HR committee

N

Y

18/18 32/99
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1

Audit Committee

Title: Internal Audit – Cyber Security

Meeting and date: 24 November 2021 

Author: Roderick M Ferrier, Director of Finance and Audit  

Link to Strategic Plan: Yes – monitors operational finance that links to strategic


Resource implications: Yes
If yes, please specify:

 Use of Internal Audit
Risk assessment: Yes If yes, please specify:

Financial: Yes
Operational: Yes
Organisational: Yes

Equality and Diversity 
Issues:

N/A

Status – Confidential / Non 
Confidential

Non-Confidential

Freedom of Information
Can this paper be included 
in “open” business

Yes 

If a paper should not be included within “open” business, please highlight below the reason.

Its disclosure would substantially 
prejudice a programme of research 
(S27)

☐
Its disclosure would substantially 
prejudice the effective conduct of public 
affairs (S30)

☐

It
☐

Its disclosure would constitute a breach 
of confidence actionable in court (S36) ☐

Its disclosure would constitute a breach 
of the Data Protection Act (S38) ☐

Other (Please give further details)
☐

For how long must the paper be withheld? 
(Express as either the time which needs to pass 
or a condition which needs to be met.)

Recommendation(s): 
That members consider Internal Audit priorities after the UHI IT Director and Inverness IT Manager 
address the Audit Committee on the Cyber Incident. 

Purpose of report
To ask the Committee to perhaps reconsider including Cyber Security as a piece of work for Internal 
Audit at present.
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2

Executive Summary
In my capacity as Assistant Principal Finance and Audit for Inverness, Inverness College went through 
a Cyber Security Internal Audit. I have questioned how much value it has been. 

Both Inverness College and North Highland College are facing the same issues stemming from the 
Cyber Incident; the only difference is that some of North Highland College’s laptops and PCs were 
older. Some efforts have been made to address this, but there is still some work to do.

The Inverness IT Manager has advised the following:

You could add that the 5 recommendations from the Inverness Audit:

3 were effectively UHI wide ICT recommendation: penetration testing, vulnerability scanning and 
patching policy all share a common ICT approach.

1 was HR in how leavers are managed which is being picked up by a UHI wide project / initiative 
currently as it is a common theme UHI wide.

1 was about Information Security Training being mandatory and needed to be done annually which we 
should pick up in North Highland too. But again, would probably best be realised by a common UHI 
approach which we could raise in the Regional ICT Committee?

In terms of North Highland College, the first four issues above are UHI-wide issues, and an update on 
progress can be given at Committee. The IST training – a verbal update can be given. 

Given the above I would question the value, at the present time, of an internal audit, given that most 
issues are really UHI-wide. What this paper suggests is for the Audit Committee to hear both the UHI 
Director of IT and the Inverness IT Manager in advising the Committee of the Incident, its impact, what 
has been done and what remains to be done, and then to make an informed decision was to whether 
you wish Internal Audit to undertake this work at present. It could be that the Committee does wish 
an internal audit done, but perhaps a year to two years down the track as the various issues are being 
addressed. 

I have liaised with the Internal Auditors for the alternatives to do. They gave the choice of: 

 Multi-Campus Operations
 Staff Recruitment & CPD
 Risk Management

 
It is for the Committee to decide what they wish to do.
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Audit Committee

Title: Internal Audits

Meeting and date: 24 November 2021 

Author: Roderick M Ferrier, Director of Finance and Audit  
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Resource implications: Yes
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 Use of Internal Audit
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Status – Confidential / Non 
Confidential

Non-Confidential
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☐
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☐
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☐
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☐
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Recommendation(s): 
That members consider the three Internal Audits that have been done for Credits; Student Funding; 
and EMAs.

Purpose of report
To present to the Committee the Internal Audit reports on Credits; Student Funding; and EMAs. Under 
current sector governance, these three areas have to be annually audited.

Executive Summary
As can be seen the Internal Audits have been done and reported on and have 1 low priority for Credits 
Audit; and a 1 low level recommendation for the Student Support Audit. The EMA audit is clean. 
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North Highland College
Credits Audit 2020/21 

The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all weaknesses that exist 
or all improvements that might be made.  

This report has been prepared solely for North Highland College’s individual use and should not be quoted in whole or in part without prior written consent.  No 
responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any third party.

We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be relied upon 
to identify all system weaknesses that may exist.  Neither should internal audit be relied upon to identify all circumstances of fraud or irregularity should there be any 
although our audit procedures are designed so that any material irregularity has a reasonable probability of discovery.  Even sound systems of control may not be 
proof against collusive fraud.  Internal audit procedures are designed to focus on areas that are considered to be of greatest risk and significance.
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Introduction

A review of the College’s student data returns has been carried out in accordance with the 2020/21 Credits Guidance notes issued
by the Scottish Funding Council on 6 August 2020 and the Audit Guidance for Colleges issued on 2 August 2021.

The audit certificate, along with the college certificate, was submitted to the Scottish Funding Council (SFC) on 1 October 2021.
This report was submitted to the SFC on 1 October 2021.

Scope of Review
The audit procedures have been designed to ensure that the College has adhered to the “Credit Guidance: 2020/21 Student 
Activity Data Guidance for Colleges”.  The audit took 2 days to complete comprising fieldwork carried out by the Auditor and a 
review by the Manager and the Partner. All staff involved in the audit had relevant Credits experience.

Our audit sample was selected based off the course delivery for the College. This included a minimum of 10 courses being 
selected and 2 students per course. Additional sample checks were also carried out on Credits relating to Open/Distance  
Learning, Infill, Maximum Credits (including multiple enrolments), Work Based Learning, Fee Waiver, non-fundable courses, non-
fundable students, withdrawals.

The audit process of reviewing the returns being submitted was carried out using the following processes:

➢ a review of the systems operated by the College for the return;

➢ appropriate walk through and compliance checks for the relevant areas;

➢ analytical review techniques to ensure testing was undertaken in the most appropriate areas;

➢ sample checking the data included in the return;

➢ specifically tailored Credits audit programmes.

1     EXECUTIVE SUMMARY North Highland College
Credits Audit 2020/21 
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Summary of Recommendations

Current Year Recommendations High Medium Low Total

Recommendations - - 1 1

Prior Year Recommendations High Medium Low Total

No recommendations raised - - - -
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Overall Conclusion:

The College has reasonable procedures and controls over the collection of data for the credits return and assurance can be 
taken that the credits count for the College is not materially mis-stated.  

The systems used by the College are satisfactory. We have however raised a low grade recommendation surrounding the 
accessibility of work based learning progression evidence. 

The College delivered 23,601 credits, against a target of 26,211 (90.04%).

For 2020/21 the SFC have stated that it will not be recovering funds therefore the College will not be subject to a clawback 
of funding for shortfalls against outcome targets. We also note that while the College may be below its credits target, the 
wider UHI Partnership may meet the regions target.

We do note that the College was subject to a Cyber Incident within the UHI Partnership that impacted some of our testing 
but we are happy with the overall controls in place.

1     EXECUTIVE SUMMARY North Highland College
Credits Audit 2020/21 
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Conclusion

The audit certificate in respect of the 2020/21 returns is included within Appendix A, is unqualified and is in the format set out in 
the audit guidance.  The audit certificate was submitted to SFC on 1 October 2021. 
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Benchmarking High Medium Low Total

Average no. recommendations in similar 
audits

- - 2 2

Recommendations at North Highland 
College

- - 1 -

2     BENCHMARKING North Highland College
Credits Audit 2020/21 
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We include for your reference comparative benchmarking data of the number and ranking of recommendations made for 
audits of a similar nature in the year ending 31 July 2020. 

As can be seen from the above table, the College has a lower number of recommendations in comparison to the colleges it 
has been benchmarked against.
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Non-Fundable Activity
We reviewed in full with the College to confirm that all activity which has been classified as fundable has been correctly classified.  
We reviewed non-fundable activity to ensure that this is complete.  From our review, we found that all courses were accurately 
treated as either fundable or non-fundable by the College.    

Spanning Programmes
We reviewed in full courses which spanned the academic year to ensure the College had deferred until next year all credits for 
courses spanning 2020/21 to 2021/22.  Our testing concluded that credits have been claimed in the correct period.

Non-Fundable and Fundable Students
We reviewed in full all students classified as non-fundable by the College to confirm accuracy and completeness.  Testing was  
performed to ensure that  credits values have only been allocated to fundable students.  From our review and testing, the 
College are classifying its fundable and non-fundable students correctly. 

Full Time and Other than Full Time Classification
A sample of 10 courses were randomly selected from the four modes of attendance. Testing was undertaken to  ensure these 
were correctly classified.  We can conclude that all courses tested were correctly classified.

Higher Education and Further Education Classification
The sample selected was the same as the immediately above test.  Our audit work indicated that courses had been correctly 
classified.

3     RISK AREAS & AUDIT TESTS North Highland College
Credits Audit 2020/21 
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Infill Students
The College have a separate class code beginning with an ‘I’ to illustrate an infill course, i.e. students infilling into full time courses.  
The word ‘infill’ also appears in the title of all infill courses.

We tested a sample of 10 students treated as infilling into courses to ensure that they had been correctly classified and that 
credits had been calculated correctly. No issues were found with this.

We also reviewed in full the students the College were classifying as infill students to confirm that credits were only being claimed 
for the subjects the students had undertaken.   No issues were found from our testing.

Attendance Criteria
For our sample of 10 courses tested we reviewed the number of eligible students and the number of students enrolled on class 
registers for reasonableness and accuracy.  We traced the sample selected to attendance registers to ensure that the students had 
attended beyond the 25% required cut off date. Our testing found no issues.

For these 10 courses we performed testing to ensure that the College had correctly calculated and recorded the required date.
We can confirm that the required date for all of our sample was correctly calculated. 

For a total of 20 students, we traced to an enrolment form to ensure the credits figure attributable was for a bona fide student of 
the College.  Our testing found no issues.

3     RISK AREAS & AUDIT TESTS North Highland College
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Attendance Criteria (cont’d)

We also performed testing on a sample of 10 withdrawals to ensure that these had been processed in accordance with SFC 
guidance. The sample was inclusive of 5 students who withdrew 2 weeks prior to the required date and a further 5 students who
withdrew two weeks after the required date. We can confirm from our testing that credits were claimed correctly for all 
students tested. 

Credits Count

For our sample of 10 courses we recalculated the individual credits for each of these courses to confirm the correct value had 
been allocated by the College.  We reviewed the attendance of the students on these courses to ensure that credits were only 
attributed to those students who had attended beyond the required date and who were fundable students.  No issues were found 
from our testing. 

Maximum credits Claim

All students with more than one enrolment were identified and investigated to ensure credits were not overclaimed.

Our testing found that there were no over-claims.

Fee Waiver

A random sample of 5 fee waived students were selected and their eligibility assessed.  This was done by tracing to an enrolment
form and where appropriate a fee waiver form and relevant eligibility documentation.  We also assessed whether the students 
had been allocated to the most appropriate fee wavier category.  All students in our sample were traced to an appropriate fee 
waiver form which had sufficient details of the evidence provided in support of the fee waiver claim.  

We also performed analytical review on the College’s fee waiver claim, see section 4 for further details.
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Open/Distance Learning
A random sample of 10 students from open/distance learning courses were selected and traced to an enrolment form to ensure 
the students had a Scottish post code and that the College were correctly claiming credits.  We also traced to evidence of 
achievement/progression and payment of fees due.  We successfully traced all students in our sample to an appropriate 
enrolment form which confirmed that the students had a Scottish post code. No issues were identified from our testing.

Work Based Learning
A random sample of 10 students from work based learning courses were selected and traced to an enrolment form to ensure the 
students had a Scottish post code and that the College were correctly claiming credits.  We also traced to evidence of 
achievement/progression and payment of fees due.  The College were unable to provide evidence for progression and as a 
result a low-grade recommendation has been highlighted. Please refer to Appendix B for further information.

Collaborative Provision
The College did not provide collaborative provision during 2020/21 thus no credits were being claimed for this provision.

Credits per Price Group Analytical Review
We reviewed the credits per Price Group (PG) and compared these with the previous year’s credits per PG figures, investigating 
any significant fluctuations with the College. There was a 11% variance from the prior period. See page 12 for details of our PG 
analytical review.

We have also compared the average credits per student head count for 2020/21 and 2019/20, investigating any significant 
fluctuations with the College.  See page 11 for details of this analytical review.
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2020/21 2019/20 Variance

Price Group Credits %age of Total Credits %age of Total Credits

Price Group 1
3,704 16% 2,863 11% 841

Price Group 2
8,088 34% 9,128 34% (1,040)

Price Group 3
9,005 38% 10,867 41% (1,862)

Price Group 4

2,013 9% 2,664 10% (651)

Price Group 5
791 3% 1,074 4% (283)

TOTAL 23,601 26,596 (2,995)

There has been an decrease in the overall number of credits of approximately 11%.  This is due to:

➢ Price Group 1 – the strategic nature of the courses offered supported the increase in credits.

➢ Price Group 2 – the decrease was due to the continued impact of the Covid-19 lockdown in this area.

➢ Price Group 3 – the decrease was due to the continued impact of the Covid-19 lockdown in this area and the lack of practical 
courses.

➢ Price Group 4 - the decrease was due to the continued impact of the Covid-19 lockdown in this area. 

➢ Price Group 5 – The decrease is due to students shielding.
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Average Credits 2020/21 2019/20

Raw credits (excluding ELS) 23,601 26,596

Student Head Count 3,797 4,837

Ave. credits per student 6.22 5.50

4     ANALYTICAL REVIEW North Highland College
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We have also compared the average credits per student head count for 2019/20 and 2020/21 and found that there was an
increase in the overall average credits per student of 0.72 (13%). This was due to a reduction in part time student headcount.

Fee Waiver Analytical Review
We also reviewed the fee waiver figures per category of fee waiver and compared these with the previous year’s figures, again
investigating any significant fluctuations with the College.  See pages 13 and 14 for details of our Fee Waiver analytical review.
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Fee Waiver Claim 2020/21 (£) 2019/20 (£)

Full time non-advanced 597,744 628,992

Income Support 1,041 112

Low income with no benefits 1,923 572

Island Authority - 1,008

Cost borne by College 86,611 96,733

Incapacity Benefit - -

Severe disablement allowance - -

Housing Benefit - 31

Special Needs (DPG 18) Students 47,386 64,027

Carers Allowance 282 1,128

Disability Living Allowance - 807

Pension Credit - 144

Working Tax Credit 2,425 2,267

Old Full Time Criteria 22,622 54,008

School Pupils 359,618 368,660

Attendance allowance
- 226

c/fwd
1,119,651 1,218,715

4     ANALYTICAL REVIEW North Highland College
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Fee Waiver Claim 2020/21(£) 2019/20 (£)

b/fwd 1,119,651 1,218,715

Income based jobseekers allowance - 567

Employment and support allowance 902 1,641

Asylum seeker or spouse or child of an asylum seeker - -

Contributory employment and support allowance (ESA) 113 226

Personal Independence Payment 395 482

Universal Credit 5,113 5,870

Covid 31,181 -

Total 1,157,354 1,227,501

Total (excl. Cost borne by College and over claims) 1,039,563 1,130,768

4     ANALYTICAL REVIEW North Highland College
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There has been a decrease in fee waiver (excluding cost borne by College and overclaimed) of approximately 8.07%.  The 
main areas of fluctuation are:

➢ The College had less FE full time students in 2020/21 compared to 2019/20 is due to the impact of Covid-19 restrictions.

➢ The College ran fewer old fulltime/sandwich courses due to Covid-19 restrictions.

➢ The College ran fewer DPG18 programmes in 2020/21 compared to 2019/20 because of Covid-19 restrictions.

The other categories fluctuate as a result of the type of student enrolled at the College and as such it is not unreasonable for
the totals within the individual categories to vary from year to year.
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Audit Stage Date

Fieldwork start 15 September 2021

Closing meeting 24 September 2021

Draft report issued 30 September 2021

Receipt of management responses 1 October 2021

Final report issued 1 October 2021

Audit & Risk Committee 25 November 2021

Submission to Scottish Funding Council 1 October 2021

No of audit days 2

The table below details the dates of our fieldwork and the reporting of the audit area under review. 
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Wylie & Bisset appreciates the time provided by all the individuals involved in this review and would like to thank them for their 
assistance and co-operation.
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Wylie & Bisset LLP

Partner Graham Gillespie Partner graham.gillespie@wyliebisset.com

Manager Scott McCready Internal Audit Manager scott.mccready@wyliebisset.com

Auditor Siobhan Archibald Internal Audit Senior siobhan.archibald@wyliebisset.com

We detail below our staff who undertook the review together with the College staff we spoke to during our review.

North Highland College

Key Contact Karen MacKay Registry Officer Karen.mackay@uhi.ac.uk
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Auditors’ Report to the member of the Board of Management of North Highland College

We have audited the FES return which has been prepared by North Highland College under the ‘Credits Guidance’ issued 6 August
2020 and which has been confirmed as being free from material misstatement by the College’s Principal in their Certificate dated
30 September 2021.

We conducted our audit in accordance with guidance contained in the 2020/21 audit guidance for colleges. The audit included an
examination of the procedures and controls relevant to the collection and recording of student data. We evaluated the adequacy
of these controls in ensuring the accuracy of data. It also included examination, on a test basis, of evidence relevant to the figures
recorded in the student data returns. We obtained sufficient evidence to give us reasonable assurance that the returns are free
from material misstatement.

In our opinion:

➢ the student data returns have been compiled in accordance with all relevant guidance;

➢ adequate procedures are in place to ensure the accurate collection and recording of the data; and

➢ on the basis of our testing we can provide reasonable assurance that the FES return contains no material mis-statement.

We do note that the College was subject to a Cyber Incident within the UHI Partnership that impacted some of our testing but we 
are happy with the overall controls in place.

Signature Wylie & Bisset LLP

Date 1 October 2021

Name of Audit Firm Wylie & Bisset LLP

Contact Name Graham Gillespie

Contact telephone number 0141 566 7000

Date FES returned 1 October 2021

North Highland College
Credits Audit 2020/21 
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Accessibility of WBL Progression Evidence

Ref Finding Grade Recommendation

1 The College should ensure that all evidence of progression for their work 
based learners is easily accessible and stored electronically. 

During our review, the College were unable to provide evidence for 1 of 
the 10 students sampled, the student withdrew in November 2020. Any 
contact with the Assessor is currently under secure storage due to the 
student being a withdrawal and any formal work completed is currently 
kept in the candidate's handwritten portfolio which is not accessible. At 
the time of the review, the College were unable to access this information 
due to a Covid-19 outbreak at the employers (carehome).

We were therefore, unable to confirm whether the student progressed 
based off the information provided. 

There is the risk that the College do not have the appropriate protocols in 
place to ensure that information surrounding student progression for 
WBLs is easily accessible. 

Low We recommend that the College ensure 
that all WBL's have electronic copies of 
their progression within the course for 
administrative purposes. 

Management Response Responsibility and Implementation Date

All the work based student samples were from West Highland. NHC has advised them of
this issue today. We will check that all NHC work based students have their assessments
held electronically on Proof Positive. We are also following up with Argyll that it uses Proof
Positive.

Responsible Officer: Karen Mackay

Implementation Date: Completion due 8 
October 21
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For each recommendation we make we assign a grading either as High, Medium or Low priority depending upon the degree of 
risk assessed as outlined below:

Grading Classification

High Major weakness that we consider needs to be brought to the attention of the Audit Committee and addressed by 
senior management of the organisation as a matter of urgency

Medium Significant issue or weakness which should be addressed by the College as soon as possible

Low Minor issue or weakness reported where management may wish to consider our recommendation

C     GRADING STRUCTURE

19

North Highland College
Credits Audit 2020/21 

19/19 55/99



Auditors’ Report to the member of the Board of Management of North Highland College

We have audited the FES return which has been prepared by North Highland College under the ‘Credits Guidance’ issued 6 August
2020 and which has been confirmed as being free from material misstatement by the College’s Principal in their Certificate dated
30 September 2021.

We conducted our audit in accordance with guidance contained in the 2020/21 audit guidance for colleges. The audit included an
examination of the procedures and controls relevant to the collection and recording of student data. We evaluated the adequacy
of these controls in ensuring the accuracy of data. It also included examination, on a test basis, of evidence relevant to the figures
recorded in the student data returns. We obtained sufficient evidence to give us reasonable assurance that the returns are free
from material misstatement.

In our opinion:

➢ the student data returns have been compiled in accordance with all relevant guidance;

➢ adequate procedures are in place to ensure the accurate collection and recording of the data; and

➢ on the basis of our testing we can provide reasonable assurance that the FES return contains no material mis-statement.

We do note that the College was subject to a Cyber Incident within the UHI Partnership that impacted some of our testing but we 
are happy with the overall controls in place.

Signature

Date 1 October 2021

Name of Audit Firm Wylie & Bisset LLP

Contact Name Graham Gillespie

Contact telephone number 0141 566 7000

Date FES returned 1 October 2021

North Highland College
Credits Audit 2020/21 
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The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all
weaknesses that exist or all improvements that might be made.

This report has been prepared solely for North Highland College’s individual use and should not be quoted in whole or in part without prior written
consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any third party.

We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be
relied upon to identify all system weaknesses that may exist. Neither should internal audit be relied upon to identify all circumstances of fraud or
irregularity should there be any although our audit procedures are designed so that any material irregularity has a reasonable probability of discovery.
Even sound systems of control may not be proof against collusive fraud. Internal audit procedures are designed to focus on areas that are considered to
be of greatest risk and significance.

North Highland College
SSF Audit 2020/21
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Introduction

This report has been prepared following the conclusion of our audit of the Student Support Funds for the year ended 31 July 2021.

The audit certificate was submitted to the Scottish Funding Council (SFC) and Students Award Agency for Scotland (SAAS) on 1 
October 2021.

Summary of Recommendations

1     EXECUTIVE SUMMARY
North Highland College

SSF Audit 2020/21

3

Current Year Recommendations High Medium Low Total

North Highland College - - 1 1

Prior Year Recommendations High Medium Low Total

No recommendations raised - - - -
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Conclusion

Summary of Income & Expenditure

The table below provides a summary of the income and expenditure for each of the funds and provides detail of the fund position 
at the end of the year. Further detail on the expenditure incurred by fund can be found at Appendix A.

Overall Conclusion: 

We have examined the books and records of North Highland College and have obtained such explanations and carried out such 
tests as we considered necessary.  On the basis of our examination and of the explanations given to us, we report that the 
information set out in these forms is in agreement with the underlying records.  We also report that, in our opinion, the College 
used these funds in accordance with the guidance issued by the SFC.  We are satisfied that the systems and controls of the 
administration and disbursement of these funds are adequate.

We do note that the College was subject to a Cyber Incident within the UHI Partnership that impacted some of our testing but 
we are happy with the overall controls in place.
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SFC

Bursary Discretionary Childcare Total

Income 1,419,619 130,143 54,987 1,604,749

Expenditure 1,252,713 54,987 130,143 1,437,843

(Overspend) 166,906 - - 166,906
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Benchmarking High Medium Low Total

Average no. recommendations in similar 
audits

- 1 - 1

Recommendations at North Highland 
College

- - 1 1

We include for your reference comparative benchmarking data of the number and ranking of recommendations made for 
audits of a similar nature in the year ending 31 July 2020. 

As can be seen from the above table, the College has a similar number of recommendations in comparison to the colleges it 
has been benchmarked against however, we do note that the grading is lower.

North Highland College
SSF Audit 2020/21
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Wylie & Bisset appreciates the time provided by all the individuals involved in this review and would like to thank them for their 
assistance and co-operation.

Wylie & Bisset LLP

Partner Graham Gillespie Partner graham.gillespie@wyliebisset.com

Manager Scott McCready Internal Audit Manager scott.mccready@wyliebisset.com

Auditor Siobhan Archibald Internal Auditor siobhan.archibald@wyliebisset.com

Auditor Cameron Dyer Internal Auditor cameron.dyer@wyliebisset.com

We detail below our staff who undertook the review together with the College’s staff we spoke to during our review.

North Highland College

Key Contact Avril McKay Student Awards Officer Avril.Mckay@uhi.ac.uk
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Audit Stage Date

Fieldwork start 16 September 2021

Closing meeting 30 September 2021

Draft report issued 30 September 2021

Receipt of management responses 1 October 2021

Final report issued 1 October 2021

Audit & Risk Committee 24 November 2021

Submission to Scottish Funding Council 1 October 2021

No of audit days 2 days

The table below details the dates of our fieldwork and the reporting of the audit area under review. 
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North Highland College
SSF Audit 2020/21A     SUMMARY OF RETURNS

Bursary Student Numbers & Expenditure

Students u18 Parentally Supported 

(At Home)

Parentally Supported 

(Away from Home)

Self Supporting

Students £ Students £ Students £ Students £

Maintenance Allowances: 7 3,947 83 196,024 33 95,574 123 367,026

Residence Costs - - - - - - - -

Dependents Allowance - - - - - - - -

Study Expenses Allowance 37 7,050 179 37,739 32 9,740 112 21,515

Travel Expenses Allowance 20 6,834 149 75,595 28 21,044 71 40,102

Additional Support Needs 

Allowance

11 4,915 55 16,249 15 9,692 22 6,224

Total Numbers & Spend 75 22,746 466 325,607 108 136,050 328 434,867

Scottish Funding Council Return

See next page for Care Experienced, Universal Credit and Non-Maintenance
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North Highland College
SSF Audit 2020/21A     SUMMARY OF RETURNS

Scottish Funding Council Return

Bursary Student Numbers & Expenditure

Care Experienced Universal Credit Non-Maintenance

Students £ Students £ Students £

Maintenance Allowances:
At Parental Home
Away from Parental Home

37 252,318 31 27,985 -

Residence Costs - - - - - -

Dependents Allowance - - - - - -

Study Expenses Allowance 31 4,613 30 5,129 3 662

Travel Expenses Allowance 26 17,811 17 5,975 2 605

Additional Support Needs 

Allowance

25 12,226 10 5,244 2 915

Total Numbers & Spend 119 286,968 88 44,333 3 2,142

Total Bursary Funds Spent in 2019/20 £1,252,713
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North Highland College
SSF Audit 2020/21A     SUMMARY OF RETURNS

Discretionary Fund & Childcare Fund Expenditure

Discretionary Fund Childcare Fund

Students £ Students £

At FE Level 62 130,143 18 39,571

At HE Level - - - -

Total 130,143 39,571

Auditors’ Report

We have examined the books and records of the above college and have obtained such explanations and carried out such tests as
we considered necessary. On the basis of our examination and of the explanations given to us, we report that the information set
out in these forms is in agreement with the underlying records. We also report that, in our opinion, the college used these funds
in accordance with the Scottish Funding Council conditions. We are satisfied that the systems and controls of the administration
and disbursement of these funds are adequate.

We do note that the College was subject to a Cyber Incident within the UHI Partnership that impacted some of our testing but we
are happy with the overall controls in place.

Principal’s Signature: North Highland College

Auditors’ Name: Wylie & Bisset LLP

Auditors’ Signature: Wylie & Bisset LLP

Date of Signature: 1 October 2021

Scottish Funding Council Return
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North Highland College
SSF Audit 2020/21B     CURRENT YEAR RECOMMENDATIONS

Award Letters

Ref Finding Grade Recommendation

1 We undertook testing of bursaries provided to care experienced 
stduents to ensure that they met the eligibility criteria and the correct 
procedures were adhered to.

During our testing, the College was unable to provide us with the 
award letter for one student and as a result we could not confirm the 
award. We note that this was due to the Cyber Incident.

There is the risk that the College has not maintained a clear audit trail 
of awards made.

Low We recommend that the College ensure 
that all necessary documentation is 
stored and a clear audit trail is 
maintained for each award.

Management Response Responsibility & Implementation Date

This was simply human error. The reality is that in the year of Covid 19 and Cyber
incident, this oversight does not surprise me. The claim in question was processed using
the information given by the student and entered into the system and calculations made.
Payments were made to the student under this process. An award letter should have
been generated. However students can access the Student Hub and from there can
download their award statement and also view their payment schedule. The payment
schedule is a live document showing payment amounts and dates of payments made and
of those still to be paid. Students who receive funds could also be expected to request a
copy of their award letter if this had not been made available to them. With all these
options students can access the award details for their information. The key issue is that
the student was paid appropriately. New processes are not required.

Responsible Officer: Jackie Manderson

Implementation Date: N/A  as new 
processes not required
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2

The matters raised in this report came to our attention during the course of our audit and are not necessarily a comprehensive statement of all
weaknesses that exist or all improvements that might be made.

This report has been prepared solely for North Highland College’s individual use and should not be quoted in whole or in part without prior written
consent. No responsibility to any third party is accepted as the report has not been prepared, and is not intended, for any third party.

We emphasise that the responsibility for a sound system of internal control rests with management and work performed by internal audit should not be
relied upon to identify all system weaknesses that may exist. Neither should internal audit be relied upon to identify all circumstances of fraud or
irregularity should there be any although our audit procedures are designed so that any material irregularity has a reasonable probability of discovery.
Even sound systems of control may not be proof against collusive fraud. Internal audit procedures are designed to focus on areas that are considered to
be of greatest risk and significance.

North Highland College
EMA Audit 2020/21
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Introduction

This report has been prepared following the conclusion of our audit of the Educational Maintenance Allowance for the year ended
31 July 2021.

The audit certificate was submitted to the Scottish Funding Council (SFC) on 1 October 2021.

Summary of Recommendations

1     EXECUTIVE SUMMARY

3

North Highland College
EMA Audit 2020/21

Current Year Recommendations High Medium Low Total

EMA Audit 2020/21 - - - -

Prior Year Recommendations High Medium Low Total

There were no recommendations.
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Conclusion

Overall Conclusion: 

We have examined the books and records of North Highland College, including evidence of spot checks of five per cent of 
applications and payments, with a minimum sample size of five students, and have obtained such explanations and carried out 
such tests as we considered necessary.  

On the basis of our examination and of the explanations given to us, we report that the information set out in these forms is in
agreement with the underlying records.

We also report that, in our opinion, the College used these funds in accordance with the guidance issued by the SFC.  

We are satisfied that the systems and controls of the administration and disbursement of these funds are adequate.

We note that as a result of the Cyber Incident that affected UHI, our attendance testing focused on periods prior to March 
2021. However, we do note that proof of student engagement for one student was not available during our student attendance 
testing.

1     EXECUTIVE SUMMARY

4

North Highland College
EMA Audit 2020/21
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Benchmarking High Medium Low Total

Average no. recommendations in similar 
audits

- - - -

Recommendations at North Highland 
College

- - - -

We include for your reference comparative benchmarking data of the number and ranking of recommendations made for 
audits of a similar nature in the year ending 31 July 2020. 

As can be seen from the above table, the College has a similar number of recommendations in comparison to the colleges it 
has been benchmarked against.

5

2     BENCHMARKING
North Highland College

EMA Audit 2020/21
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Wylie & Bisset recognises the time provided by all the individuals involved in this review and would like to thank them for their 
assistance and co-operation. We can confirm that all data requested was ready on our arrival and the availability and assistance
provided by the involved staff was greatly appreciated.

Wylie & Bisset LLP

Partner Graham Gillespie Partner graham.gillespie@wyliebisset.com

Manager Scott McCready Internal Audit Manager scott.mccready@wyliebisset.com

Auditor Siobhan Archibald Internal Auditor siobhan.Archibald@wyliebisset.com

Auditor Cameron Dyer Internal Auditor cameron.dyer@wyliebisset.com

We detail below our staff who undertook the review together with the College staff we spoke to during our review.

North Highland College

Key Contacts Avril McKay Student Awards Officer Avril.McKay@uhi.ac.uk
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3     AUDIT ARRANGEMENTS
North Highland College

EMA Audit 2020/21
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Audit Stage Date

Fieldwork start 16 September 2021

Closing meeting 30 September 2021

Draft report issued 30 September 2021

Receipt of management responses 1 October 2021

Final report issued 1 October 2021

Audit & Risk Committee 24 November 2021

No of audit days 1

The table below details the dates of our fieldwork and the reporting of the audit area under review. 
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3     AUDIT ARRANGEMENTS
North Highland College

EMA Audit 2020/21
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North Highland College

Auditors’ Report to the Scottish Funding Council for the Period from 01 August 2020 to 31 July 2021

We have examined the books and records of the above College, including evidence of checks of five percent of applications and
payments, with a sample size appropriate to the size of the institution, and have obtained such explanations and carried out such 
tests as we considered necessary.

On the basis of our examination and of the explanations given to us, we report that the information set out in these forms is in
agreement with the underlying records.

We also report that, in our opinion, the College used these funds in accordance with the Scottish Funding Council’s conditions and 
the principles of the Education Maintenance Allowance programme.

We are satisfied that the systems and controls of the administration and disbursement of these funds are adequate.
We note that as a result of the Cyber Incident that affected UHI, our attendance testing focused on periods prior to March 2021.
However, we do note that proof of student engagement for one student was not available during our student attendance testing.

Signature: Wylie & Bisset LLP

Name of Firm: Wylie & Bisset LLP 

Date: 1 October 2021
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For each recommendation we make we assign a grading either as High, Medium or Low priority depending upon the degree of 
risk assessed as outlined below:

Grading Classification

High Major weakness that we consider needs to be brought to the attention of the Audit & Risk 
Committee and addressed by senior management of the College as a matter of urgency

Medium Significant issue or weakness which should be addressed by the College as soon as possible

Low Minor issue or weakness reported where management may wish to consider our recommendation

9

B     GRADING STRUCTURE
North Highland College

EMA Audit 2020/21
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North Highland College

Auditors’ Report to the Scottish Funding Council for the Period from 01 August 2020 to 31 July 2021

We have examined the books and records of the above College, including evidence of checks of five percent of applications and
payments, with a sample size appropriate to the size of the institution, and have obtained such explanations and carried out such 
tests as we considered necessary.

On the basis of our examination and of the explanations given to us, we report that the information set out in these forms is in
agreement with the underlying records.

We also report that, in our opinion, the College used these funds in accordance with the Scottish Funding Council’s conditions and 
the principles of the Education Maintenance Allowance programme.

We are satisfied that the systems and controls of the administration and disbursement of these funds are adequate.
We note that as a result of the Cyber Incident that affected UHI, our attendance testing focused on periods prior to March 2021.
However, we do note that proof of student engagement for one student was not available during our student attendance testing.

Signature: 

Name of Firm: Wylie & Bisset LLP 

Date: 1 October 2021
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Agenda Item: ARM1121/08

1

NORTH HIGHLAND COLLEGE 

EXTERNAL AUDIT ACTION TRACKER – NOVEMBER, 2021

This action plan summarises specific recommendations included within the 2020 and 2019 North Highland College Annual 
External Audit Report.  The findings are graded according to the Auditors’ consideration of their priority for the College or 
management to action.

Classification of recommendations:

Grade 1: Key risks and/or significant deficiencies which are critical to the achievement of strategic objectives.  Consequently, 
management needs to address and seek resolution urgently.

Grade 2: Risks or potential weaknesses which impact on individual objectives, or impact the operation of a single process, 
and so require prompt but not immediate action by management.

Grade 3: Less significant issues and/or areas for improvement which we consider merit attention but do not require to be 
prioritised by management.
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FROM THE 2020 AUDIT REPORT
No Findings Recommendations Management response / Implementation timeframe 

as per 2020 Audit Report
Responsible 
Officer(s)

Implementation 
Timeframe

During the year 
management made 
us aware of the 
new joint working 
arrangement in 
place with 
Inverness College, 
in particular the 
shared 
responsibility for 
the Director of 
Finance role across 
both Colleges.

Grade 2

We have not noted any material 
change in the capacity or capability 
of management to perform their 
function through the audit process 
this year.  It is important that, 
particularly in the context of the 
additional pressures placed on 
management during this Covid-19 
period, this arrangement is subject 
to ongoing review to ensure it does 
not impact the College’s financial 
management arrangements.
Grade 2

Response: The post is undergoing Job Evaluation.  The 
Director of Finance and Corporate Services has been 
working across the two colleges without formal 
process being completed. Once completed, and 
assuming the D of F & CS  accepts what is offered, then 
there will be a process of review of how it is working 
for both sides.
Both Director and Finance Manager formally regraded 
and work across both colleges since December 2020. 
Both NHC and Inverness Statutory Accounts sent in 
time to external auditors. Despite Cyber Incident, 
Revenue and Capital budgets were done on time. FFR 
slightly late for Inverness. However, it has taken 
eleven months to further progress the restructure of 
the Finance Team meaning more pressure than I 
would like on Finance Manager. Hopefully by 31 
December 21 there will be progress. 

Chair 
/Principal 

/Director of 
F&CS

Throughout 
2020/21

See Management 
comment

1

Progress on Implementation
Appointment of the Finance Director to both NHC and IC as well as the Finance Manager is now completed.  Both staff are now 
reviewing the structure they require below that.

Recommendation 
completed Y/N 

2 As part of its 
financial 
forecasting 
arrangements the 
College has 
forecast its cash 

Management should ensure that its 
cash flow position and forecast for 
at least the next 12 months is 
subject to rigorous review on a 
routine basis.

Response: On-going revenue monitoring is well 
established as part of the College’s financial 
management and the Finance Committee is regularly 
updated.  Ongoing monitoring of cash is undertaken 
in the finance department, and monthly cash flow 

Director of 
Finance 
and 
Corporate 
Services

Ongoing 
throughout 

2020/21
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3

flow at a summary 
level for the three 
years of the FFR 
and at a detailed 
level through to 
July 2021, and is 
updating this to 
cover the going 
concern period to 
December 2021.  
The College 
forecasts holding 
cash of at least 
£400,000 during 
the 20/21 financial 
year, however this 
is subject to 
significant variance 
risk depending on 
the future impact 
of Covid-19 on the 
College’s 
operations

Any uncertainty around the College 
being able to support itself should 
be reported to the Regional 
Strategic Board and Scottish 
Funding Council to discuss support 
options.  
Grade 2

projections sent to SFC. Underlying liquidity has 
improved in 2020-21

Progress on Implementation Recommendation 
completed Y/N

PRIOR YEAR ACTION PLAN - FROM THE 2019 AUDIT REPORT

No Findings and 
recommendations

Management 
Response

Responsible 
Officer

Implementation 
Date

Management response / Implementation 
timeframe

Progress

1 The College should 
conduct a formal 

Agreed.  An 
assessment will be 

Director of 
Finance & 

30th September 
2020

Action pending completion with finalisation of 
the financial statements.

From the 
meeting with 
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impact assessment 
on the 
implementation of 
the revised SORP

Grade 3

completed in 
advance of the 
2019/20 financial 
yearend.

Corporate 
Services

Management did not provide a formal impact 
assessment as part of the preparation of the 
2019/20 financial statements.  We have 
identified a number of minor adjustments 
required to the presentation of the financial 
statements to ensure compliance with the 
revised SORP, none with an underlying 
accounting impact.
It is important going forward that management 
has a robust process for considering and 
implementing required changes to the financial 
statements

External Auditors 
this was an audit 
point that should 

be closed – no 
change in SORP 
in last couple of 

years

Completed 
25 Nov 20

2 The College should 
continue to 
regularly monitor 
its forecast 
position, including 
delivery of its 
required savings, 
and its cash 
position and future 
forecast.
The impact that 
staff cost 
reductions and 
other savings are 
having on 
operational and 
strategic delivery 
should be subject 
to ongoing review 
in conjunction with 

Agreed.  The College 
continues to 
monitor its position 
closely and in 
conjunction with 
RSB.

Principal / 
Director of 
Finance & 
Corporate 
Services

Ongoing 
throughout 
2019/20

Action ongoing. 
We have outlined our consideration around the 
College’s future financial position and planning 
in respect of this in more detail in the financial 
sustainability section of our wider scope 
reporting.  This will continue to be an area of 
focus for the College going forward.

Completed 
12.5.21
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UHI, as RSB and 
SFC.

Grade 1

3 We continue to 
recommend that 
the College should 
undertake an 
exercise to fully 
update its 
assessment of 
compliance with 
the Code of Good 
Governance for 
Scotland’s Colleges 
drawing on best 
practice and 
support from UHI 
and partner 
colleges

Grade 2

Agreed.  A full 
assessment will be 
completed in 
2019/20.

Board 
Secretary

30th April 2020 Action ongoing.   A full, formalised assessment 
of compliance with the Code is underway.    
We continue to recommend this be 
implemented going forward. 

Grade 2

Completed 
September 2021

4 The College should 
seek to finalise its 
implementation of 
recommendations 
around its previous 
assessment of 
Board 
effectiveness as 
soon as possible. 

Grade 1

Agreed.  The College 
will work to 
finalising 
implementation of 
all 
recommendations 
in 2019/20.

Principal,
Board 
Secretary

30th April, 2020 Due to Covid-19 the College did not undertake 
an external governance review during the year 
2019/20.  A review was undertaken during 
March, April and May of 2021.    An action plan 
was prepared as part of the review.

Grade 1

Assessment of 
compliance with 
2017 review was 

completed in 
November 2021.

Implementation 
of actions from 
2021 review are 

ongoing.
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5 The College should 
ensure it takes 
steps to participate 
in full in future NFI 
exercises, and 
ensures it 
considers the 
outputs and 
recommendations 
from this year’s 
exercise to 
improve its own 
internal control 
arrangements.

Grade 2

Agreed.  The College 
finance team has 
experienced a 
number of capacity 
issues with staff 
shortages and 
issues extracting the 
information from its 
system in the 
format required by 
Audit Scotland, but 
is continuing to 
work to resolve this.

Director of 
Finance and 
Corporate 
Services

Ongoing 
throughout 
2019/20

Action partially implemented and ongoing.
Management has now submitted data 
requested subsequent to the most recent audit 
review update in February 2020, and will be 
investigating identified matches as required 
going forward.  We will continue to monitor this 
going forward. 

Grade 2

Completed – all 
NFI queries have 
been addressed

15 Nov 21
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NHC STRATEGIC RISK REGISTER 
Ref ID Risk Status Category Link to SP Risk Description Causes Impacts/Evidence Owner(s)

Likelihood Impact
Gross 

Risk 

GR 

Change

Actions to minimise Risk in place Residual 

Likelihood

Residual 

Impact

Residual 

Risk

RR 

Change

NHC/R/001 Active Academic
Learning & Teaching 

Research

Failure to meet SFC credits and HE FTE's

Risk of uncertainty with regards to the Microram and 

potential UHI/SFC clawbacks

Unable to attract sufficient student numbers to programmes

Competition from other colleges/HEIs and private training 

providers

Covid 19 - senior phase, progression from school etc

Brexit - reduction in EU/International income

Inflexibility of programme delivery models

Marketing resource

Restrictions in funding

Employers not prioritising CPD but Covid recovery

Microram is reduced

Impact: clawback of teaching funding by  UHI

Evidence: enrolment numbers

Principal +D L&T 5 3 15 ↔
Early discussion with UHI - clarification needed on 

overall credit position for all partners and effects

Pursue protection of SFC and UHI clawback

5 3 15 ↔

NHC/R/002 Active Academic

Learning & Teaching 

Research 

Enterprise 

Partnerships

There is a risk of further disruption to the college 

business  due to Covid 19 restrictions

Delays in implementation of new SG guidance,

 over cautious approach, covid cases rising in highlands and SG 

reintroducing levels

Impact:  Poor student experience after expectations being raised

Evidence: to be qualified
D L&T 5 3 15 ↔

Weekly monitoring of SG decisions and response.  

Staff have experience of moving to online delivery.  

Curriculum area plans produced for alternative 

deliveries and early discussion with students

4 3 12 ↔

NHC/R/003 Active Organisational Process & Technology

There is a risk that NHC is unable to maintain legal 

compliance with the full range of legal and public sector 

obligations placed on it.

Volume and pace of compliance changes and obligations.

Staff capacity to undertake.

Impact: legally compliant status of NHC.

Evidence: increased range of compliance obligations (GDPR, Athena 

Swan, financial, audit) and increased staffing levels being 

considered to resource them.

All Exec members 5 2 10 ↔
Recruit compliance manager, review compliance 

requirements and produce plan
5 2 10 ↔

NHC/R/004 Active Organisational

Estates 

Net Zero  

Learning & Teaching 

Research

There is a risk that the estate doesnt match the needs of 

our curriculum and/or research requirements resulting 

in poor student experience and loss of reputation, 

thereby limiting our ability to meet student targets and 

attract research income and creating poor staff morale

Volume and pace of compliance changes and obligations.

Staff capacity to undertake.

Poor student experience and student retention

Low staff morale

Loss of reputation

Inability to meet student targets

Inability to attract commercial income/research income

Non compliance with awarding body requirements and QA 

requirements

Principal + D EE&F 4 4 16 ↔

Continued engagement in Caithness place based 

initiative

Ongoing review of maintenance costs of estate

Review/implementation of forward planning 

procedure & prioritisation for Maintenance & 

Inspections

3 3 9 ↔

NHC/R/005 Active Financial

Finance 

Partnerships 

People

Increase in staffing cost pressures and impact of job 

evaluation

Additional workload pressues on staff and the risk of 

losing key staff

Additional staff costs arising from both cost of living pay awards  

and the outcome of the National Bargaining job evaluation 

exercise for support staff, and increases in employer 

contributions to the Scottish Teachers Superannuation Scheme 

and Local Government Pension Schemes. 

Impact: affordability of staff and increase in staff stress and illness

Evidence: increase in staff workload as we reduce staff costs 
Principal +D F & A 5 4 20 ↑

Work closely with partners to share staff resource 

and carefully review all roles for new staff 

requirements 

3 3 9 ↔

NHC/R/006 Active Organisational People

Effective employee relations through local and national 

channels are not secure taking account of NRPA Lack of engagement locally and through Employers Association

Impact: Increase risk of industrial action  for all union members, 

loss of teaching time

Evidence: Staff engaged in industrial action, poor student 

experience

Principal + HR 

Manager
3 5 15 ↔

Specific and regular trade union meetings 

highlighting impact on college finances. Regular 

Comms with Staff.  Ongoing representation at 

Employers Association Colleges Scotland

3 3 9 ↔

NHC/R/007 Active Organisational
Learning & Teaching 

Research

High impact disaster for college (e.g. flood, fire building 

structure under threat)
Unforseen

Impact: Unable to maintain business

Evidence: failure of college to operate
Principal, all Directors 3 5 15 ↔

Regular review of Business Continuity Plan and 

testing

Review estate condition survey

Ensure business interuption insurance in place

3 3 9 ↔

NHC/R/008 Active Organisational Process & Technology

Institutional, personal and sensitive data and/or 

services are disrupted, corrupted, lost, stolen or 

misused through serious inappropriate useage of IT 

systems or data by internal users or external actors. 

IT Security breaches internal or external

Impact: Fines from ICO, reputational damage, loss of key data, loss 

of business

Evidence: Unable to operate partially or fully

Principal, all Directors 3 5 15 ↔

Ensure associated policies and procedures are 

understood and adhered to at all levels.  Active 

agenda item for working groups. Engagement in 

regional ICT groups. Maintain Information asset 

register. Mandatory Isec Training for all staff

3 3 9 ↔

NHC/R/009 Active Financial

Finance 

Partnerships 

Enterprise

Failure to meet non SFC targets at all levels of learning 

and special projects

Targets not set or communicated.  Changes in external funding 

affects eligibility

Impact: Loss of research and learning opportunities. Failure to grow 

and diversify

Evidence: Other learning providers increase share. 

Principal, Director of 

R&I, Director of EE&F
3 5 15 ↔

Full engagement in UHI Development and 

Enterprise Board, 

Review of non SFC funding areas associated 

income and opportunities (linked to new 

opportunities framework ) 

3 3 9 ↔

NHC/R/010 Active Organisational People
Failure to achieve effective workforce planning and 

development

Lack of professional career planning for staff and overall 

workforce plan 

Impact: Loss of key personnel affecting business, lack of adequately 

trained staff matched to job role

Evidence: poor staff morale, staff stress

Principal + HR 

Manager (or shared 

post)

3 4 12 ↔
Recruit professional development lead to support 

all elements of workforce development. Develop a 

workforce plan for all levels of staff across college

3 3 9 ↔

NHC/R/011 Active Academic
Learning & Teaching 

Research

Failure to achieve a quality learning, teaching and 

research standards 

Failure to meet awarding body requirements.  Lack of resource 

to support quality bodies requirements.  Poor student 

experience

Poor student engagement, retention and attainment

Non compliance with awarding body requirement

Poor outcomes from QAA and Education Scotland reviews

DLT 3 5 15 ↔

Ensure adequate resource and time to meet 

requirements and develop a robust process with 

training for all curriculum leaders and associated 

staff

2 2 4 ↔

NHC/R/012 Active Organisational
Process & Technology 

People

There is a risk that the college is unable to cultivate an 

effective and well embedded safety culture thereby 

compromising staff and student safety.

Staff and student willingness to comply with college 

policies/procedures

Consequences of non-compliance?

Understanding and awareness of health and safety 

policies/procedures

Complaints/disciplinaries

Number of accidents/near misses

Lack of engagement with compliance training

Accessibility of policies and procedures

Staff and student behaviour

Followup action with non compliance

Principal, all Directors 3 4 12 ↔

Embed safety culture with all staff through policy 

and ongoing 2-way communications with staff and 

students.

H&S and Fire Safety committees set up; H&S WG 

will tackle Safety awareness issue. 

H&S officer in place, H&S plan to follow

2 3 6 ↔
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Title: NHC College Risk Management Policy

Meeting and date: Audit and Risk Management Nov 2021

Author: Debbie Murray, Principal

Link to Strategic Plan: Yes     

Resource implications: Yes – staff time to manage and mitigate against risks   

Risk assessment: Yes    If risks are not identified and mitigated there would be serious 
consequences for the organisation.

If yes, please specify: all 
Academic
Financial:
Organisational:

Equality and Diversity 
Issues:

No

Status – Confidential / Non 
Confidential

Non-confidential

Freedom of Information
Can this paper be included 
in “open” business

Yes 

If a paper should not be included within “open” business, please highlight below the reason.

Its disclosure would substantially 
prejudice a programme of research 
(S27)

☐
Its disclosure would substantially 
prejudice the effective conduct of public 
affairs (S30)

☐

Its disclosure would substantially 
prejudice the commercial interests of 
any person or organisation (S33)

☐
Its disclosure would constitute a breach 
of confidence actionable in court (S36) ☐

Its disclosure would constitute a breach 
of the Data Protection Act (S38) ☐

Other (Please give further details)
☐

For how long must the paper be withheld? 
(Express as either the time which needs to pass 
or a condition which needs to be met.)
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Recommendation(s)

The committee is asked to approve the new Risk Management Policy

Purpose of report
To provide committee members with a new policy for Risk Management 

Current Situation
This is a newly developed Risk Management policy aligned to support the UHI single policy 
environment and includes the risk appetite statement.  UHI EO and several other partners 
work within a very similar policy framework with some local contextualisation.  The executive 
group have reviewed and endorsed the policy prior to submission to the Audit and Risk 
Management Committee.  
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Risk Management Policy
Appropriate consultation undertaken Yes ☒ No ☐
Impact on other policies considered Yes ☒ No ☐
Equality Impact Assessment completed Yes ☐ No ☐
Public Facing Yes ☒ No ☐

Policy Owner Principal
Date first approved by Executive Group 10th September 2021
Date first approved by BoM
BoM Committee
Date current version approved by Executive 
Group

10th September 2021

Date current version approved by BoM
BoM Committee

Review period 3 years
Date of last review N/A
Date of next review September 2024
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Document Change History

This version of the document replaces all previous versions.  Changes to this 
version are summarised below;

Section Summary of Change Page
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1. Purpose

This policy forms part of the College’s governance arrangements. A review of the 
implementation of the policy will inform the planning of internal audit work on an annual 
basis. It should be noted the college is adopting the University Risk Management Policy 
as best practice

2. Scope

The recognition and management of risk is the responsibility of everyone who allocates 
and/or uses resources so all members of staff should have an awareness of the risks of 
the organisation and each department should maintain their own risk register in which 
risks are recorded in accordance with the risk register template and evaluated in 
accordance with the criteria for determining likelihood and impact as set in Appendix 1

3. Risk Policy Statements 

The College’s  general approach is to minimise its exposure to risk. It will seek to 
recognise risk and mitigate the adverse consequences. However, the College 
recognises that in pursuit of its mission and academic objectives it may choose to 
accept an increased level of risk. It will do so, subject always to ensuring that the 
potential benefits and risks are fully understood before developments are authorised, 
and that sensible measures to mitigate risk are established. 

4. Risk Appetite 

The College will take a portfolio approach to risk management – i.e. whilst at any one 
time it may be carrying a high level of risks in one or more parts of its business, it will 
ensure that the number of areas exposed to high risk at any time are minimised and 
balanced with a low risk approach in other areas.  

The portfolio of risk will be regularly reviewed by the executive group, audit and risk 
management committee and the full Board of Management.  

High risk areas will be very closely aligned to strategic priorities and aligned to high 
returns i.e. the college should not be exposed to high levels of risk if returns are likely to 
be minimal or if the activity is not business critical. 

The elapsed time over which the college is exposed to a high level of risk in any area 
should be minimised as much as possible. 

The criteria for measuring the likelihood of risks occurring and the gross impact of risks 
is attached at Appendix 1.

5.  Enforcement 
An effective risk management policy should permeate existing management processes 
and provide assurance over the management of key risks. It requires interdependence 
between strategic and operational objectives, management processes, governance 
arrangements and other policies. 

The risk management policy is supported by related college policies including: 

Health and Safety Policy
Information Security Policy
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Data Protection Policy
Financial Regulations

6. Roles and Responsibilities 

The Principal & Chief Executive of the College is the policy owner. 

The recognition and management of risk is the responsibility of everyone who allocates 
and/or uses resources so all members of staff should have an awareness of the risks of 
the organisation and each department should maintain their own risk register.

Risks need to be evaluated in a controlled manner and the uncertainties involved need 
to be minimised.  The approaches available to managing risk include: 

• Terminate – avoid risk by doing something else

• Transfer – risk passed on to someone else e.g. outsourcing, insurance, subcontracting

• Treat – reduce risks by management action

• Tolerate – accept risk and manage appropriately

The Board of Management 

The Board of Management has a fundamental role to play in the management of risk. 
Its role is to: 

• Set the tone and influence the culture of risk management within the college. This 
includes determining the risk appetite of the college i.e. determining what risks are 
acceptable and which are not, and to provide a framework within which the appropriate 
level of exposure to risk can be determined in particular circumstances; and;

• Approve major decisions affecting the college’s risk profile or exposure.

Audit and Risk Management Committee 

The Audit and Risk Management Committee is responsible for: 

• Ensuring that the major risks associated with specific proposals put to it have been 
properly considered and can be appropriately managed within the policy framework set 
by the Court.

• Ensuring that corporate risks are properly managed, reviewing evidence to this effect 
and ensuring measurement of results as appropriate.

• Providing a statement to the Court annually indicating how the university has complied 
with good practice with regard to Corporate Governance and, in particular, in relation 
to effective risk management.

Role of Internal Audit 

The prime responsibility of the Internal Audit Service is to provide the Board, the 
Accounting Officer and other Senior Management of the College, with an objective 
assessment of the adequacy and effectiveness of management's internal control 
systems. 
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Activities are conducted  within the overarching framework of the Chartered Institute of 
Internal Auditors, Definition of Internal Auditing, Code of Ethics and International 
Standards for the Professional Practice of Internal Auditing, together with the UK 
Public Sector Internal Audit Standards, first introduced in April 2013.

The Annual Report prepared by internal auditors should be considered by the Audit & 
Risk Committee prior to endorsement by the Board of Management. 

A copy of this report requires to be submitted to the Scottish Funding Council not later 
than 31 December following the financial year end to which it relates. 

Internal audit will: 
• Report its findings to the audit and risk management committee

• Advise and make recommendations to senior managers as appropriate.

Executive Group

The Executive Group will review college risk registers and the risk registers of any 
large strategic projects to ensure an independent view can be fed back to the 
appropriate project board. 

Risks should be considered monthly at the Executive Group meetings.  

Role of the Management Team 

• Implementing the Colleges  risk management policy and ensuring compliance

• Identifying, evaluating and managing strategic and operational risks in the college and 
bringing emerging corporate risks to the attention of the Executive Group.

• Ensuring that everyone in their area of responsibility understands their risk 
management responsibilities making clear the extent to which staff are empowered to 
take risks.

• Communicating college policy and information about the risk management programme 
to all staff, subsidiary organisations and external partners as appropriate. 
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LIKELIHOOD CRITERIA

Score Descriptor Probability
5-Almost Certain More than likely – the event is anticipated to occur >80%
4-Likely Fairly likely – the event will probably occur 61-80%
3-Possible Possible – the event is expected to occur at some time 31-60%
2-Unlikely Unlikely – the event could occur at some time 10-30%
1-Very Rare Remote – the event may only occur in exceptional circumstances <10%

RISK MAP (for Gross risk & residual risk)

IMPACT
5 - Catastrophic 5 10 15 20 25
4 - Major 4 8 12 16 20
3 - Significant 3 6 9 12 15
2 - Minor 2 4 6 8 10
1 - Insignificant 1 2 3 4 5

1 -Very Rare 2 - Unlikely 3 - Possible 4 - Likely 5 - Almost Certain
LIKELIHOOD

IMPACT - CRITERIA

Score Descriptor Financial Operational
Reputational (need to link to 
communications process for incident 

5 -Catastrophic A disaster with the potential to 
lead to:
• loss of a major UHI partner
• loss of major funding stream           

> £500,000 or 
lead to likely 
loss of key 
partner

• Likely loss of key partner, curriculum area or 
department
• Litigation in progress
• Severe student dissatisfaction
• Serious quality issues/high failure 
rates/major delivery problems

• Incident or event that could result 
in potentially long term damage to 
UHI’s reputation.  Strategy needed to 
manage the incident.  
• Adverse national media coverage 
• Credibility in marketplace and with 

4-Major A critical event which threatens 
to lead to: 
• major reduction in funding
• major reduction in 
teaching/research capacity

£250,000 - 
£500,000 or 
lead to 
possible loss 
of partner

• Possible loss of partner and litigation 
threatened
• Major deterioration in quality/pass 
rates/delivery
• Student dissatisfaction

• Incident/event that could result in 
limited medium – short term damage 
to UHI’s reputation at local/regional 
level.                                                               
• Adverse local media coverage                     
• Credibility in marketplace/with 
stakeholders is affected.

3-Significant A Significant event, such as 
financial/ operational difficulty 
in a department or academic 
partner which requires 
additional management effort to 

£50,000 - 
£250,000 

• General deterioration in quality/delivery but 
not persistent 
• Persistence of issue could lead to litigation
• Students expressing concern

• An incident/event that could result 
in limited short term damage to UHI’s 
reputation and limited to a local level.                                                                  
• Criticism in sector or local press                                                         
• Credibility noted in sector only

2-Minor An adverse event that can be 
accommodated with some 
management effort.

£10,000 - 
£50,000 

• Some quality/delivery issues occurring 
regularly
• Raised by students but not considered major

• Low media profile                                                
• Problem commented upon but 
credibility unaffected

1-Insignificant An adverse event that can be 
accommodated through normal 

<£10,000 • Quality/delivery issue considered one-off
• Raised by students but action in hand

• No adverse publicity                                        
• Credibility unaffected and goes 
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Ernst & Young LLP 
Atria One 
144 Morrison Street 
Edinburgh 
EH3 8EX 

Members of the Audit Committee
North Highland College UHI
Ormlie Road
Thurso
KW14 7EE

Dear Audit Committee Members

Tel: + 44 131 777 2000 
Fax: + 44 131 777 2001 
ey.com 

13 August 2021
Ref:   SR/OP

Direct line: 0131 777 2839 

Email: SReid2@uk.ey.com 

External audit: Year ended 31 July 2021

Auditing standards require us to formally update our understanding of your arrangements for oversight of 
management processes and arrangements annually. I am therefore writing to ask that you please 
provide a response to the following questions. 

1. How does the Audit Committee, as ‘those charged with governance’ at North Highland College (“the 
College”), exercise oversight of management's processes in relation to: 

- undertaking an assessment of the risk that the financial statements may be materially misstated 
due to fraud or error (including the nature, extent and frequency of these assessments); 

- The College maintains a risk register that is subject to ongoing review and risk assessment by 
the Audit Committee on a regular (generally quarterly) basis.

- Internal auditors are appointed and the Audit Committee agrees with them an internal audit plan 
for each year of their appointment covering a range of areas of the College’s business, with 
input from other relevant Board Committees as to audit scope. The Audit Committee receives 
reports from the internal auditors on each area of internal audit (eg cash handling), highlighting 
any outstanding actions or non-compliance issues, usually with a risk rating, and their 
recommendations. The Audit Committee expects its Finance Director to deal with the year-end 
accounting process in a way that adheres to standards and ethics and to oversee and manage 
the College’s finance and accounting staff; and EMT to assess and manage such risks more 
broadly and to report any concerns to the Committee. It expects the internal auditors and 
external auditors to approach it if they have any concerns. 

- The Audit Committee has open dialogue with EMT at quarterly meetings, seeking reassurance 
on matters such as sufficiency of finance and accounting resources and systems.

- identifying and responding to risks of fraud in the College, including any specific risks of fraud 
which management has identified or that have been brought to its attention, or classes of 
transactions, account balances, or disclosures for which a risk of fraud is likely to exist; 

- Both internal and external auditors are contracted to provide services which includes looking at 
a wide range of audit activities across various aspects of the College, including these areas.

- The Audit Committee pursues and monitors implementation of outstanding recommendations 
through internal reporting by the College’s Finance Director and other members of its executive 
management team (“EMT”) at quarterly meetings of the Audit Committee including eg steps being 
undertaken to comply with the National Fraud Initiative. 

- The Finance and General Purposes Committee of BOM also has oversight of financial information 
and reports presented to it by the SMT at regular quarterly meetings and would be expected to raise 
with Audit Committee any concerns.

- communicating to employees its view on business practice and ethical behaviour, for example 
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by updating, communicating and monitoring against the College`s code of conduct; 

- The Board of Management (BOM) has been open and accountable and this process includes 
the Chair and members of the Audit Committee. The Audit Committee takes a view before the 
academic year starts as to which areas of business practice and ethical behavior it wishes to 
internally audit.  It scopes out those audit areas with input from relevant Board Committees and 
conducts the process through its appointed auditors. The outcome of all reviews are 
communicated to stakeholders by the Board directly via publication of the findings and to the 
employees by the executive functions and roles with that delegated responsibility.  If there was 
a problem with any financial issue, it would be hoped that any staff member could approach a 
committee chair or member and raise an issue without undue concern.  In terms of updating 
the timetable of reviews in this regard the Audit Committee and BOM works alongside the 
Quality Team. Additionally, the website includes regular updates and details of committee 
membership, agendas and minutes.  This allows all staff and members of the public to clearly 
follow discussions on BOM and Audit Committee matters.

- encouraging employees to report their concerns about fraud; and 

- The Committee and the Board of Management generally have encouraged openness with staff 
as much as possible, and also encourage drop-in sessions. The College has a “Whistleblowing” 
Policy in place and any employee with concerns is actively encouraged to report them. EMT 
reports to the Audit Committee on updates to relevant policies and procedures.

- communicating to you the processes for identifying and responding to fraud or error? 

- Audit Committee receives reports from the Finance Director and other members of EMT 
(generally including updates on risk register review) at quarterly meetings of the Audit 
Committee and monitors actions taken to address outstanding internal audit recommendations 
through such internal reporting. The Committee would expect EMT or internal audit reports to 
highlight any deficiencies in relation to processes for identifying and responding to fraud or error 
and EMT to report on steps taken to address those.

If EMT or the Committee had any specific concerns on processes for identifying or responding 
to fraud and error, then both internal and external auditors would be advised as soon as 
practically possible. 

2. How does the Audit Committee oversee management processes for identifying and responding to the 
risk of fraud and possible breaches of internal control? 

This is done by having an Executive Management Team in place who are aware of the need for 
appropriate processes and procedures and advising the Committee of any breaches. There are also 
internal and external auditors appointed who also are expected to contribute to this area and advise 
the Committee of any breaches that they suspect may have occurred. The Audit Committee monitors 
actions taken to address outstanding internal audit recommendations through reports from the Finance 
Director and other members of EMT at quarterly meetings of the Audit Committee.

3. Have there been any significant changes in the design and/or operating effectiveness of management 
controls as a result of the Coronavirus outbreak?

Management and staff have had to adapt to home working, and management of departments and 
service delivered remotely. Generally, this has worked well. For example, despite working from home, 
the Finance department has paid staff and suppliers and raised fees and invoices. It is also monitoring 
the College finances and has produced a set of year-end accounts and budgets. Other support 
functions eg. HR, Admissions, Registry and Student support are also being delivered by staff working 
from home. Management has effectively been delivered through e-mails and VC meetings. Some 
practical teaching has been done on site eg. Engineering, Construction. Controls have had to change 
in some measure eg. storing and approving invoices electronically and digital approvals. 

Audit Committee and BOM have been appraised of ongoing risk assessments and changes in 
management controls by EMT as a result of the Coronavirus outbreak e.g. to address issues such as 
restricting access to and use of premises by staff and students, social distancing, homeworking, 
increased online delivery of services, and students’ and staff wellbeing.
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4. How do those charged with governance assure themselves that the furloughing of staff has not 
adversely impacted the segregation of duties?

The Committee has been advised that some staff have been furloughed following an assessment made by senior 
management eg refectory. The Committee is not aware of any issues of risk of segregation of duties being 
compromised. The Committee considers that the management is assessing and furloughing as appropriate 
after due consideration of any potential impact.

5. Is the Audit Committee aware of any: 

- breaches of, or deficiencies in internal control; and 

- The Audit Committee is not aware of any material breach or deficiencies.

- actual, suspected or alleged frauds during 2020/21? 

- The Audit Committee is not aware of any actual, suspected or alleged frauds.

6. Is the Audit Committee aware of any organisational or management pressure to meet financial or 
operating targets? 

The current operating environment, public sector funding constraints and the Coronavirus outbreak inevitably 
put pressure on both the College as an organisation and its management to meet financial and operating 
targets, as on all institutions in the further and higher education sector.

By regular management reporting, the Audit Committee is made aware of the College hitting or not academic 
targets. It is also made aware of management’s efforts to ensure the College’s finances are sound, including 
on-going reviews of curriculum and support services in response to business challenges as they arise. The 
management team leads on this, reporting to the Audit Committee at its quarterly meetings.
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7. How does the Audit Committee gain assurance that all relevant laws and regulations have 
been complied with?  Are you aware of any instances of non-compliance during 2020/21? 

The Audit Committee is served by having internal and external auditors reporting to it. Also, 
Senior Management have responsibilities to ensure compliance with relevant laws and 
regulations and provide assurance through regular management reports presented to the 
Audit Committee at its quarterly meetings. There are also external professional service 
providers that assist the College including: VAT specialists who eg review the College’s 
Partial Exemption Calculation and provide VAT advice on issues; and lawyers who provide 
the College with legal advice on various issues.

8. Is the Audit Committee aware of any actual or potential litigation or claims that would affect 
the financial statements? 

The Audit Committee is not aware of any actual or potential litigation or claims that would 
affect the financial statements. 

9. How does the Audit Committee satisfy itself that it is appropriate to adopt the going concern 
basis in preparing the financial statements? 

The financial position for the year ended 31 July 21 show the College has delivered a surplus 
Adjusted Operating Position. Liquidity has improved during the year. Management reports 
also indicate that with improving liquidity, the College is likely to be able to meet is debts as 
they fall due within the twelve months from 31 July 2021 to 31 July 2022. 

10. Has management considered the impact of the coronavirus outbreak as part of their going 
concern assessment, including:
 any changes in underlying assumptions
 additional or potential financial difficulties, impairments or write-offs

Yes – in 2021-22 budgetary terms it is assumed that Refectory activity is 50% of pre Covid 
19 levels; and budgets for commercial income and Apprentice funding have been reduced 
to lower levels as compared to non-Covid environment. The most recent Budget Monitoring 
to 31 October 2021 and projecting forward have included various assumptions on income 
including anticipated effect of Covid 19.

11. How does the Audit Committee satisfy itself that the College has arrangements to ensure 
compliance with the Scottish Funding Council’s (“SFC”) Accounts Direction and Financial 
Memorandum? 

The Audit Committee expects the College’s Finance Director to ensure compliance. The 
Audit Committee understands that monthly cash flow information is submitted to the SFC by 
the Finance Director; and an annual Financial Forecast Return is also sent to the SFC which 
is reviewed and approved by the Finance and General Purposes Committee. There is also 
a year-end certificate which is signed by the Principal. Again, if internal or external auditors 
discovered major breaches, then the Committee would expect them to be reported. 
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An annual Revenue Budget and a Capital Budget is presented by Management to BOM and 
financial performance is also monitored through regular reporting to the Finance and General 
Purposes Committee which meets quarterly.

12. How does the Audit Committee satisfy itself that the College has arrangements to ensure 
compliance with its requirements as an independent charity as set out by OSCR? 

BOM members and EMT are aware of the charitable status of the College. The College 
submits annual returns to OSCR and also its annual financial statements. The Committee is 
not aware of any issues of non-compliance being raised by OSCR.

13. How does the Audit Committee satisfy itself that the College has arrangements to monitor 
and maintain the regularity of income and expenditure? 

Income and Expenditure information is reported quarterly to the Finance and General 
Purposes Committee.

14. What does the Audit Committee consider to be the related parties that are significant to the 
College and what is its understanding of the relationships and transactions with those related 
parties?

It is expected that each BOM member will disclose any potential conflicts of interest that 
arise concerning the College’s business.  A register of interests is available on our website 
and this is kept up-to-date.  At the start of each meeting of BOM or any of its committees, 
members are asked to declare any interest which they may have in respect of items on the 
agenda.  

Other parties with whom the College has significant contractual relationships in respect of 
the delivery of further and higher education are The University of the Highlands and Islands 
(“UHI”) and its other “Academic Partner” independent colleges. The College delivers further 
and higher education on behalf of UHI, alone and in conjunction with, other colleges in 
Highlands and Islands; and UHI is the regional strategic body responsible for planning, 
monitoring and funding of further education in the Highlands and Islands. The College is not 
considered to be a subsidiary of UHI.

15. Does the Audit Committee have concerns regarding relationships or transactions with 
related parties and, if so, what is the substance of those concerns?

Although the College is not a subsidiary of UHI, as an “Academic Partner” of UHI, the aim of 
which is to provide tertiary education (from post-16 to post-graduate level) across the Highlands 
& Islands region, the College relies upon UHI to provide much of its funding and other support 
including eg shared services; and upon UHI’s other Academic Partners to perform their 
obligations to the UHI network including eg in collaborating on delivery of courses and services; 
thereby exposing the College to a degree of risk that is outwith the control of the College, raising 
concerns as to the potential impact upon the College of certain risks at UHI level, including eg 
decisions made by UHI as regards funding allocations and in respect of financial sustainability 
of UHI and its other Academic Partners, particularly given the impact upon the sector of Covid 
19. 
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Thank you for your assistance. Please respond to the inquiries above (or if you have any queries in 
respect of this letter) by emailing Olga Potapova at opotapova@uk.ey.com. 

Yours faithfully 

Stephen Reid 
Partner 
For and on behalf of Ernst & Young LLP 

--------------------------------------------------------------------------------------------------------------------------------------

Dear Mr Reid 

External audit: Year ending 31 July 2021 

I am happy to endorse the responses to your various points raised above and shown in red. 

Yours sincerely 

Shona MacDougall 
Chair of the Audit and Risk Management Committee  
North Highland College UH
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